
  Focused IP Under
Attack Daily Report

Top Targets   

Top Target

Number
Of

Attacks

0

785

1428
4155
6983
96110124138152165179193207220234248262275289303317331344358372386399413427441454468482496510523537551565578592606620634647661675689702716730744757771785

780

mi
lu
im
.a
ka
.i
df
.i
l

Top Attackers 

77.247.181.162, Netherlands

185.10.71.107, Germany

197.231.221.211, Liberia

31.154.7.4, Israel

2.54.47.54, Israel

81.218.56.171, Israel

46.19.85.69, Israel

81.218.206.82, Israel

84.111.65.41, Israel

183.61.109.189, China
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

81.218.206.82 Israel 147.237.0.120 miluim.aka.idf.il Block_Udp_All_Nets drop BBL-Israel 3

84.111.65.41 Israel 147.237.0.120 miluim.aka.idf.il Block_Udp_All_Nets drop BBL-Israel 3

88.198.58.217 Germany 147.237.0.120 miluim.aka.idf.il Invalid L4 Header Length drop BBL-Frankfurt 1

 01-04-2016 to 01-05-2016 



Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

185.130.5.224 147.237.0.120 miluim.aka.idf.il 16634: HTTP: Apache HTTP Server mod_status Request Block 1

 01-04-2016 to 01-05-2016 



Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

222.186.34.78 China 147.237.0.120 miluim.aka.idf.il ET SCAN Potential SSH Scan 1

83.56.3.111 Spain 147.237.0.120 miluim.aka.idf.il ET SCAN NMAP -sS window 2048 1

180.150.177.188 China 147.237.0.120 miluim.aka.idf.il ET SCAN NMAP -sS window 1024 1

183.61.109.189 China 147.237.0.120 miluim.aka.idf.il ET SCAN NMAP -sS window 2048 1

209.126.116.147 United States 147.237.0.120 miluim.aka.idf.il ET SCAN NMAP -sS window 1024 1

83.56.3.111 Spain 147.237.0.120 miluim.aka.idf.il ET SCAN NMAP -f -sS 1

162.222.185.165 United States 147.237.0.120 miluim.aka.idf.il ET SCAN Potential SSH Scan 1

183.61.109.189 China 147.237.0.120 miluim.aka.idf.il ET SCAN NMAP -f -sS 1

183.61.109.189 China 147.237.0.120 miluim.aka.idf.il ET SCAN NMAP -sS window 4096 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address Site Name Signature
Device
Action

Count

66.249.81.224 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 229353

66.249.81.230 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 56928

66.249.81.227 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 45473

66.249.93.209 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 17057

66.249.93.212 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 6658

66.249.93.215 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 6274

2.52.179.156 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 3461

2.52.5.4 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

79.179.19.154 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

79.181.36.139 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

109.66.165.139 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

79.178.187.43 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 2304

68.180.229.121 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 1916

90.207.25.160 United Kingdom 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 1894

15.90.166.11 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 1615

45.32.232.26 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 855

89.187.221.12 Lebanon 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 614

64.79.85.205 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 526

217.82.199.44 Germany 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 436

134.191.232.72 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 398

80.11.3.69 France 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 346

168.63.139.43 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 306

134.191.249.254 United Kingdom 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 258

140.242.217.2 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 253

195.218.173.4
Russian
Federation

147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 243

192.146.6.2 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 238

66.249.79.112 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 237

149.78.215.64 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 234

149.88.61.207 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 224

157.55.39.137 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 206

79.146.130.151 Spain 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 201

149.78.18.130 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 189

149.78.105.209 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 184

94.6.59.0 United Kingdom 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 177

149.78.35.77 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 173

40.77.167.47 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 167

66.102.9.90 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 164

149.78.87.122 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 158

5.79.68.161 Netherlands 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 158

149.78.218.192 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 152

79.179.151.135 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

109.65.35.176 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

79.176.162.73 Israel 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

66.249.79.114 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 135

89.234.157.254 France 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 130

66.102.9.100 United States 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 129

66.249.81.230 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 129

66.249.81.227 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 128

91.250.241.241 Romania 147.237.0.120 miluim.aka.idf.il
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 126

66.249.81.224 Israel 147.237.0.120 miluim.aka.idf.ilGeo-location enforcement Geo-location inbound enforcement drop 116
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address Site Signature
Device
Action

Count

77.247.181.162 Netherlands 147.237.0.120 miluim.aka.idf.ilDistributed Too Many of the Same Response Code (404) Block 392

185.10.71.107 Germany 147.237.0.120 miluim.aka.idf.ilDistributed Too Many of the Same Response Code (404) Block 298

197.231.221.211 Liberia 147.237.0.120 miluim.aka.idf.ilToo Many of the Same Response Code (404) in IP from 197.231.221.211 Block 25

31.154.7.4 Israel 147.237.0.120 miluim.aka.idf.ilMultiple Unauthorized URL Access from 31.154.7.4 Block 15

46.19.85.69 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1408-he/miluim.aspxâ€?â€Ž

Block 3

2.54.47.54 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1407-he/miluim.aspxâ€?â€Ž

Block 3

2.54.47.54 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1407-he/miluim.aspxâ€?â€Ž Block 2

81.218.56.171 Israel 147.237.0.120 miluim.aka.idf.ilUnknown Parameter wb48617274 in www.miluim.aka.idf.il/scriptresource.axd Block 2

37.46.42.165 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1408-he/miluim.aspxâ€?â€Ž

Block 2

84.111.248.30 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1407-he/miluim.aspxâ€?â€Ž

Block 2

80.246.130.65 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1408-he/miluim.aspxâ€?â€Ž

Block 2

85.250.172.9 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1407-he/miluim.aspxâ€?â€Ž

Block 1

80.246.130.199 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1408-he/miluim.aspxâ€?â€Ž Block 1

31.210.181.225 Israel 147.237.0.120 miluim.aka.idf.ilMultiple Redundant HTTP Headers in header Referer Block 1

132.73.199.62 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/login Block 1

81.218.56.171 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/sip_storage/files/5/1935.gif Block 1

46.19.85.216 Israel 147.237.0.120 miluim.aka.idf.il
Distributed Unauthorized URL Access on
www.miluim.aka.idf.il/1408-he/miluim.aspxâ€?â€Ž

Block 1

2.54.173.220 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1407- Block 1

198.50.145.72 Canada 147.237.0.120 miluim.aka.idf.ilDistributed Too Many of the Same Response Code (404) Block 1

93.173.63.126 Israel 147.237.0.120 miluim.aka.idf.ilMultiple Unauthorized URL Access from 93.173.63.126 Block 1

80.246.133.70 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1408-he/miluim.aspxâ€?â€Ž Block 1

31.210.181.225 Israel 147.237.0.120 miluim.aka.idf.ilRedundant HTTP Headers Referer Block 1

93.173.63.126 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/994-8285-he/ Block 1

80.246.133.133 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/1407- Block 1

197.231.221.211 Liberia 147.237.0.120 miluim.aka.idf.ilToo Many 404: Response Code per IP Block 1

31.154.7.4 Israel 147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/sip_storage/files/4/2064.pd Block 1

107.170.123.11
United
States

147.237.0.120 miluim.aka.idf.ilUnauthorized URL Access to www.miluim.aka.idf.il/sip_storage/files/1/6192 Block 1

81.218.56.171 Israel 147.237.0.120 miluim.aka.idf.ilMultiple Unauthorized URL Access from 81.218.56.171 Block 1
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