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01-04-2016 to 01-05-2016

|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo
81. 218. 206. 82

| Target Address

|9 gnature | Devi ce Action | P I ocat i on. Locat i on |Count |
| srael 147.237.0. 120 nil uimaka.idf.il B ock_Udp Al Nets drop BBL- | srael 3
84.111. 65. 41 | srael 147.237.0. 120 mluimaka.idf.il B ock Wp Al Nets drop BBL- | srael 3
88. 198. 58. 217 Ger many 147.237.0.120 mluimaka.idf.il Invalid L4 Header Length drop BBL- Fr ankf urt 1




01-04-2016 to 01-05-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address |Ste |Davi ce Action |Count
185. 130. 5. 224 147.237.0.120 mluimaka idf.il [16634: HITP. Apache HITP Server nod_status Request B ock 1




01-04-2016 to 01-05-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste | gnature | count |
222.186. 34. 78 Chi na 147.237.0. 120 nmluimaka.idf.il ET SCAN Potential SSH Scan 1
83.56. 3. 111 Spai n 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sS w ndow 2048 1
180. 150. 177. 188 Chi na 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1
183. 61. 109. 189 Chi na 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sS w ndow 2048 1
209. 126. 116. 147 Lhited Sates 147.237.0.120 nil uimaka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
83.56.3.111 Spai n 147.237.0.120 | uimaka.idf.il ET SCAN NVAP -f -sS 1
162. 222. 185. 165 Lhited Sates 147.237.0. 120 | uimaka.idf.il ET SCAN Potential SSH Scan 1
183. 61. 109. 189 Chi na 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -f -sS 1
183. 61. 109. 189 Chi na 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sS w ndow 4096 1




01-04-2016 to 01-05-2016

|Top Attackers In FW |

Attacker Address

Attacker Geo

Sgnature

Devi ce

‘ Target Address |Ste

Action

‘Count

66.249.81.224 |lLhited Sates 147.237.0. 120 |ml uimaka. i df . i §Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 229353
66.249.81.230 |Whited Sates 147.237.0. 120 |ml uimaka. i df .i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 56928
66.249. 81. 227 |lhited Sates 147.237.0. 120 |ml ui maka. i df . i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 45473
66.249.93.209 |Lhited Sates 147.237.0.120|ml uimaka. i df.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 17057
66.249.93.212 |lLhited Sates 147.237.0.120|ml uimaka. i df.i |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 6658
66.249. 93.215 |lhited Sates 147.237.0. 120 |ml ui maka. i df.i §Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 6274
2.52.179.156  |Israel 147. 237. 0. 120 |l vi maka. i df .i (" €3MN9 Engine: TP Inval id Invalid segment retransmssion. Packet | 3461
Ret r ansni ssi on dr opped.
2.52.5.4 I'sr ael 147.237. 0. 120 | il vi maka i df .i (X €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet | 2304
Ret r ansn ssi on dr opped.
79.179.19. 154  |israel 147. 237. 0. 120 |l vi maka. i df .i (" €3MN9 Engine: TP Inval id Invalid segment retransmssion. Packet | 2304
Ret r ansni ssi on dr opped.
79.181.36.139 [l srael 147. 237. 0. 120 |nil ui maka i of . {27 €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, . 2304
Ret r ansn ssi on dr opped.
109. 66. 165. 139 |Israel 147. 237. 0. 120 |l vi maka. i df .i (" €3MN9 Engine: TP Inval id Invalid segment retransmssion. Packet | 2304
Ret r ansni ssi on dr opped.
79.178.187.43 |israel 147. 237. 0. 120 |nil vi maka i of . {27 €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, . 2304
Ret r ansn ssi on dr opped.
68. 180. 229. 121 |lhited Sates 147.237.0. 120 |ml uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1916
90. 207. 25. 160 |Wnited Ki ngdom |147.237.0. 120 |ml uimaka.idf.iGeo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1894
15. 90. 166. 11 Lhited Sates 147.237.0. 120 |ml ui maka. i df . i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 1615
45.32.232. 26 147.237. 0. 120 | il ui maka. i df .i (X €3MN9 Engi ne: TP Inval id Invalid segment retransmssion. Packet | 855
Ret r ansn ssi on dr opped.
89.187.221.12 |Lebanon 147.237.0. 120 |ml uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 614
64. 79. 85. 205 Lhited Sates 147.237.0. 120 |ml uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 526
217.82.199. 44  |Ger many 147.237.0. 120 |ml ui maka. i df . i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 436
134.191. 232. 72 |lsrael 147.237.0. 120 |ml uimaka. i df .i |Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 398
80. 11. 3. 69 France 147.237.0. 120 |ml uimaka. i df.i |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 346
168. 63. 139.43 |lhited Sates 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cerent drop 306
134. 191. 249. 254|Unhi t ed Ki ngdom |147. 237. 0. 120 |ml ui maka.i df.i |Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 258
140. 242. 217. 2 | srael 147.237.0. 120 |ml uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 253
195.218.173. 4 :32::1”' on 147.237.0. 120 |m! ui maka. i df . i |Geo-1 ocati on enf or cerment Geo-| ocation i nbound enf or cenent drop 243
192. 146.6. 2 Lhited Sates 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cerent drop 238
66.249.79.112 |lLhited Sates 147.237.0. 120 |ml uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 237
149. 78. 215. 64 | srael 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 234
149. 88. 61. 207 |l srael 147.237.0. 120 |ml ui maka. i df . i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 224
157.55.39.137 |lhited Sates 147.237.0.120|ml uimaka. i df .i |Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 206
79.146.130. 151 |Spain 147.237.0. 120 |ml ui maka. i df.i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 201
149. 78. 18. 130 | srael 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cerment drop 189
149. 78. 105. 209 |l srael 147.237.0. 120 |ml uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 184
94.6.59. 0 Uni ted Ki ngdom |147.237.0. 120 |nil ui maka.idf.i|Geo-I ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 177
149. 78. 35. 77 | srael 147.237.0. 120 |ml ui maka. i df . i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 173
40.77. 167. 47 Lhited Sates 147.237.0.120|ml uimaka. i df.i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 167
66. 102. 9. 90 Lhited Sates 147.237.0. 120 |ml ui maka. i df.i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 164
149. 78. 87. 122 | srael 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cerent drop 158
5.79.68.161 Net her | ands 147.237.0. 120 |ml uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 158
149. 78. 218. 192 |l srael 147.237.0.120|ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 152
79.179.151. 135 |Israel 147. 237. 0. 120 |nil ui maka i of . (27 €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, . 144
Ret ransni ssi on dr opped.
109. 65. 35. 176 |Israel 147.237. 0. 120 | il ui maka. i df .i (" €2MN9 Engine: TP Inval id Invalid segment retransmssion. Packet | 144
Ret r ansni ssi on dr opped.
79.176.162.73  |israel 147. 237. 0. 120 |nil ui maka i of . (27 €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, . 144
Ret ransni ssi on dr opped.
66.249.79.114 |lLhited Sates 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cerent drop 135
89. 234. 157. 254 |Fance 147.237.0. 120 |ml uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 130
66. 102. 9. 100 Lhited Sates 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 129
66.249.81. 230 |lsrael 147.237.0. 120 |m ui maka. i df . i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 129
66. 249. 81. 227 | srael 147.237.0.120|ml uimaka.i df.i |Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 128
91. 250. 241. 241 |Romani a 147. 237. 0. 120 |nil vi maka i of . {27 €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet |, . 126
Ret r ansni ssi on dr opped.
66. 249. 81. 224 | srael 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 116




01-04-2016 to 01-05-2016

|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address |Ste

Sgnature

Devi ce

Ceo

Action

‘Count

77.247.181. 162 |Netherlands |147.237.0.120|mluimaka.idf.ijD stributed Too Many of the Sane Response Code (404) B ock 392
185. 10. 71. 107  |Ger many 147.237.0. 120 |mluimaka. idf.i|D stributed Too Many of the Sanme Response Code (404) B ock 298
197. 231. 221. 211|Liberia 147.237.0. 120 |ml uimaka. i df.i |Too Many of the Same Response Code (404) in | P from197.231. 221. 211 B ock 25
31.154.7.4 | srael 147.237.0. 220 |ml uimaka.idf.i|Miltipl e Uhauthori zed URL Access from31.154.7.4 B ock 15
L . . . |0 stributed Waut horized URL Access on
46. 19. 85. 69 | srael 147.237.0. 120 |m ui maka. i df . i waw i | Ui maka, i df . i |/ 1408- he/ mi | Ui m aspxa€2a€7 B ock 3
L . .JD stributed Uhaut hori zed URL Access on
2.54.47.54 | srael 147.237.0. 220 |ml uimaka.idf.i w i | Ui maka, i df i |/ 1407- hel mi | Ui m aspxa€2a€7 B ock 3
2.54.47.54 | srael 147.237. 0. 120 |ni| ui maka.i df . i [Uhaut hori zed URL Access to v mil ui maka.idf.il/1407-he/ m | ui m aspxa€?a€Z |B ock 2
81. 218.56. 171 | srael 147.237.0. 120 |ml ui maka. i df . i |Unknown Par anet er wb48617274 in wan mil ui maka.idf.il/scriptresource. axd B ock 2
A . .JD stributed Uhaut hori zed URL Access on
37.46.42. 165 | srael 147.237.0. 120 |ml uimaka. i df . i waw i | ui maka, i df . i |/ 1408- he/ i | Ui m aspxa€2a€7 B ock 2
L . . . IDstributed Wauthorized URL Access on
84.111. 248. 30 | srael 147.237.0. 120 |m| ui maka. i df . i ww i | Ui m aka, i df . i |/ 1407- he/ i | Ui m aspxaE73€7 B ock 2
A . .JD stributed Uhaut hori zed URL Access on
80. 246. 130. 65 | srael 147.237.0. 120 |ml uimaka. i df . i waw i | ui maka, i df . i |/ 1408- he/ i | Ui m aspxa€2a€7 B ock 2
L . . . IDstributed Wauthorized URL Access on
85. 250.172. 9 | srael 147.237.0. 120 |m | ui maka. i df . i W mi | Ui m aka, i df . i |/ 1407- he/ i | Ui m aspxaE73€7 B ock 1
80. 246. 130. 199 |l srael 147.237.0. 120 |ni| ui maka.i df . i [Uhaut hori zed URL Access to v mil ui maka.idf.il/1408-he/ m | ui m aspxa€?a€Z |B ock 1
31.210. 181. 225 |l srael 147.237.0.120 |mluimaka.idf.i|Mitipl e Redundant HITP Headers in header Referer Bl ock 1
132. 73. 199. 62 | srael 147.237.0. 120 |m | uimaka. i df . i {Uhaut hori zed URL Access to wawn mil uimaka.idf.il/login B ock 1
81.218.56.171 | srael 147.237.0. 2120 |ml ui maka.idf.i|Uaut hori zed UR. Access to wwu il uimaka.idf.il/sip storage/files/5 1935.gif |B ock 1
L . . . |0 stributed Waut horized URL Access on
46. 19. 85. 216 I srael 147.237.0. 120 |ml uimaka. i df . i W i | Ui m aka, i df . i |/ 1408- he/ i | Ui m aspxa€?3€7 Bl ock 1
2.54.173. 220 I srael 147.237.0. 120 |nil ui maka. i df . i [Uhaut hori zed URL Access to waww mi | ui maka.idf.il/1407- Bl ock 1
198. 50. 145. 72  |Canada 147.237.0. 120 |mluimaka.idf.i|D stri buted Too Many of the Sane Response Code (404) B ock 1
93.173. 63. 126 | srael 147.237.0.2120|mluimaka.idf.i|Mil tipl e Uhauthorized URL Access from93.173. 63. 126 B ock 1
80. 246. 133. 70 | srael 147.237. 0. 120 |ni| ui maka.i df . i [Uhaut hori zed URL Access to v mil ui maka.idf.il/1408-he/ m | ui m aspxa€?a€Z |B ock 1
31.210. 181. 225 |l srael 147.237.0. 120 |nil ui maka. i df . i |Redundant HTTP Headers Ref erer B ock 1
93. 173. 63. 126 I srael 147.237.0. 120 |nmil uimaka. i df . i fUnaut hori zed URL Access to wwn mi | ui maka. i df.il/994-8285- he/ Bl ock 1
80. 246. 133. 133 |l srael 147.237.0. 120 |nil ui maka. i df . i [Uhaut hori zed URL Access to waww mi | ui maka.idf.il/1407- Bl ock 1
197.231.221.211|Li beria 147.237.0. 120 |ml uimaka. i df.i | Too Many 404: Response Code per |P B ock 1
31.154.7.4 | srael 147.237.0. 120 |ml ui maka.idf.i|Uaut hori zed UR. Access to ww il uimaka.idf.il/sip storage/fil es/4/2064.pd |B ock 1
107.170.123. 11 ;ﬂ;ttee: 147.237. 0. 120 |ml uimaka. i df . i |Uhaut hori zed URL Access to waw miluimaka.idf.il/sip_storage/files/ 1/ 6192 B ock 1
81.218.56. 171 I srael 147.237.0. 120 |mluimaka. idf.i|Mil tiple Uhauthorized URL Access from 81.218.56. 171 Bl ock 1
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