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W 212.68. 153. 127, |srael
81.218.146. 238, |srael

W 172.98. 200. 238, nul |
81.218.56. 171, |srael

H 82.80.217.70, Israel

W 82.80.89.41, Israel

W 2.54.177.71, |srael

W 2.54.23 114, |srael
81.218. 241. 25, |srael

l 59.45.79.117, China




01-03-2016 to 01-04-2016

|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo | Target Address |Ste |9 gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
81.218. 146. 238 | srael 147.237.0. 120 mluimaka.idf.il B ock Udp Al Nets drop BBL- | srael 3
82. 80.217.70 | srael 147.237.0. 120 nmluimaka.idf.il B ock Wp Al Nets drop BBL- | srael 3




01-03-2016 to 01-04-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address |Ste |Davi ce Action |Count
185. 130. 5. 224 147.237.0.120 mluimaka idf.il [16634: HITP. Apache HITP Server nod_status Request B ock 1




01-03-2016 to 01-04-2016

|Top Attackers In |D|

Attacker Address |Attacker Geo | Target Address |Ste |9 gnature | count |
82. 80. 89. 41 | srael 147.237.0. 120 |ml uimaka.idf.i |GPL SCAN nmap TCP 3
5.141.118.168 |25 147.237. 0. 120 [nil ui maka. i df . i [ET SOAN Potential SSH Scan 1
Federati on
59. 45. 79. 117 Chi na 147.237.0. 120 |n| ui maka.idf.i |ET SCAN Potential SSH Scan 1
172. 98. 200. 238 147.237.0. 120 |l uimaka.idf.i |[ET SCAN NVAP -f -sS 1
172.98. 200. 238 147.237.0. 120 |mluimaka.idf.i |[ET SCAN NVAP -sS wi ndow 2048 1
209. 126. 116. 147|hited S ates 147.237.0. 120 |mluimaka.idf.i |[ET SCAN NVAP -sS wi ndow 1024 1
51.254.201.78 |Wnited Kingdom |147.237.0.120niluimaka.idf.i|ET SCAN Potential SSH Scan 1
172.98. 200. 238 147.237.0. 120 |mluimaka.idf.i |IET SCAN NVAP -sS wi ndow 1024 1
186. 188.19. 10 |Venezuel a 147 237. 0. 120 nil ui maka.i df . i II;:;SSN\I Behavi oral Lhusual |y fast inbound Tel net (onnections, Potentia Scan or Brute 1




01-03-2016 to 01-04-2016

|Top Attackers In FW |

Target Address [Ste

Sgnature

‘Attacker Geo

66. 249. 81.224 |lLhited Sates |147.237.0.120|mluimaka.idf.iGeo-1ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 149746
66. 249. 93. 209 |lLhited Sates |147.237.0.120|mluimaka.idf.iGeo-1ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 42229
66.249.81. 230 |[Lhited Sates [147.237.0.120|mluimaka.idf.i|Geo-|ocation enfor cenent Geo-1 ocati on i nbound enf or cenent dr op 23009
66.249. 81. 227 |[Lhited Sates |[147.237.0.120|niluimaka.idf.i|Geo-| ocation enfor cenent Geo- 1 ocati on i nbound enf or cenent dr op 21575
66.249. 93. 212 [Lhited Sates |[147.237.0.120|nil uimaka.idf.i|Geo-| ocation enfor cenent Geo-1 ocati on i nbound enf or cenent drop 11455
66.249. 93. 215 [Lhited Sates |[147.237.0.120|nml uimaka.idf.i|Geo-1 ocation enfor cenent Geo-1 ocati on i nbound enf or cenent drop 9003
195. 160. 240. 11 I srael 147.237. 0. 120 il ui maka. i of .i (2" €3Mn9 Engine: TCP Inval i d Invalid segment retransmssion. Packet | 5184
Ret r ansni ssi on dr opped.
212.199. 196. 58 |1 srael 147. 237. 0. 120 |nil ui maka i of . {2/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet | 2304
Ret ransnii ssi on dr opped.
62. 90. 2. 57 I srael 147.237. 0. 120 il ui maka. i of .i (2" €3Mn9 Engine: TCP Inval i d Invalid segment retransmssion. Packet | 2304
Ret r ansni ssi on dr opped.
79.181.223.36 |Israel 147. 237. 0. 120 |nil ui maka i of . {2/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet | 2304
Ret ransnii ssi on dr opped.
2.52.32.180  |israel 147.237. 0. 120 il ui maka. i of .i (2" €3MN9 Engine: TCP Inval i d Invalid segment retransmssion. Packet | 1440
Ret r ansni ssi on dr opped.
79. 181. 194. 224 |I srael 147. 237. 0. 120 |nil ui maka i of . {2/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet | 1170
Ret ransnii ssi on dr opped.
149. 88. 97. 82 | srael 147.237.0.120|ml uimaka. i df.i|Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 868
68. 180. 229. 121 |Lhited Sates |147.237.0.120|ml uimaka.idf.iGeo-1ocation enfor cenent Geo- | ocat i on i nbound enf or cenent drop 805
149.78.11. 160 |l srael 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 648
149, 78. 247. 164 |l srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 515
192. 146.6. 2 Lhited Sates |147.237.0.120 |l uimaka.idf.iGeo-1ocation enfor cenent Geo- | ocati on i nbound enf or cenent drop 508
149.78.87. 122 |l srael 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 424
149. 88. 112. 121 |l srael 147.237.0.120|ml uimaka. i df.i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 413
149. 78.241. 28 |l srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 363
149. 78. 40. 35 | srael 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 357
149. 78. 39. 99 | srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 328
66.249. 73.235 |lLhited Sates |147.237.0.120|mluimaka.idf.iGeo-1ocation enfor cenent Geo- | ocati on i nbound enf or cenent drop 326
149. 78. 105. 209 |l srael 147.237.0.120|ml uimaka. i df.i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenment drop 293
89.191. 199. 100 llgi“rf:gom 147.237.0.120|ml uimaka. i df.i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cerent drop 292
66.102. 9. 100 Lhited Sates |147.237.0.120 |l uimaka.idf.iGeo-1ocation enf or cenent Geo- | ocati on i nbound enf or cenent drop 287
66.249. 73.219 |lLhited Sates |147.237.0.120|mluimaka.idf.iGeo-1ocation enfor cenent Geo- | ocati on i nbound enf or cenent drop 276
149. 88. 20. 249 |l srael 147.237.0. 120 |m!l ui maka. i df . i |Geo-1 ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 271
149. 78. 184. 114 |l srael 147.237.0.120|ml uimaka. i df.i|Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 261
66. 249. 73. 227 |lLhited Sates |147.237.0.120|mluimaka.idf.iGeo-1ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 199
15. 90. 162. 12 Lhited Sates |[147.237.0.120|mluimaka.idf.i|Geo-I|ocation enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 184
66. 249. 93. 209 |l srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 163
149. 78. 224. 18 |l srael 147.237.0.120|ml uimaka.i df.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 155
5.102. 254. 215 |Israel 147.237. 0. 120 il ui maka. i of i [/ €3Mn9 Engine: TCP Inval i d Invalid segment retransmssion. Packet | 153
Ret r ansni ssi on dr opped.
66.249. 93. 212 |Israel 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 152
149. 88. 13. 144 |l srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 146
5. 38. 167. 228 Hungary 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 145
31.210. 187. 237 |I srael 147.237. 0. 120 il ui maka. i of i (2 " €3Mn9 Bngine: TCP Inval i d Invalid segment retransmssion. Packet | 144
Ret r ansni ssi on dr opped.
84.228.225.19 |Israel 147. 237. 0. 120 |nil ui maka. i of . {2/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet | 144
Ret ransnii ssi on dr opped.
66. 249. 73. 235 |l srael 147.237.0.120|ml uimaka. i df.i|Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 139
86.101. 234. 73 |Hungary 147.237.0.120|ml uimaka. i df.i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 135
149. 88. 223. 135 |l srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenment drop 124
207.46. 13. 45 Lhited Sates |[147.237.0.120|nmluimaka.idf.i|Geo-|ocation enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 121
66. 102. 9. 90 Lhited Sates |147.237.0.120 |l uimaka.idf.iGeo-1ocation enf or cenent Geo- | ocati on i nbound enf or cenent drop 119
149.88. 12. 125 |l srael 147.237.0. 120 |ml ui maka. i df . i |Geo- 1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 117
51.175. 93. 165 t?lrf:gom 147.237.0.120|ml uimaka. i df.i|Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cerent drop 116
66. 249. 93. 215 |l srael 147.237.0. 120 |ml ui maka. i df . i |Geo-1 ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 115
66. 249. 73. 219 |lsrael 147.237.0.120|ml uimaka.idf.i|Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 114
79.180.21. 109 I srael 147.237. 0. 120 |nil vi maka. i df .i |Bad TCP sequence SINFACK retransmit wth different monitor  |109
wi ndow scal e
149. 78. 44. 247 |l srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 101




01-03-2016 to 01-04-2016

|Top Attackers In V\AF|

At acker

‘Target Address [Ste

dgnature

Devi ce

‘Oount

Ceo

Action

212.68. 153. 127 |l srael 147.237.0. 120 |nl uimaka. i df . i jUnaut hori zed HTTP Met hod Bl ock 2

81.218.56.171 |lsrael 147.237.0. 120 |ml ui maka. i df . i |Uhknown Paranet er wh48617274 in wwwv mlui maka.idf.il/scriptresource. axd B ock 2

2.54.23.114 | srael 147.237. 0. 120 |nil uimaka. i df . i [Unaut hori zed URL Access to www mil ui maka. i df.il/1316-he/ ml ui m aspxa€?a€Z |B ock 2
L . . . JDOstributed Uhaut hori zed URL Access on

2.54.177.71 | srael 147.237.0. 120 |m| ui maka. i df . i i | Ui m aka, i df . i |/ 1316- he/ m | Ui m aspxA€?3€7 B ock 2
- . |0 stributed Unaut hori zed URL Access on

46. 19. 86. 87 | srael 147.237.0.120 |m | uimaka. i df . wow i | ui maka, i df . i |/ 1316- he/ m | Ui m aspxa€23€7 B ock 1

212.68. 153. 127 |l srael 147.237.0. 120 |ml ui maka. i df .i|Lhaut hori zed UR. Access to wwu nil uimaka.idf.il/sip storage/files/3/ B ock 1
L . . . JOstributed Uhaut horized URL Access on

80. 178.214. 88 |l srael 147.237.0. 120 |m! ui maka. i df . wa i | Ui m aka, i df . i |/ 1316- he/ m | Ui m aspxa€23€7 B ock 1

81.218.241.25 |lsrael 147.237.0. 120 |ml ui maka. i df . i |Unknown Paranet er wb48617274 in waw m | uimaka.idf.il/894-he/ mluimaspx |B ock 1
L . . .JDstributed Uhaut hori zed URL Access on

2.54,158. 86 | srael 147.237.0. 120 |ml ui maka. i df . wow i | Ui maka, i df . i |/ 1316- he/ m | Ui m aspxa€23€7 B ock 1

80.179.21.9 | srael 147.237.0. 120 |ml uimaka. i df .i|Lhaut hori zed UR. Access to wwn mil uimaka.idf.il/sip storage/files/2/ B ock 1

212.68. 153. 127 |l srael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Uhauthorized URL Access from 212. 68. 153. 127 Bl ock 1

81.218.56. 171 |lsrael 147.237.0. 120 |mluimaka.idf.i|Mil tipl e Unauthori zed URL Access from 81.218. 56. 171 Bl ock 1

01-03-2016 to 01-04-2016




