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W 162.243.193. 136, Whited Sates
81. 218. 206. 82, |srael

I 46.116. 255. 254, | srael
209. 126. 116. 147, lhited Sates

l 185.130.5.224, nul|

B 162.222.185.165, Lhited Sates

W 46.116.95. 172, |srael

W 208.64.31.170, Whited Sates
125. 65. 165. 215, Chi na

M 40.113.93.95, Lhited Sates




01-02-2016 to 01-03-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
81. 218. 206. 82 | srael 147.237.0. 120 mluimaka.idf.il B ock Udp Al Nets drop BBL- | srael 3




01-02-2016 to 01-03-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address |Ste |Davi ce Action |Count
185. 130. 5. 224 147.237.0.120 mluimaka idf.il [16634: HITP. Apache HITP Server nod_status Request B ock 2




01-02-2016 to 01-03-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count
46. 116. 255. 254 | srael 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sA (2) 2
208. 64. 31. 170 Lhited Sates 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
209. 126. 116. 147 Lhited Sates 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
40. 78. 96. 216 Lhited Sates 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
125. 65. 165. 215 Chi na 147.237.0. 120 | uimaka.idf.il ET SCAN Potential SSH Scan 1
192. 186. 95. 178 Canada 147.237.0. 120 | uimaka.idf.il ET SCAN NVAP -sS wi ndow 3072 1
209. 126. 116. 147 Lhited Sates 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1
210.117.121. 60 Korea, Republic of 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sS w ndow 4096 1
40.113. 93. 95 Lhited Sates 147.237.0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
124.65. 231. 114 Chi na 147.237. 0. 120 mluimaka.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165 Lhited Sates 147.237.0. 120 | uimaka.idf.il ET SCAN Potential SSH Scan 1




01-02-2016 to 01-03-2016

|Top Attackers In FW |

Attacker Address

Attacker Geo

Target Address |Ste

dgnature

66.249.93.209 |lhited Sates |147.237.0.120|mlui maka idf.i|Geo-1ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 14206
66.249.93.212 |lhited Sates |147.237.0.120|mlui maka idf.i|Geo-1ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 8476
66.249.81.224 |lhited Sates |147.237.0.120|mluimaka.idf.i|Geo-1ocation enforcenent Geo-1 ocati on i nbound enf or cenent drop 5636
66.249.93.215 |lhited Sates |147.237.0.120|mlui maka.idf.i|Geo-1ocati on enfor cenent Geo- | ocat i on i nbound enf or cenent drop 5080
66.249.81.230 |lhited Sates |147.237.0.120|niluimaka.idf.i|Geo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 4181
66.249.81.227 |lhited Sates |147.237.0.120|mlui maka. idf.i|Geo-1ocati on enforcenent Geo- | ocat i on i nbound enf or cenent drop 3904
185.3.146. 248 |Israel 147.237. 0. 120 |l vi maka. i df i (" €3M N9 Engine: TP Inval id Invalid segnent retransmssion. Packet 2304
Ret r ansni ssi on dr opped.
149.78.21. 13 | srael 147.237.0.120|ml uimaka. i df.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1627
68.180.229. 121 |lhited Sates |147.237.0.120|nlui maka.idf.i|Geo-1ocati on enforcenent Geo- | ocat i on i nbound enf or cenent drop 1175
52.3.97.85 Lhited Sates |147.237.0.120|mluimaka.idf.ilGeo-1ocation enfor cenent Geo- | ocat i on i nbound enf or cenent drop 479
84.191.176. 113 |CGer many 147.237.0. 120 |ml uimaka. i df . i §Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 360
190. 239. 84. 120 |Peru 147.237.0.120|ml uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 294
66.249.75.235 |lhited Sates |147.237.0.120|mluimaka.idf.i|Geo-1ocation enforcenent Geo-1 ocati on i nbound enf or cenent drop 276
66.249. 75.227 |lhited Sates |147.237.0.120|mlui maka.idf.i|Geo-1ocati on enfor cenent Geo- | ocat i on i nbound enf or cenent drop 274
149. 88. 13. 33 | srael 147.237.0. 120 |ml uimaka. i df .i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 266
66.249.75.219 |lhited Sates |147.237.0.120|nmluimaka.idf.i|Geo-1ocation enforcenent Geo- 1 ocati on i nbound enf or cenent drop 249
149. 88. 69. 213 | srael 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 204
79.181.174.64 |israel 147.237. 0. 120 |l ui maka i df .i (" €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet 144
Ret r ansni ssi on dr opped.
66. 102. 9. 90 Lhited Sates |147.237.0.120|mluimaka.idf.i|Geo-1ocation enfor cenent Geo- | ocat i on i nbound enf or cenent drop 130
149.88.10. 1 | srael 147.237.0. 120 |ml uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 123
66.249.73.235 |lhited Sates |147.237.0.120|mlui maka idf.i|Geo-1ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 121
66. 249. 75. 235 | srael 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 121
149. 78.230.29 |l srael 147.237.0. 120 |m| ui maka. i df . i |Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 120
66. 249. 75. 219 | srael 147.237.0.120|ml uimaka. i df.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 118
149. 88. 63. 222 | srael 147.237.0. 120 |ml uimaka. i df .i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 110
66. 249. 75. 227 | srael 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 109
51.175. 93. 165 LKJ?Ir:;gom 147.237.0. 120 |ml uimaka. i df . i §Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 108
157.55.39.137 |lhited Sates [147.237.0.120|mlui maka.idf.i|Geo-|ocati on enfor cenent Geo- | ocat i on i nbound enf or cenent drop 94
66.249.73.227 |lhited Sates |147.237.0.120|nlui maka.idf.i|Geo-1ocati on enforcenent Geo- | ocat i on i nbound enf or cenent drop 94
149. 78. 54. 244 | srael 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 90
149. 78. 40. 26 | srael 147.237.0. 120 |ml uimaka. i df . i §Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 90
149. 78. 87. 122 | srael 147.237.0. 120 |ml uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 86
66.249.73.219 |lhited Sates |147.237.0.120|mluimaka.idf.i|Geo-1ocation enforcenent Geo-1 ocati on i nbound enf or cenent drop 81
66. 102. 9. 80 Lhited Sates |147.237.0.120|ml uimaka.idf.i|Geo-1ocation enf or cenent Geo- | ocat i on i nbound enf or cenent drop 78
66. 249. 93. 212 | srael 147.237.0. 120 |ml uimaka. i df .i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 78
157.55.39. 237 |lLhited Sates |[147.237.0.120|mlui maka.idf.ilGeo-1ocation enforcenent Geo-1 ocati on i nbound enf or cenent drop 77
149. 88. 102. 19 | srael 147.237.0. 120 |ml uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 74
79.181.118. 105 |Israel 147.237. 0. 120 |l vi maka i df i {2/ €3MN9 Engine: TP Inval id Invalid segnent retransmssion. Packet 72
Ret r ansni ssi on dr opped.
108.171. 128. 172 Eiqlr:gegom 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 70
149. 78. 250. 179 |l srael 147.237.0. 120 |ml uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 69
66. 249. 93. 209 |l srael 147.237.0. 120 |m| ui maka. i df . i |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 69
149. 88. 67. 8 | srael 147.237.0. 120 |ml ui maka. i df.i |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 65
207.46. 13. 45 Lhited Sates |[147.237.0.120|mlui maka.idf.i|Geo-location enforcenent Geo- | ocati on i nbound enf or cenent drop 64
149. 78. 233. 200 |l srael 147.237.0. 120 |m ! ui maka. i df .i §Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 64
149. 78. 255. 137 |l srael 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 62
66. 249. 93. 215 | srael 147.237.0. 120 |ml uimaka. i df .i §Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 61
66. 102. 9. 100 Lhited Sates |[147.237.0.120|mlui maka.idf.i|Geo-| ocation enf or cenent Geo-1 ocati on i nbound enf or cenent drop 59
185.27.105.65 |Israel 147. 237. 0. 120 |ni| vi maka. i df . [ 3™ N9 Engine: TP Inval id nvalid segnent retransmssion. Packet |, 54
Ret ransni ssi on dr opped.
66. 249. 73. 235 | srael 147.237.0. 120 |ml uimaka. i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 53
190. 239. 84. 234 |Peru 147.237.0. 120 |ml uimaka.i df . i |Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 53




01-02-2016 to 01-03-2016

|Top Attackers In V\AF|

Attacker Address g::(:ker ‘Tar get Address |Ste Sgnature
162. 243. 193. 136 gﬁ;tt:: 147.237.0.120 |mluimaka.idf.iIMil tipl e Uhaut hori zed URL Access from 162. 243. 193. 136 B ock 3
46.116. 95. 172 | srael 147.237.0. 120 |ml uimaka. i df.iUhaut hori zed URL Access to ww m | uimaka.idf.il/1393- B ock 1
Lhi ted L . . IUhaut hori zed URL Access to
162.243.193. 136 Sates 147.237.0. 120l uimaka. i df .| wn mi | ui maka. i df . i |/ shared/ user cont rol s/ header upper/ B ock !
01-02-2016 to 01-03-2016



