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Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
81. 218. 206. 82 | srael 147.237.0. 120 mluimaka.idf.il B ock Udp Al Nets drop BBL- | srael 3
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|Top Attackers In |D|

12-31-2015 to 01-01-2016

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | Count |
208.67.1.121 Lhited Sates 147.237.0. 120 nluimaka.idf.il ET SCAN Potential SSH Scan 1
59.45.79. 117 Chi na 147.237.0. 120 nluimaka.idf.il ET SCAN Potential SSH Scan 1
131.109. 15. 15 Lhited Sates 147.237.0. 120 mluimaka. idf.il ET SCAN NVAP -f -sS 1
131.109. 15. 15 Lhited Sates 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sS w ndow 2048 1
46. 151. 52. 195 Lkr ai ne 147.237.0. 120 mluimaka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
121. 201. 61. 49 Chi na 147.237.0.120 miluimaka.idf.il ET SCAN Potential SSH Scan 1
131.109. 15. 15 Lhited Sates 147.237.0. 120 nluimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1




12-31-2015 to 01-01-2016

|Top Attackers In FW |

Target Address |Jte

Sgnature

‘Attacker Geo

141. 0. 14. 144 Eur ope 147.237.0.120|ml uimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 18276
31.210.188.69 |Israel 147.237. 0. 120 i ui maka i df i " €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet 4608
Ret r ansni ssi on dr opped.
2.52.32.236  |israel 147. 237. 0. 120 il ui maka. i df i 2" €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet 2304
Ret r ansni ssi on dr opped.
68. 180. 229. 121 |Lhited Sates |147.237.0.120|nil uimaka.idf.i|Geo-Iocation enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1295
185. 27. 105. 106 |1 sr ael 147. 237. 0. 120 il vi maka i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet 1224
Ret ransnii ssi on dr opped.
66.249. 81.224 |lhited Sates |147.237.0.120|niluimaka.idf.i|Geo-Iocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 847
66.249.81.230 |lhited Sates |147.237.0.120|niluimaka.idf.i|Geo-Iocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 785
66. 249. 81. 227 |lhited Sates |147.237.0.120|nil uimaka.idf.i|Geo-Iocation enf orcenent Geo- | ocat i on i nbound enf or cenent drop 722
66.249.93. 209 [Lhited Sates |147.237.0.120|mlui maka.idf.il|Geo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 586
66.249.93.212 |lhited Sates |147.237.0.2120|mluimaka.idf.i|Geo-Iocation enforcenent Geo- | ocati on i nbound enf or cenent drop 537
46. 166. 188. 219 |Net her| ands 147.237.0.120|ml uimaka. i df.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 488
66.249. 93. 215 |lhited Sates |147.237.0.120|niluimaka.idf.i|Geo-Iocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 460
79. 182. 203. 151 |l srael 147.237. 0. 120 i ui maka. i of i (27 €3MN9 Engine: TCP Inval i d Invalid segnent retransmssion. Packet 441
Ret r ansni ssi on dr opped.
149, 78. 183. 189 |l srael 147.237.0.120|ml ui maka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 384
149. 78. 40. 110 |[Israel 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 332
149. 88. 56. 110 |l srael 147.237.0. 120 |ml uimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 309
207.46.13.158 |lhited Sates |147.237.0.120|niluimaka.idf.i|Geo-Iocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 230
207.46.13. 113 |lhited Sates |147.237.0.120|nil uimaka.idf.i|Geo-Iocation enf or cenent Geo- | ocat i on i nbound enf or cenent drop 230
31.168. 121. 251 |1 sr el 147. 237. 0. 120 il ui maka i df i (3 €3MN9 Engi ne: TGP Inval id Invalid segnent retransmssion. Packet 225
Ret ransni ssi on dr opped.
149. 88. 26. 61 | srael 147.237.0. 120 |ml ui maka.i df . i |Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 224
37.130.227. 133 k?lr:gegom 147.237.0. 120 |mluimaka. i df .i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 221
149. 78. 8. 40 | srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 213
40.77.167. 14 Lhited Sates |147.237.0.120|nil uimaka.idf.i|Geo-Iocation enf or cenent Geo- | ocat i on i nbound enf or cenent drop 210
149. 88. 113. 190 |l srael 147.237.0. 120 |ml uimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 204
169. 57. 0. 217 Net her | ands 147.237.0.120|ml uimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 201
157.55.39.197 |Whited Sates [147.237.0.120|mluimaka.idf.ilGeo-1ocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 178
66. 102. 9. 90 Lhited Sates |147.237.0.120|mlui maka.idf.i|Geo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 176
35.0.127. 52 Lhited Sates |147.237.0.2120|nmluimaka.idf.i|Geo-Iocation enf orcenent Geo- | ocati on i nbound enf or cenent drop 150
109. 66. 29. 112 |Israel 147. 237. 0. 120 il ui maka. i df i [ €3MN9 Engi ne: TP Inval id Invalid segnent retransmssion. Packet 144
Ret r ansni ssi on dr opped.
149. 78. 119. 232 |l srael 147.237.0.120|ml uimaka.idf .i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 144
109. 67. 117. 74 |Israel 147. 237. 0. 120 il vi maka i df i (3 €3MN9 Engi ne: TGP Inval id Invalid segnent retransmssion. Packet 144
Ret ransni ssi on dr opped.
109. 160. 233. 28 | srael 147. 237. 0. 120 il ui maka. i df i 2" €3MNg Engine: TP Inval id Invalid segnent retransmssion. Packet 144
Ret r ansni ssi on dr opped.
149. 50. 76. 36 Lhited Sates |147.237.0.120|mlui maka.idf.i|Geo-1ocation enforcenent Geo- | ocati on i nbound enf or cenent drop 130
66.249. 75.219 |lhited Sates |147.237.0.2120|mluimaka.idf.i|Geo-Iocation enforcenent Geo- | ocati on i nbound enf or cenent drop 127
89. 187. 219. 219 |Lebanon 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 120
149. 78. 248. 206 |l srael 147.237.0. 120 |ml uimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 119
157.55.39.178 |lLhited Sates [147.237.0.120|mluimaka.idf.ilGeo-1ocation enfor cenent Geo- | ocat i on i nbound enf or cenent drop 115
149. 78.243. 90 |l srael 147.237.0.120|ml uimaka.idf .i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 109
149. 50. 105. 154 |Lhited Sates |147.237.0.120|mluimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 108
79.144.71. 42 Spai n 147.237.0.120|mluimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 107
17.78.87. 32 Lhited Sates |147.237.0.120|nil uimaka.idf.i|Geo-Iocation enf or cenent Geo- | ocat i on i nbound enf or cenent drop 103
192. 146.6. 2 Lhited Sates |147.237.0.120|nil uimaka.idf.i|Geo-Iocation enf orcenent Geo- | ocat i on i nbound enf or cenent drop 100
51.175. 93. 165 k?lr:gegom 147.237.0.120|mluimaka. i df .i|Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 94
149. 78. 54. 244 |l srael 147.237.0.120|mluimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 93
149. 78. 242. 138 |l srael 147.237.0.120|ml uimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 93
207.46.13.164 |lhited Sates |147.237.0.120|nil uimaka.idf.i|Geo-Iocation enforcenent Geo- | ocat i on i nbound enf or cenent drop 87
149. 88. 40. 122 |l srael 147.237.0.120|ml uimaka. i df .i|Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 80
149. 78. 222. 223 |l srael 147.237.0.120|ml uimaka. i df .i|Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 80
149.88.41. 171 |Israel 147.237.0. 120 |ml ui maka. i df . i |Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 74
66. 249. 93. 209 |l srael 147.237.0.120|mluimaka.idf.i|Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 73
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81.218.241.26 |lsrael 147.237. 0. 120 |nil ui maka. i df . i [Unknown Par anet er wb48617274 in waw mluimaka.idf.il/ Bl ock

132.64.205.32 |israel 147. 237. 0. 120 |nil ui maka. i o . {12UL 0T T z8d URL Access to . B ock
waw mi | ui maka. i df.il/tenpl at es/ honepage/ undef i ned

37.26.149. 152 |lsrael 147.237. 0. 120 |ni| ui maka.i df . i [Uhaut hori zed URL Access to vww mil ui maka.idf.il/1403-he/ | ui maspxa€?a€Z |B ock
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