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Top Attackers 

151.217.177.200, null

185.35.62.11, Switzerland

151.217.178.55, null

59.45.79.117, China

151.217.178.93, null

151.217.30.118, null
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

151.217.30.118 147.237.0.122 ET SCAN Potential VNC Scan 5900-5920 1

151.217.178.55 147.237.0.122 ET SCAN NMAP -sS window 1024 1

151.217.178.93 147.237.0.122 ET SCAN Potential SSH Scan 1

59.45.79.117 China 147.237.0.122 ET SCAN Potential SSH Scan 1

151.217.177.200 147.237.0.122 SERVER-WEBAPP DELETE attempt 1

151.217.178.55 147.237.0.122 ET SCAN Potential VNC Scan 5900-5920 1

 12-30-2015 to 12-31-2015 



Top Attackers In FW

Attacker Address
Attacker
Geo

Target Address SiteName Signature
Device
Action

Count

151.217.177.200 147.237.0.122
Streaming Engine: TCP Segment Limit
Enforcement

TCP segment out of maximum allowed sequence.
Packet dropped.

drop 9

61.135.190.72 China 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 4

169.229.3.90
United
States

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 2

216.243.31.2
United
States

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 2

151.217.177.200 147.237.0.122 Bad TCP sequence Invalid ACK number monitor 2

185.35.62.144 Switzerland 147.237.0.122 SYN Attack SYN -> SYN-ACK -> Timeout reject 1

180.97.106.161 China 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

141.212.122.212
United
States

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

184.105.247.204
United
States

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

64.125.239.233
United
States

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

185.35.62.157 Switzerland 147.237.0.122 SYN Attack SYN -> SYN-ACK -> Timeout reject 1

184.105.139.88
United
States

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

141.212.122.213
United
States

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

185.35.62.11 Switzerland 147.237.0.122 Block HTTP Non Compliant Failed to handle connection data monitor 1

141.212.122.202
United
States

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

184.105.139.103
United
States

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

151.217.177.200 147.237.0.122 Bad TCP sequence Invalid ACK number alert 1

185.35.62.49 Switzerland 147.237.0.122 SYN Attack SYN -> SYN-ACK -> Timeout reject 1

169.229.3.91
United
States

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

141.212.122.203
United
States

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

184.105.247.199
United
States

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1
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Top Attackers In WAF
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

185.35.62.11 Switzerland 147.237.0.122 Unauthorized URL Access to 147.237.0.122/ Block 2

151.217.177.200 147.237.0.122 Multiple Illegal HTTP Version from 151.217.177.200 Block 1

151.217.177.200 147.237.0.122 Multiple Malformed URL from 151.217.177.200 Block 1

151.217.177.200 147.237.0.122 Multiple Abnormally Long Request from 151.217.177.200 Block 1
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