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Top Attackers 

212.25.102.57, Israel

151.217.178.63, null

151.217.178.55, null

89.248.168.213, Netherlands

210.73.74.202, China

5.39.222.253, Netherlands

151.217.178.88, null
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

151.217.178.63 147.237.0.122 ET SCAN Potential VNC Scan 5900-5920 2

5.39.222.253 Netherlands 147.237.0.122 ET SCAN NMAP -sS window 1024 1

151.217.178.55 147.237.0.122 ET SCAN NMAP -sS window 1024 1

210.73.74.202 China 147.237.0.122 ET SCAN Potential SSH Scan 1

89.248.168.213 Netherlands 147.237.0.122 ET SCAN NMAP -sS window 1024 1

151.217.178.55 147.237.0.122 ET SCAN Potential VNC Scan 5800-5820 1

151.217.178.88 147.237.0.122 ET SCAN Potential VNC Scan 5900-5920 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

212.25.102.57 Israel 147.237.0.122
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 18

128.232.110.28
United
Kingdom

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 2

216.243.31.2 United States 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 2

169.229.3.90 United States 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 2

169.229.3.91 United States 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

216.218.206.106 United States 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

141.212.122.205 United States 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

37.187.114.171 France 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

184.105.139.82 United States 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

141.212.122.113 United States 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

216.218.206.118 United States 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

151.217.97.185 147.237.0.122 SYN Attack SYN -> SYN-ACK -> RST reject 1

64.125.239.97 United States 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

141.212.122.114 United States 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

71.6.216.48 United States 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

216.218.206.71 United States 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

141.212.122.204 United States 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address SiteSignature
Device
Action

Count

212.25.102.57 Israel 147.237.0.122 Multiple Double URL Encoding from 212.25.102.57 Block 5

212.25.102.57 Israel 147.237.0.122 SSL Untraceable Connection - Unknown Server Certificate None 1

212.25.102.57 Israel 147.237.0.122
Cookie Tampering on cookie lb-owa-mil: Expected
MDAwM2IyY2NkYWMwMDAwMDAwMDYwEXERZRMxNDUxMzE2MzIx, Observed
MDAwM2IyY2NkYWMwMDAwMDAwMDYweSlZVnQxNDUxMzE2MzIx

None 1

212.25.102.57 Israel 147.237.0.122 Suspicious Response Code Block 1

212.25.102.57 Israel 147.237.0.122 Double URL Encoding - parameter: Pid in owa.miluim-mefakdim.aka.idf.il/p/imagehandler.ashx Block 1

212.25.102.57 Israel 147.237.0.122
Unauthorized URL Access to
owa.miluim-mefakdim.aka.idf.il/p/pptresources/1037/rotatehandlecursor.cur

Block 1
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