12-18-2015 to 12-19-2015

<
v Focused IP Under
Attack Daily Report

1"PT SwNn

www.gov.il

[Top Targets |

Nunmber
a
Attacks

Top Tar get

[Top Attackers |

Hl 104.131.94. 235, Whited Sates

Nunber 59. 163. 102. 149, India
a ;
W 219.153. 15. 122
Attacks 9.153. 15 , China

143.137.159. 250, nul |

Top Attackers



12-18-2015 to 12-19-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | Devi ce Action | P | ocati on. Locat i on




12-18-2015 to 12-19-2015

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



12-18-2015 to 12-19-2015
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Attacker Address

|Attacker Geo | Target Address |Ste |Sgnature | count \
143. 137. 159. 250 147.237.0. 122 ET SCAN Potential SSH Scan 1
59. 163. 102. 149 I ndi a 147.237.0. 122 ET SCAN Potential SSH Scan 1
219. 153. 15. 122 Chi na 147.237.0. 122 ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |9 te|Name |9 gnature |Device Action  |Count |
159. 203. 98. 135 Lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 6
68. 65. 120. 48 147.237.0. 122 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 6
61. 135. 190. 200 Chi na 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 4
169. 229. 3. 90 Lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 4
216.243.31.2 Lhited Sates 147.237.0. 122 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 2
184. 105. 247. 239 Lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
141.212.122.72 Lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
216. 218. 206. 87 Lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 1
141.212.122. 73 Lhited Sates 147.237.0. 122 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1
64. 125. 239. 222 Lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1
216. 218. 206. 107 Lhited Sates 147.237.0. 122 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 1
141.212.122.213 Lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
184. 105. 139. 114 Lhited Sates 147.237.0. 122 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
141.212.122.214 Lhited Sates 147.237.0. 122 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
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104. 131. 94. 235 Lhited Sates 147.237.0. 122 SS. Lhtraceabl e Gonnection - Uhknown Server Certificate None 1
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