12-09-2015 to 12-10-2015

<
v Focused IP Under
Attack Daily Report

1"NPT SwNn

www.gov.il

[Top Targets |

Nunmber
a
Attacks

Top Tar get

[Top Attackers |

Nunmber
a
Attacks

B 109. 235. 254. 181, Tur key
177.74.89.101, Brazil

W 45.55.239.246, null
43.229.53.89, Japan

Top Attackers




12-09-2015 to 12-10-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | Devi ce Action | P | ocati on. Locat i on




12-09-2015 to 12-10-2015

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



12-09-2015 to 12-10-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Count
177.74.89. 101 Bazil 147.237.0.122 ET SCAN Potential SSH Scan 2
43.229.53. 89 Japan 147.237.0.122 ET SCAN Potential SSH Scan 1
109. 235. 254. 181 Tur key 147.237.0. 122 ET SCAN NVAP -sS w ndow 2048 1
109. 235. 254. 181 Tur key 147.237.0. 122 ET SCAN NVAP -f -sS 1
109. 235. 254. 181 Tur key 147.237.0. 122 ET SCAN NVAP -sS wi ndow 4096 1
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|Top Attackers In FW |

Attacker Address | Attacker Geo | Target Address |9 te|Nanme |9 gnature | Device Action  |Count |
61.135.190. 197 Chi na 147.237.0.122 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 4
169. 229. 3. 90 Lhited Sates 147.237.0.122 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 4
141.212.121.192 Lhited Sates 147.237.0.122 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 4
216.243.31. 2 Lhited Sates 147.237.0.122 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2
128. 232. 110. 28 Uni ted Ki ngdom 147.237.0. 122 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 2
141.212.122. 141 Lhited Sates 147.237.0.122 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
74.82.47. 43 Lhited Sates 147.237.0.122 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1
184. 105. 139. 75 Lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 1
141.212.121. 186 Lhited Sates 147.237.0.122 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1
141.212.122. 142 Lhited Sates 147.237.0.122 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1
185. 35. 62. 59 Swi t zer | and 147.237.0. 122 SYN Attack SYN -> SYN- ACK -> Ti neout rej ect 1
141.212.121.187 Lhited Sates 147.237.0.122 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
71.6.216.59 Lhited Sates 147.237.0.122 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1
137.226.113.7 Ger many 147.237.0. 122 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 1
185. 35. 62. 155 Sii t zerl and 147.237.0.122 SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 1
74.82.47. 26 Lhited Sates 147.237.0.122 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1
180. 97. 106. 161 Chi na 147.237.0. 122 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 1
139. 196. 104. 39 Chi na 147.237.0.122 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
216.218.206. 112 Lhited Sates 147.237.0.122 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1
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|Top Attackers In V\AF|

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action |count |
45. 55. 239. 246 147.237.0.122 Unaut hori zed URL Access to 147.237.0. 122/ B ock 1
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