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Atacker Address |Attacker Geo |Target Address |Std S gnature | count |
74.117.209. 136 Lhited Sates |147.237.0.122 ET SCAN Potential VNC Scan 5900- 5920 2
95. 130. 9. 133 France 147.237.0.122 ET SCAN Potential SSH Scan 1
197.157.244.243 |Somalia 147.237.0. 122 ET SCAN Potential SSH Scan 1
59.45.79. 117 Chi na 147.237.0. 122 ET SCAN Potential SSH Scan 1
68. 168. 137. 2 Canada 147.237.0.122 ET SCAN Potential VNC Scan 5900- 5920 1
169. 50. 6. 153 Swi t zer | and 147.237.0. 122 ET SCAN Potential SSH Scan 1
60. 219. 119. 98 Chi na 147.237.0.122 ET SCAN Behavi oral Uhusual |y fast i nbound Tel net Gonnections, Potential Scan or Brute Force 1
74.117.209. 135 Lhited Sates |147.237.0.122 ET SCAN Potential VNC Scan 5900- 5920 1
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Sgnature

Attacker Address |Attacker Geo ‘Target Addr ess S’t%Name

212. 25.102. 57 | srael 147.237.0. 122 Bad TCP sequence Invalid ACK nunber noni t or 104
212 179.21. 194 | srael 147. 237. 0. 122 Sreanimg Er_1gi ne: TP Invalid Inval i d segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.
212.179.21.194 |lsrael 147.237.0.122 SYN At t ack SYN - > SYN-ACK -> RST rej ect 29
212.25.102.57 |lsrael 147.237.0. 122 Bad TCP sequence Inval id ACK nunber alert 29
212, 25.102. 57 | srael 147. 237 0. 122 Sreanimg Et_ﬁgi ne: TP Invalid Inval i d segnent retransnission. Packet drop 9
Ret r ansni ssi on dr opped.

194. 90. 25. 122 I sragl 147 237. 0. 122 Sream ng Er)gi ne: TP Invalid Inval i d segnent retransnissi on. Packet drop 4
Ret r ansn ssi on dr opped.
61.135.190.69 |China 147.237.0. 122 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 4
74.82.47. 34 Lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2
62. 210. 209. 237 |Fance 147.237.0. 122 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 2
128. 232. 110. 28 LKTIr:ge(cjjom 147.237.0. 122 Geo- | ocati on enf or cenent Geo-| ocation i nbound enf or cenent drop 2
141.212.121.192|lhited Sates 147.237.0. 122 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2
216.243.31. 2 Lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2
169. 229. 3. 90 Lhited Sates [147.237.0.122 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 2
62.210.132.11 |FRance 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2
194. 90. 25. 122 | srael 147.237.0.122 Bad TCP sequence Inval id ACK nunber noni t or 1
141.212.121. 184|lhited Sates 147.237.0. 122 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
74.82.47.8 Lhited Sates 147.237.0. 122 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
198. 20. 69. 74 Lhited Sates |147.237.0.122 SYN At tack SYN -> SYN-ACK - > Ti neout rej ect 1
137.116.71.170 |Lhited Sates [147.237.0.122 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 1
212.179.21.194 |Israel 147.237.0. 122 Bad TCP sequence Inval i d ACK nunber noni t or 1
74.82.47.19 Lhited Sates 147.237.0.122 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
141.212.121.183|lhited Sates 147.237.0. 122 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
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212.25.102.57 |lsrael 147.237.0. 122 Mil tipl e Doubl e URL Encodi ng from 212. 25. 102. 57 B ock 16

212.25.102.57 |lsrael 147.237.0. 122 Untraceabl e S3. Sessi ons: Lhknown Server Gertificate None 2

212.179.21. 194 |l srael 147.237.0. 122 Uht raceabl e S Sessi ons: Lhknown Server Certificate None 2

212.179.21. 194 |l srael 147.237.0. 122 S Uhtraceabl e Gonnection - Lhknown Server Certificate None 2
Unaut hori zed URL Access to

212.25.102. 57 Israel 147.237.0.122 owa. ni | ui mnefakdi maka.idf.il/x/_vti_bin/ewai nt er nal webser vi ce. j son/ undo Bl ock 2

212.179. 21. 194 |l srael 147.237.0. 122 Unknown Paranet er Paged in sp. mil ui mnef akdi maka.idf.il/u5405/ | ayouts/15/i npl vi ew aspx |None 1

212.179. 21. 194 |l srael 147.237.0. 122 Paraneter Read Only Molation in v ml ui mnefakdi maka.idf.il/tenpl ates/| ogin/login.aspx |None 1

212.25.102.57 |lsrael 147.237.0. 122 S Uhtraceabl e Gonnection - Lhknown Server Certificate None 1

212.179. 21. 194 |I srael 147.237.0.122| |PPuble WRL Bncoding - parameter: TARGET in. B ock 1
wane i | ui mnef akdi maka. i df.il/tenpl ates/| ogi n/ ot p. aspx

194. 90. 25. 122 |l srael 147.237.0. 122 SSL Lhtraceabl e Gonnection - Uhknown Server Certificate None 1

212.179. 21. 194 |l srael 147.237.0. 122 Mil ti pl e Doubl e URL Encodi ng from 212. 179. 21. 194 B ock 1
Doubl e URL Encoding - paraneter: context in

212.25.102. 57 Israel 147.237.0.122 owa. nill ui mnefakdi maka.idf.il/x/_vti_bin/ewai nt ernal webser vi ce. j son/ fi ndr ange Bl ock !

212.179.21.194 |l srael 147.237.0. 122 Too Many Headers per Response - 25 Headers Bl ock 1
Uhknown Paraneter SortFeld in

212.25.102. 57 Israel 147.237.0.122 sp. m | ui m nef akdi maka. i df . i | /u5405/ | ayout s/ 15/ i npl vi ew aspx None !

212.179.21. 194 |l srael 147.237.0. 122 Mil tipl e Uhtraceabl e SS. Sessi ons from?212. 179. 21. 194 (Lhknown Server Certificate) None 1
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