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Top Attackers 

212.25.102.57, Israel

185.27.175.252, Netherlands

61.129.51.74, China

94.102.48.195, Netherlands

117.67.195.48, China

Top Attackers

Number
Of

Attacks

0

80

20

40

60

21
2.
25
.1
02
.5
7,
 I
sr
ae
l

18
5.
27
.1
75
.2
52
, 
Ne
th
er
la
nd
s

61
.1
29
.5
1.
74
, 
Ch
in
a

94
.1
02
.4
8.
19
5,
 N
et
he
rl
an
ds

11
7.
67
.1
95
.4
8,
 C
hi
na

 11-15-2015 to 11-16-2015 



Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

61.129.51.74 China 147.237.0.122 Frk_Under_Attack_Con_Tcp drop BBL-Frankfurt 2
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address SiteSignature Count

94.102.48.195 Netherlands 147.237.0.122 ET SCAN NMAP -sS window 1024 1

185.27.175.252 Netherlands 147.237.0.122 ET SCAN NMAP -f -sS 1

185.27.175.252 Netherlands 147.237.0.122 ET SCAN NMAP -sS window 2048 1

117.67.195.48 China 147.237.0.122 ET SCAN Behavioral Unusually fast inbound Telnet Connections, Potential Scan or Brute Force 1

185.27.175.252 Netherlands 147.237.0.122 ET SCAN NMAP -sS window 1024 1
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Top Attackers In FW

Attacker Address
Attacker
Geo

Target Address SiteName Signature
Device
Action

Count

212.25.102.57 Israel 147.237.0.122 Bad TCP sequence Invalid ACK number monitor 52

212.25.102.57 Israel 147.237.0.122
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 27

141.212.121.192
United
States

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 4

169.229.3.90
United
States

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 2

141.212.122.164
United
States

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

74.82.47.34
United
States

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

184.105.247.240
United
States

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

141.212.121.202
United
States

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

85.17.239.155 Netherlands 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

184.105.247.247
United
States

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

141.212.121.203
United
States

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

216.243.31.2
United
States

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

171.232.56.157 Vietnam 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

114.247.94.105 China 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

212.25.102.57 Israel 147.237.0.122 Bad TCP sequence Invalid ACK number alert 1

141.212.122.163
United
States

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

218.22.211.69 China 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

184.105.139.112
United
States

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address SiteSignature
Device
Action

Count

212.25.102.57 Israel 147.237.0.122 Multiple Unauthorized URL Access from 212.25.102.57 Block 67

212.25.102.57 Israel 147.237.0.122 Multiple Double URL Encoding from 212.25.102.57 Block 9

212.25.102.57 Israel 147.237.0.122 SSL Untraceable Connection - Unknown Server Certificate None 3

212.25.102.57 Israel 147.237.0.122 Multiple Untraceable SSL Sessions from 212.25.102.57 (Unknown Server Certificate) None 2

212.25.102.57 Israel 147.237.0.122
Unauthorized URL Access to
owa.miluim-mefakdim.aka.idf.il/x/_vti_bin/ewainternalwebservice.json/createtable

Block 1

212.25.102.57 Israel 147.237.0.122
Double URL Encoding - parameter: context in
owa.miluim-mefakdim.aka.idf.il/x/_vti_bin/ewainternalwebservice.json/getfunctionlist

Block 1

212.25.102.57 Israel 147.237.0.122
Unauthorized URL Access to
owa.miluim-mefakdim.aka.idf.il/x/_vti_bin/ewainternalwebservice.json/gettableinfo

Block 1

212.25.102.57 Israel 147.237.0.122 Too Many Headers per Response - 24 Headers Block 1

212.25.102.57 Israel 147.237.0.122
Unauthorized URL Access to
owa.miluim-mefakdim.aka.idf.il/x/_vti_bin/ewainternalwebservice.json/batchupdate

Block 1
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