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115. 231. 222. 40, China

196. 47.173.21, Gote Dlvoire
106. 32. 190. 113, China
198.20. 69. 74, lhited Sates
157.7.133. 67, Japan
43.229.53. 89, Japan
188.138.9.51, Germany

186. 230. 35. 77, Brazil

80. 82. 64. 37, Netherl ands
177.96.93. 234, Brazil




11-05-2015 to 11-06-2015

|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo
115. 231. 222. 40

| Target Address

|Ste |Sgnature

| Devi ce Action | P 1 ocati on. Locat i on |count |
Chi na 147.237.0. 122 Frk Under Attack Con Htp drop BBL- Fr ankf urt 2
106. 32. 190. 113 Chi na 147.237.0.122 Frk_Under Attack Con_Tcp drop BBL- Fr ankf urt 2
115. 231. 222. 40 Chi na 147.237.0. 122 Frk Purple Gon_Limt Htp drop BBL- Fr ankf urt 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action
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11-05-2015 to 11-06-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste |Sgnature | count |
43.229. 53. 89 Japan 147.237.0. 122 ET SCAN Potential SSH Scan 1
80. 82. 64. 37 Net her | ands 147.237.0. 122 ET SCAN NVAP -sS w ndow 1024 1
177.96. 93. 234 Brazil 147.237.0. 122 ET SCAN NVAP -sS w ndow 1024 1
188.138. 9. 51 Cer many 147.237.0. 122 ET SCAN Potential VNC Scan 5900- 5920 1
196.47.173. 21 Qte DIvoire 147.237.0.122 ET SCAN NVAP -sS wi ndow 2048 1
46. 151. 52. 8 krai ne 147.237.0.122 ET SCAN NVAP -sS wi ndow 1024 1
157.7.133. 67 Japan 147.237.0. 122 ET SCAN Potential SSH Scan 1
186. 230. 35. 77 Brazil 147.237.0. 122 ET SCAN Potential SSH Scan 1
196.47.173. 21 te Dlvoire 147.237.0.122 ET SCAN NVAP -f -sS 1




11-05-2015 to 11-06-2015

|Top Attackers In FW |

Attacker Address | Attacker Geo | Target Address |Ste|Name | gnature |Device Action  |Count |
82.207. 64. 107 Lkr ai ne 147.237.0. 122 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 42
159. 203. 130. 24 Lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 28
159. 203. 135. 135 Lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cerment drop 22
159. 203. 131. 214 Lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 20
159. 203. 129. 84 Lhited Sates 147.237.0. 122 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 14
212.92. 247. 109 Lkr ai ne 147.237.0.122 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 12
66. 249. 93. 180 Lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 9
213.160. 143. 21 Lkrai ne 147.237.0. 122 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cerent drop 8
78.109. 29. 212 Lkrai ne 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 8
159. 203. 135. 31 Lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 6
77.239. 165. 162 Lkr ai ne 147.237.0. 122 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 6
4,59, 124. 99 Lhited Sates 147.237.0.122 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 5
66. 249. 93. 180 | srael 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 4
141.212.121.192 Lhited Sates 147.237.0. 122 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cerent drop 4
61. 135. 190. 200 Chi na 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 4
169. 229. 3. 90 Lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 4
46.151.52. 8 Lkr ai ne 147.237.0. 122 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 2
216.243.31. 2 Lhited Sates 147.237.0.122 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2
141.212.122.108 Lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
217.31.48.30 Czech Republi ¢ 147.237.0. 122 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 1
184. 105. 139. 75 Lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
149. 78. 248. 13 | srael 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1
78.142.19. 47 Bul gari a 147.237.0. 122 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 1
141.212.122.109 Lhited Sates 147.237.0.122 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
184. 105. 247. 216 Lhited Sates 147.237.0. 122 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
216. 218. 206. 83 Lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 1
141.212.122. 140 Lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cerment drop 1
184. 105. 247. 219 Lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1
141.212. 122. 141 Lhited Sates 147.237.0. 122 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 1




11-05-2015 to 11-06-2015

|Top Attackers In V\AF|

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action |count |
198. 20. 69. 74 Lhited Sates 147.237.0.122 Unaut hori zed URL Access to 147.237.0. 122/ B ock 1
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