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03-15-2016 to 03-16-2016

|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action | P 1 ocati on. Locat i on
89. 248. 160. 138 Net her | ands 147.237.0. 122 Block Np All Nt drop Net V- London 1
179. 43. 144. 33 Sii t zer| and 147.237.0.122 B ock Np Al Net drop Net V- London 1
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03-15-2016 to 03-16-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | count |
80. 82. 79. 104 Net her | ands 147.237.0.122 ET SCAN NVAP -sS w ndow 1024 2
205. 204. 66. 125 Canada 147.237.0. 122 ET SCAN Potential VNC Scan 5900- 5920 1
185. 92. 72. 82 147.237.0. 122 ET SCAN NVAP -sS w ndow 1024 1
193. 105. 134. 220 Sweden 147.237.0. 122 ET SCAN NVAP -sS w ndow 1024 1
190. 124. 35. 115 N car agua 147.237.0. 122 ET SCAN NVAP -sS wi ndow 1024 1




03-15-2016 to 03-16-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo ‘Tar get Address |S t% Name Sgnature
93.113.125. 12 |Romani a 147. 237. 0. 122 Sreaming Engi ne: TGP Segnent Limt TCP segnent out of maxi numal |l oned sequence. drop 9
Enf or cenent Packet dr opped.

216.243.31. 2 Lhited Sates 147.237.0.122 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2
159. 226.95. 66  |Chi na 147.237.0. 122 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 2
93.113.125.12 |Ronmani a 147.237.0.122 Bad TCP sequence Inval id ACK nunber noni t or 2
209. 126.230. 71 |Lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
137.116.71.170 |lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
52.13.52. 172 Lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 1
184. 105. 247. 211 |lhited Sates 147.237.0.122 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
93.113.125.12 |Ronani a 147.237.0. 122 Bad TCP sequence Inval id ACK nunber alert 1
64.125.239. 118 |lhited Sates 147.237.0. 122 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 1
184. 105. 247. 240|lhited Sates 147.237.0. 122 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
169. 229. 3. 91 Lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
71.6.216. 49 Lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 1
195. 62. 53. 168 gj::;? on 147.237.0.122 Geo-1 ocation enf or cenent Geo-1 ocation inbound enf or cenent drop 1
180. 97. 106. 37  |Chi na 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
74.82.47. 46 Lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1




03-15-2016 to 03-16-2016

|Top Attackers In V\AF|

Attacker Address |Attacker Geo |Target Address |StdSgnature | Devi ce Action |Count |
217.132.144.31 |lsrael 147.237.0. 122 Mil ti pl e Lhtraceabl e SSL Sessi ons from217.132. 144. 31 (Uhknown SS. Sessi on) None 1
217.132.144.31 |lsrael 147.237.0. 122 SS. Lhtraceabl e Gonnection - Lhknown Server Certificate None 1
217.132.144.31 |lsrael 147.237.0. 122 Mil tiple Untraceabl e SS. Sessions from217.132. 144. 31 (Lhknown Server Certificate) None 1
217.132.144.31 |lsrael 147.237.0. 122 SSL Lhtraceabl e Gonnection - Protocol violation (SSL_CONN SERVER KEY EXCHANGE) None 1
93.113. 125. 12 Ronani a 147.237.0. 122 Mil ti pl e Abnornal |y Long Request from 93.113.125. 12 B ock 1
217.132.144.31 |lsrael 147.237.0.122 SSL Lhtraceabl e Gonnection - Whknown SSL Sessi on None 1
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