03-12-2016 to 03-13-2016

<
v Focused IP Under
www.gov.il Attack Daily Report

1"NPT SwNn

[Top Targets |

Nunmber
a
Attacks

Top Tar get

[Top Attackers |

Nunmber
a
Attacks

Top Attackers

184.105.139.98, Lhited Sates
5.189.172. 102, Ger many
178.151. 9. 244, \krai ne

104. 236. 243. 64, nul |
218.246.0.97, China

94. 102. 49. 206, Net her| ands
195. 142. 106. 5, Turkey
59.45.79. 117, China




03-12-2016 to 03-13-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action | oP 1 ocati on. Locat i on

94, 102. 49. 206 Net her | ands 147.237.0. 122 Block Np All Net dr op Net V- London 1
178.151. 9. 244 Lkrai ne 147.237. 0. 122 Bl ock Udp All Nets drop Net V- London 1
184. 105. 139. 98 Lhited Sates 147.237.0. 122 Block Np Al Net drop Net V- London 1
5.189. 172. 102 Cer many 147.237.0.122 Block Np Al _Net drop Net V- London 1
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03-12-2016 to 03-13-2016

|Top Attackers In |D|

Attacker Address

| Attacker Geo | Target Address |Ste |Sgnature | count |
195. 142. 106. 5 Tur key 147.237.0. 122 ET SCAN Potential SSH Scan 1
59.45.79. 117 Chi na 147.237.0. 122 ET SCAN Potential SSH Scan 1
218. 246. 0. 97 Chi na 147.237.0. 122 ET SCAN NVAP -sS w ndow 1024 1




03-12-2016 to 03-13-2016

|Top Attackers In FW |

Attacker Address | Attacker Geo | Target Address |9 te|Nanme |9 gnature | Device Action  |Count |
159. 203. 94. 227 Lhited Sates 147.237.0.122 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 6
159. 203. 94. 188 Lhited Sates 147.237.0.122 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 6
128. 232.110. 29 Uni t ed Ki ngdom 147.237.0.122 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2
216.243.31. 2 Lhited Sates 147.237.0.122 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2
184. 105. 247. 251 Lhited Sates 147.237.0. 122 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 1
74.82. 47. 44 Lhited Sates 147.237.0.122 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
169. 229. 3. 91 Lhited Sates 147.237.0. 122 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 1
193. 105. 134. 220 Sweden 147.237.0. 122 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 1
184. 105. 247. 236 Lhited Sates 147.237.0.122 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1
184. 105. 247. 240 Lhited Sates 147.237.0.122 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1
64.125. 239. 101 Lhited Sates 147.237.0. 122 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 1




03-12-2016 to 03-13-2016

|Top Attackers In V\AF|

Attacker Address |Attacker Geo |Target Address |StdSgnature | Devi ce Action |Count |
104. 236. 243. 64 147.237.0. 122 SSL Lhtraceabl e Gonnection - Protocol violation (SSL.OONN SERVER KEY EXCHANGE) None 1
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