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Top Attackers 

89.138.106.8, Israel

207.232.21.105, Israel

116.107.167.173, Vietnam

80.82.79.104, Netherlands

209.126.122.20, United States

185.94.111.1, null

94.102.48.193, Netherlands

61.244.49.137, Hong Kong

184.105.139.110, United States

93.113.125.11, Romania
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

209.126.122.20 United States 147.237.0.122 Block_Udp_All_Nets drop NetV-London 2

184.105.139.110 United States 147.237.0.122 Block_Ntp_All_Net drop NetV-London 1

185.94.111.1 147.237.0.122 Block_Udp_All_Nets drop NetV-London 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

80.82.79.104 Netherlands 147.237.0.122 ET SCAN NMAP -sS window 1024 2

116.107.167.173 Vietnam 147.237.0.122 ET SCAN NMAP -sS window 2048 1

122.228.207.118 China 147.237.0.122 ET SCAN Potential SSH Scan 1

199.101.186.244 United States 147.237.0.122 ET SCAN NMAP -sS window 3072 1

208.52.144.78 United States 147.237.0.122 ET SCAN NMAP -sS window 1024 1

94.102.48.193 Netherlands 147.237.0.122 ET SCAN NMAP -sS window 1024 1

116.107.167.173 Vietnam 147.237.0.122 ET SCAN NMAP -f -sS 1

116.107.167.173 Vietnam 147.237.0.122 ET SCAN NMAP -sS window 4096 1

195.216.176.244 Latvia 147.237.0.122 ET SCAN NMAP -sS window 1024 1

200.199.106.107 Brazil 147.237.0.122 ET SCAN Potential SSH Scan 1

61.244.49.137 Hong Kong 147.237.0.122 ET SCAN NMAP -sS window 1024 1

81.27.85.27 United Kingdom 147.237.0.122 ET SCAN Potential SSH Scan 1

95.130.13.220 France 147.237.0.122 ET SCAN NMAP -sS window 1024 1
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Top Attackers In FW

Attacker Address
Attacker
Geo

Target Address SiteName Signature
Device
Action

Count

207.232.21.105 Israel 147.237.0.122
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet dropped. drop 18

93.113.125.11 Romania 147.237.0.122
Streaming Engine: TCP Segment Limit
Enforcement

TCP segment out of maximum allowed sequence.
Packet dropped.

drop 9

216.243.31.2
United
States

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 2

185.106.92.164 147.237.0.122 SYN Attack SYN -> SYN-ACK -> Timeout reject 1

93.113.125.11 Romania 147.237.0.122 Bad TCP sequence Invalid ACK number monitor 1

64.125.239.229
United
States

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

216.218.206.106
United
States

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

141.212.122.204
United
States

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

80.82.79.104 Netherlands 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

195.228.75.121 Hungary 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

71.6.216.41
United
States

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

169.229.3.91
United
States

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

89.138.106.8 Israel 147.237.0.122 Network Quota Violation Network quota was exceeded monitor 1

137.116.71.170
United
States

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

74.82.47.12
United
States

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

180.97.106.161 China 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

93.113.125.11 Romania 147.237.0.122 Bad TCP sequence Invalid ACK number alert 1

216.218.206.104
United
States

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

141.212.122.203
United
States

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

74.82.47.35
United
States

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1
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Top Attackers In WAF
Attacker Address Attacker Geo Target Address SiteSignature Device Action Count

207.232.21.105 Israel 147.237.0.122 Suspicious Response Code Block 4

89.138.106.8 Israel 147.237.0.122 Multiple Untraceable SSL Sessions from 89.138.106.8 (Unsupported Legacy SSL Version) None 2

89.138.106.8 Israel 147.237.0.122 Multiple Untraceable SSL Sessions from 89.138.106.8 (Unsupported Cipher) None 2

89.138.106.8 Israel 147.237.0.122 SSL Untraceable Connection - Unsupported Cipher None 1

93.113.125.11 Romania 147.237.0.122 Unauthorized URL Access to / Block 1
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