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W 89.138.106.8, Israel
207.232.21. 105, Israel
[ 116. 107. 167. 173, Vi etnam
80. 82. 79. 104, Net her| ands
W 209. 126.122. 20, lhited Sates
M 185.94.111.1, null
[ 94.102. 48. 193, Net her| ands
W 61. 244. 49. 137, Hong Kong
184. 105. 139. 110, Lhited Sates
H 93.113.125.11, Ronani a
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|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo
209. 126. 122. 20

| Target Address

|Ste |Sgnature

| Devi ce Action | P I ocat i on. Locat i on | Count
Lhited Sates 147.237.0.122 Bl ock Udp All Nets drop Net V- London 2
184. 105. 139. 110 Lhited Sates 147.237.0. 122 Bock Np Al Net drop Net V- London 1
185.94. 111. 1 147.237.0.122 Bl ock_Ulp Al _Nets drop Net V- London 1
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03-01-2016 to 03-02-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | count |
80. 82. 79. 104 Net her | ands 147.237.0. 122 ET SCAN NVAP -sS w ndow 1024 2
116. 107. 167. 173 Wi et nam 147.237.0. 122 ET SCAN NVAP -sS w ndow 2048 1
122.228. 207. 118 Chi na 147.237.0. 122 ET SCAN Potential SSH Scan 1
199. 101. 186. 244 Lhited Sates 147.237.0. 122 ET SCAN NVAP -sS w ndow 3072 1
208. 52. 144. 78 Lhited Sates 147.237.0. 122 ET SCAN NVAP -sS wi ndow 1024 1
94.102. 48. 193 Net her | ands 147.237.0.122 ET SCAN NVAP -sS wi ndow 1024 1
116.107. 167. 173 Wi et nam 147.237.0. 122 ET SCAN NVAP -f -sS 1
116.107. 167. 173 Wi et nam 147.237.0. 122 ET SCAN NVAP -sS w ndow 4096 1
195. 216. 176. 244 Latvia 147.237.0. 122 ET SCAN NVAP -sS w ndow 1024 1
200. 199. 106. 107 Brazil 147.237.0. 122 ET SCAN Potential SSH Scan 1
61.244. 49. 137 Hong Kong 147.237.0. 122 ET SCAN NVAP -sS wi ndow 1024 1
81. 27. 85. 27 Uni t ed Ki ngdom 147.237.0. 122 ET SCAN Potential SSH Scan 1
95. 130. 13. 220 France 147.237.0. 122 ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address A(;t:Cker ‘Tar get Address |S t% Name Sgnature
207.232.21. 105 |[Israel 147.237.0. 122 Srean 9 Er_]gl ne: TP Invalid Invalid segnent retransmssion. Packet dropped. drop 18
Ret ransm ssi on
93.113.125. 11 |Romani a 147. 237.0. 122 Sreamng Engine: TGP Segnent Lint TCP segnent out of maxi mumal | oned sequence. drop 9
Enf or cenent Packet dropped.

216.243.31. 2 gﬁ;ttg: 147.237.0. 122 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2
185. 106. 92. 164 147.237.0.122 SYN At ack SYN - > SYN-ACK -> Ti neout rej ect 1
93.113.125.11 |Ronani a 147.237.0.122 Bad TCP sequence I nval i d ACK nunber noni t or 1
64. 125. 239. 229 LSthlatt:sd 147.237.0. 122 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1
216.218. 206. 106 g];::: 147.237.0. 122 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1
141.212. 122. 204 LSthlatt:sd 147.237.0. 122 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1
80. 82. 79. 104 Net her| ands |147. 237. 0. 122 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 1
195. 228. 75. 121 |Hungary 147.237.0.122 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
71.6.216.41 ;ﬂ;ttee: 147.237.0. 122 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1
169. 229. 3. 91 g‘;tt:: 147.237.0. 122 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 1
89. 138. 106. 8 | srael 147.237.0. 122 Network Quota Mol ation Net wor k quot a was exceeded noni t or 1
137.116.71. 170 LSthlatt:sd 147.237.0. 122 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1
74.82.47.12 g];::: 147.237.0. 122 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1
180. 97. 106. 161 |Chi na 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1
93.113.125.11 |Ronani a 147.237.0. 122 Bad TCP sequence Inval id ACK nunber alert 1
216. 218. 206. 104 g‘;tt:: 147.237.0. 122 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 1
141.212.122. 203 ;ﬂ;ttee: 147.237.0. 122 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1
74.82.47.35 g‘;tt:: 147.237.0. 122 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 1




03-01-2016 to 03-02-2016

|Top Attackers In V\AF|

Attacker Address |Attacker Geo |Target Address |Std S gnature | Devi ce Action |Count |
207.232.21.105 |[Israel 147.237.0. 122 Suspi ci ous Response Code B ock 4
89. 138. 106. 8 | srael 147.237.0. 122 Mil tiple Lhtraceabl e SS. Sessions from89. 138. 106. 8 (Lhsupported Legacy SSL Version) None 2
89. 138. 106. 8 | srael 147.237.0. 122 Mil tiple Uhtraceabl e SSL Sessi ons from89. 138. 106. 8 (hsupported d pher) None 2
89. 138. 106. 8 | srael 147.237.0. 122 SSL Whtraceabl e Gonnecti on - Uhsupported 4 pher None 1
93.113.125.11 [Ronani a 147.237.0. 122 Uhaut hori zed URL Access to / B ock 1
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