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Top Attackers

89. 138.106. 8, |srael
184.105.139.94, Lhited Sates
80. 82. 79. 104, Net her| ands
184.105. 139. 92, Lhited Sates
58.56.93. 171, China
207.232.21. 105, |srael
125.127.41. 118, China

46.19. 85.74, |srael

185.94.111. 1, null

94. 102. 48. 193, Net herl ands




02-25-2016 to 02-26-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action |CP | ocati on. Locat i on | Count
184. 105. 139. 94 Lhited Sates 147.237.0. 122 B ock Np Al Net drop Net V- London 1
184. 105. 247. 231 Lhited Sates 147.237.0.122 Bl ock Udp All _Nets drop Net V- London 1
185.94. 111. 1 147.237.0.122 Bl ock_Ulp Al _Nets drop Net V- London 1
125.127.41. 118 Chi na 147.237.0.122 Bl ock_Ulp Al _Nets drop Net V- London 1
184. 105. 139. 92 Lhited Sates 147.237.0.122 B ock Np Al _Net dr op Net V- London 1




02-25-2016 to 02-26-2016

|Top Attackers In IPS|
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02-25-2016 to 02-26-2016

|Top Attackers In |D|

Attacker Address

| Attacker Geo | Target Address |Ste |Sgnature | count |
80. 82. 79. 104 Net her | ands 147.237.0. 122 ET SCAN NVAP -sS w ndow 1024 1
58.56.93. 171 Chi na 147.237.0. 122 ET SCAN Potential SSH Scan 1
94. 102. 48. 193 Net her | ands 147.237.0. 122 ET SCAN NVAP -sS w ndow 1024 1




02-25-2016 to 02-26-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo ‘Tar get Address |9 t% Nanme dgnature
64.41.200.108 |Whited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 254
64.41.200.106 |Whited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 74
207.232. 21. 105 | srael 147 237.0. 122 &reanimg Er_19i ne. TGP Invalid Inval i d segnent retransmssion. Packet drop 9
Ret ransni ssi on dr opped.
150. 70. 173. 42  |Japan 147.237.0. 122 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 5
46.19. 85. 74 | srael 147. 237 0. 122 Sreanimg Er_]gi ne: TP Invalid Inval i d segnent retransnission. Packet drop 5
Ret r ansni ssi on dr opped.
216.243.31. 2 Lhited Sates 147.237.0.122 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 2
195. 62. 53. 168 gjz;;nl on 147.237.0. 122 Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 1
141.212.122.69 |lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1
45. 32. 88. 95 147.237.0. 122 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
184. 105. 139. 106|Lhited Sates 147.237.0.122 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 1
141.212.122. 162|lhited Sates 147.237.0.122 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1
64.125.239. 111 |lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 1
159. 253. 147. 227|Net her | ands 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1
141.212.122. 155|lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1
184. 105. 247. 212|Lhited Sates 147.237.0. 122 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 1
141.212.122.222|lhited Sates 147.237.0.122 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 1
89.248.174. 4 Net her | ands 147.237.0. 122 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
169. 229. 3. 91 Lhited Sates 147.237.0. 122 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 1
141.212.122. 156|lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1
184. 105. 247. 248|lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1
141.212. 122. 223|Lhited Sates 147.237.0. 122 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 1
141.212.122.68 |lhited Sates 147.237.0.122 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 1
5. 39. 222. 159 Net her | ands 147.237.0. 122 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
184.105. 139. 79 |Lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 1
141.212.122. 161|lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1




02-25-2016 to 02-26-2016

|Top Attackers In V\AF|

Attacker Address |Attacker Geo |Target Address |Std S gnature

| Devi ce Action |Count |
89. 138. 106. 8 | srael 147.237.0. 122 Mil tipl e Lhtraceabl e SS. Sessi ons from89. 138. 106. 8 (Lhsupported Legacy SS. Version) None 9
89. 138. 106. 8 | srael 147.237.0. 122 SSL Lhtraceabl e Gonnection - Lhsupported Legacy SSL Version None 3
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