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Top Attackers 

15.203.169.106, Europe

212.179.21.194, Israel

31.168.172.144, Israel

84.108.149.17, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

31.168.172.144 Israel 147.237.0.122 SERVER-WEBAPP Mambo upload.php access 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

212.179.21.194 Israel 147.237.0.122
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 18

15.203.169.106 Europe 147.237.0.122
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 4

212.179.21.194 Israel 147.237.0.122 SYN Attack SYN -> SYN-ACK -> Timeout reject 3

128.232.110.29 United Kingdom 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 2

216.243.31.2 United States 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 2

169.229.3.91 United States 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

84.108.149.17 Israel 147.237.0.122 SYN Attack SYN -> SYN-ACK -> RST reject 1

216.218.206.91 United States 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

141.212.122.192 United States 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

184.105.247.231 United States 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

216.218.206.99 United States 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

141.212.122.193 United States 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

71.6.216.54 United States 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

141.212.122.130 United States 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

146.185.239.102
Russian
Federation

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

74.82.47.8 United States 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

141.212.122.131 United States 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address SiteSignature
Device
Action

Count

15.203.169.106 Europe 147.237.0.122 Multiple Unauthorized URL Access from 15.203.169.106 Block 724

15.203.169.106 Europe 147.237.0.122
Unauthorized URL Access to
owa.miluim-mefakdim.aka.idf.il/x/_vti_bin/ewainternalwebservice.json/findrange

Block 47

212.179.21.194 Israel 147.237.0.122 Untraceable SSL Sessions: Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 2

212.179.21.194 Israel 147.237.0.122 MSSQL Data Retrieval with Implicit   Conversion Errors None 1

212.179.21.194 Israel 147.237.0.122 Unknown Parameter AjaxDelta in sp.miluim-mefakdim.aka.idf.il/u1072 None 1

15.203.169.106 Europe 147.237.0.122 SSL Untraceable Connection - Unknown Server Certificate None 1

212.179.21.194 Israel 147.237.0.122 Multiple Untraceable SSL Sessions from 212.179.21.194 (Unknown Server Certificate) None 1

212.179.21.194 Israel 147.237.0.122
Unknown Parameter AjaxDelta in
sp.miluim-mefakdim.aka.idf.il/u1072/_layouts/15/accessdenied.aspx

None 1

212.179.21.194 Israel 147.237.0.122 SSL Untraceable Connection - Unknown Server Certificate None 1

212.179.21.194 Israel 147.237.0.122
Unknown Parameter p_FileLeafRef in
sp.miluim-mefakdim.aka.idf.il/u1072/_layouts/15/inplview.aspx

None 1

84.108.149.17 Israel 147.237.0.122 Unauthorized URL Access to 147.237.0.122/ Block 1

212.179.21.194 Israel 147.237.0.122
Unauthorized Method POST for
sp.miluim-mefakdim.aka.idf.il/u1072/_layouts/15/viewlsts.aspx

None 1
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