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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action | oP 1 ocati on. Locat i on |count |
195. 246. 57. 38 Egypt 147.237. 0. 122 L4 Source or Dest Port Zero drop BA.- | srael 1
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Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



02-05-2016 to 02-06-2016

|Top Attackers In |D|

Attacker Address

| Attacker Geo | Target Address |ste |Sgnature | count |
218.108. 132. 58 Chi na 147.237.0.122 ET SCAN Potential VWNC Scan 5900- 5920 1
212.129.55. 113 Fance 147.237.0. 122 ET SCAN Potential SSH Scan 1
46. 45. 137. 67 Tur key 147.237.0. 122 ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address

Sgnature

‘Attacker Geo ‘Target Addr ess

S‘t%Nama

89. 139. 225. 166 |l srael 147.237.0.122 SYN At tack SYN -> SYN-ACK - > Ti neout rej ect 37591
185.32. 179. 204 |israel 147. 237. 0. 122 Sreanhng Er_)gi ne: TP Invalid Inval i d segnent retransnission. Packet drop 9
Ret r ansni ssi on dr opped.
185. 32. 179. 231 |1 srael 147 237.0. 122 Sreanhng Ejgi ne: TP Invalid Invali d segnent retransnissi on. Packet drop 9
Ret r ansni ssi on dr opped.
89. 139. 225. 166 | srael 147. 237. 0. 122 Sreanhng Er_)gi ne: TP Invalid Inval i d segnent retransnission. Packet drop 4
Ret r ansni ssi on dr opped.
61.135.190.197 |China 147.237.0.122 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 4
216.243.31. 2 Lhited Sates [147.237.0.122 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 2
74.82.47. 39 Lhited Sates 147.237.0. 122 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1
169. 229. 3. 91 Lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1
54.251. 144. 191 |9 ngapore 147.237.0. 122 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 1
184. 105. 139. 115|lhited Sates 147.237.0.122 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
185. 35. 62. 250 |Swtzerl and 147.237.0. 122 SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
184. 105. 139. 124|Lhited Sates [147.237.0. 122 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 1
64.125.239.10 |Whited Sates 147.237.0. 122 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cerent drop 1
216.218. 206. 115|lLhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1
128. 232. 110. 28 LK!i“r:gegom 147.237.0.122 Geo-1 ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1




02-05-2016 to 02-06-2016

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Geo Target Address |S t% Sgnature Action ‘Oount
Unaut hori zed URL Access to

89.139.225. 166 I srael 147.237.0.122 owa. ni |l ui mnef akdi maka.idf.il/x/_vti_bi n/ enai nt er nal webservi ce. j son/ fi ndr ange Bl ock 1136

89. 139. 225. 166 |l srael 147.237.0.122 Mil ti pl e Uhaut hori zed URL Access from 89. 139. 225. 166 B ock 384

185. 32. 179. 204 |l srael 147.237.0.122 D stributed Doubl e UR. Encodi ng B ock 3

89. 139. 225. 166 |l srael 147.237.0.122 SSL Uhtraceabl e Gonnection - Lhknown SSL Sessi on None 1

104. 236. 104. 128 147.237.0.122 Lhaut hori zed URL Access to fedsso. m | ui mnefakdi maka.idf.il/index. htm B ock 1

89. 139. 225. 166 |l srael 147.237.0.122 S Uhtraceabl e Gnnection - Lhknown Server Certificate None 1

89. 139. 225. 166 |l srael 147.237.0. 122 Mil tipl e Lhtraceabl e SSL Sessi ons from89.139. 225. 166 (hknown Server Certifi cate) None 1

89. 139. 225. 166 |l srael 147.237.0.122 Paraneter Read Only Molation in wuw il ui mnefakdimaka.idf.il/tenpl ates/|ogin/login.aspx |None 1

104. 236. 104. 128 147.237.0.122 Lhaut hori zed URL Access to fedsso. mil ui mnefakdi maka.idf.il/ B ock 1

89. 139. 225. 166 |l srael 147.237.0.122| |Puble LR Encoding - paraneter: TARGET in B ock 1
wan i | ui mnef akdi maka. i df.il/tenpl ates/| ogi n/ ot p. aspx
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