
  Focused IP Under
Attack Daily Report

Top Targets   

Top Target

Number
Of

Attacks

0

19

1
2
3
4
5
6
7
8
9

10
11
12
13
14
15
16
17
18
19

19

14
7.
23
7.
0.
12
2

Top Attackers 

194.90.25.122, Israel

71.177.22.76, United States

105.155.7.230, Morocco

193.201.225.24, Ukraine

104.128.144.131, Canada

183.60.48.25, China

94.102.51.31, Netherlands

180.97.106.162, China

91.218.113.195, Russian Federation

119.146.221.68, China
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address SiteSignature Count

193.201.225.24 Ukraine 147.237.0.122 ET SCAN Potential SSH Scan 1

71.177.22.76 United States 147.237.0.122 ET SCAN NMAP -f -sS 1

71.177.22.76 United States 147.237.0.122 ET SCAN NMAP -sS window 3072 1

94.102.51.31 Netherlands 147.237.0.122 ET SCAN Potential VNC Scan 5900-5920 1

119.146.221.68 China 147.237.0.122 ET SCAN Potential SSH Scan 1

183.60.48.25 China 147.237.0.122 ET SCAN Potential SSH Scan 1

71.177.22.76 United States 147.237.0.122 ET SCAN NMAP -sS window 2048 1

91.218.113.195 Russian Federation 147.237.0.122 ET SCAN NMAP -sS window 1024 1

105.155.7.230 Morocco 147.237.0.122 ET SCAN Behavioral Unusually fast inbound Telnet Connections, Potential Scan or Brute Force 1

180.97.106.162 China 147.237.0.122 ET SCAN Potential SSH Scan 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

194.90.25.122 Israel 147.237.0.122
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 104

141.212.121.192 United States 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 4

216.243.31.2 United States 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 2

128.232.110.28
United
Kingdom

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 2

216.218.206.106 United States 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

180.97.106.161 China 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

122.0.76.146 China 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

141.212.122.87 United States 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

184.105.139.98 United States 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

141.212.122.88 United States 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

74.82.47.43 United States 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

137.226.113.7 Germany 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

169.229.3.91 United States 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

108.168.185.133 United States 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

194.90.25.122 Israel 147.237.0.122 Multiple Too Many Headers per Response from 194.90.25.122 Block 2

194.90.25.122 Israel 147.237.0.122 Multiple Untraceable SSL Sessions from 194.90.25.122 (Unknown Server Certificate) None 1

194.90.25.122 Israel 147.237.0.122
Unknown Parameter ctag in sp.miluim-mefakdim.aka.idf.il/_catalogs/masterpage/display
templates/system/control_recommendations.js

None 1

194.90.25.122 Israel 147.237.0.122 SSL Untraceable Connection - Unknown Server Certificate None 1

194.90.25.122 Israel 147.237.0.122
Unknown Parameter ctag in sp.miluim-mefakdim.aka.idf.il/_catalogs/masterpage/display
templates/system/item_recommendations.js

None 1

104.128.144.131 Canada 147.237.0.122 Unauthorized URL Access to 147.237.0.122/ Block 1

194.90.25.122 Israel 147.237.0.122 Too Many Headers per Response - 25 Headers Block 1

194.90.25.122 Israel 147.237.0.122
Unknown Parameter ctag in sp.miluim-mefakdim.aka.idf.il/_catalogs/masterpage/display
templates/content web parts/group_content.js

None 1
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