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Top Attackers 

218.246.0.97, China

212.179.21.194, Israel

212.25.102.57, Israel

183.60.48.25, China

182.162.73.59, Korea, Republic of

45.63.16.38, null

45.63.1.105, null
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

183.60.48.25 China 147.237.0.122 Frk_Under_Attack_Con_Tcp drop BBL-Frankfurt 2
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

218.246.0.97 China 147.237.0.122 ET SCAN NMAP -sS window 1024 2

45.63.1.105 147.237.0.122 ET SCAN Potential SSH Scan 1

182.162.73.59 Korea, Republic of 147.237.0.122 ET SCAN Potential SSH Scan 1

45.63.16.38 147.237.0.122 ET SCAN Potential SSH Scan 1
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Top Attackers In FW

Attacker Address
Attacker
Geo

Target Address SiteName Signature
Device
Action

Count

212.25.102.57 Israel 147.237.0.122
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 9

216.243.31.2
United
States

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 3

61.135.190.197 China 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 2

74.82.47.36
United
States

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

216.218.206.70
United
States

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

141.212.122.194
United
States

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

184.105.139.108
United
States

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

108.168.185.133
United
States

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

216.218.206.115
United
States

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

141.212.122.195
United
States

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

185.35.62.14 Switzerland 147.237.0.122 SYN Attack SYN -> SYN-ACK -> Timeout reject 1

137.226.113.7 Germany 147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

162.216.46.98
United
States

147.237.0.122 SYN Attack SYN -> SYN-ACK -> RST reject 1

64.125.239.120
United
States

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

141.212.121.34
United
States

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1

169.229.3.91
United
States

147.237.0.122 Geo-location enforcement Geo-location inbound enforcement drop 1
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Top Attackers In WAF
Attacker Address Attacker Geo Target Address SiteSignature Device Action Count

212.179.21.194 Israel 147.237.0.122 Unknown Parameter sections in sp.miluim-mefakdim.aka.idf.il/_layouts/15/scriptresx.ashx None 1

212.25.102.57 Israel 147.237.0.122 Multiple Untraceable SSL Sessions from 212.25.102.57 (Unknown Server Certificate) None 1

212.25.102.57 Israel 147.237.0.122 SSL Untraceable Connection - Unknown Server Certificate None 1

212.179.21.194 Israel 147.237.0.122 SSL Untraceable Connection - Unknown Server Certificate None 1
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