01-14-2016 to 01-15-2016

<
v Focused IP Under
www.gov.il Attack Daily Report

1"PT SwNn

[Top Targets |

Nunmber
a
Attacks

Top Tar get

[Top Attackers |

Nunmber
a
Attacks

W 78.193.2.8, France
198.20.69. 77, Whited Sates
[ 185.93.187.23, null
162. 222.185. 165, Whited Sates

Top Attackers




01-14-2016 to 01-15-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | Devi ce Action | P | ocati on. Locat i on




01-14-2016 to 01-15-2016

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



01-14-2016 to 01-15-2016

|Top Attackers In |D|

Attacker Address

| Attacker Geo | Target Address |Ste |Sgnature | Count
162. 222. 185. 165 Lhited Sates 147.237.0.122 ET SCAN Potential SSH Scan 1
78.193.2.8 France 147.237.0.122 ET SCAN NVAP -sS w ndow 1024 1
185. 93. 187. 23 147.237.0. 122 ET SCAN Potential SSH Scan 1
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Attacker Address |Attacker Geo |Target Address |9 te|Name |9 gnature |Device Action  |Count |
159. 203. 89. 20 Lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 8
159. 203. 92. 40 Lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 7
159. 203. 95. 137 Lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 6
159. 203. 77. 33 Lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 6
216.243.31.2 Lhited Sates 147.237.0. 122 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 2
141.212.122. 166 Lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
198. 20. 69. 74 Lhited Sates 147.237.0.122 SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
80. 82. 64. 68 Net her | ands 147.237.0. 122 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 1
184. 105. 139. 100 Lhited Sates 147.237.0. 122 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1
141.212.122. 167 Lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1
141.212. 122. 94 Lhited Sates 147.237.0. 122 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 1
184. 105. 247. 251 Lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
218.22.211. 69 Chi na 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
184. 105. 139. 72 Lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 1
141. 212.122. 95 Lhited Sates 147.237.0. 122 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1
193. 105. 134. 220 Sweden 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1
64.125. 239. 11 Lhited Sates 147.237.0. 122 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 1
184. 105. 139. 87 Lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
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Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action |count |
198. 20. 69. 77 Lhited Sates 147.237.0.122 Unaut hori zed URL Access to 147.237.0. 122/ B ock 1
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