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W 88.204. 187. 90, Kazakstan
61. 149. 252. 54, Chi na
¥ 61.50.100. 130, China
218. 205. 129. 146, China
H 36.110. 44. 178, China
H 61. 149. 252. 58, China
[ 168.62.238.153, Lhited Sates
W 162.222.185. 165, Whited Sates
40. 121. 150. 68, Whited Sates
H 209. 105. 232. 241, Whited Sates




01-02-2016 to 01-03-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | Devi ce Action | P | ocati on. Locat i on




01-02-2016 to 01-03-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address |Ste|S gnat ure |Davi ce Action Count
185. 130. 5. 224 147.237.0.122 16634: HITP. Apache HITP Server nod_status Request B ock 1




01-02-2016 to 01-03-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Count |
88. 204. 187. 90 Kazakst an 147.237.0. 122 ET SCAN NVAP -f -sS 1
88. 204. 187. 90 Kazakst an 147.237.0. 122 ET SCAN NVAP -sS w ndow 4096 1
168. 62. 238. 153 Lhited Sates 147.237.0. 122 ET SCAN NVAP -sS w ndow 1024 1
209. 105. 232. 241 Lhited Sates 147.237.0. 122 ET SCAN Potential SSH Scan 1
36. 110. 44. 178 Chi na 147.237.0.122 ET SCAN NVAP -f -sS 1
218. 205. 129. 146 Chi na 147.237.0.122 ET SCAN NVAP -sS wi ndow 2048 1
40. 121. 150. 68 Lhited Sates 147.237.0.122 ET SCAN Potential SSH Scan 1
61. 50. 100. 130 Chi na 147.237.0. 122 ET SCAN NVAP -sS w ndow 2048 1
61. 149. 252. 54 Chi na 147.237.0. 122 ET SCAN NVAP -sS w ndow 2048 1
61. 149. 252. 58 Chi na 147.237.0. 122 ET SCAN NVAP -sS w ndow 2048 1
88. 204. 187. 90 Kazakst an 147.237.0.122 ET SCAN NVAP -sS wi ndow 2048 1
162. 222. 185. 165 Lhited Sates 147.237.0.122 ET SCAN Potential SSH Scan 1
185. 130. 5. 231 147.237.0. 122 ET SCAN NVAP -sS w ndow 1024 1
218. 205. 129. 146 Chi na 147.237.0. 122 ET SCAN NVAP -f -sS 1
36. 110. 44. 178 Chi na 147.237.0. 122 ET SCAN NVAP -sS w ndow 2048 1
61. 50. 100. 130 Chi na 147.237.0. 122 ET SCAN NVAP -f -sS 1
61. 149. 252. 54 Chi na 147.237.0.122 ET SCAN NVAP -f -sS 1
61. 149. 252. 58 Chi na 147.237.0.122 ET SCAN NVAP -f -sS 1




01-02-2016 to 01-03-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |9 te|Name |9 gnature |Device Action  |Count |
66. 249. 93. 150 Lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 9
66. 249. 93. 150 | srael 147.237.0. 122 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 4
61. 135. 190. 69 Chi na 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 4
216. 218. 206. 102 Lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2
216.243.31.2 Lhited Sates 147.237.0. 122 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 2
185. 130. 5. 231 147.237.0. 122 drop SAMrul e drop 2
169. 229. 3. 90 Lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 2
216.218. 206. 78 Lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 1
184. 105. 139. 124 Lhited Sates 147.237.0. 122 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1
185. 130. 5. 224 147.237.0. 122 drop SAMrul e drop 1
107.150. 61. 11 Lhited Sates 147.237.0. 122 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
64. 125. 239. 12 Lhited Sates 147.237.0. 122 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1




01-02-2016 to 01-03-2016

|Top Attackers In V\AF|

Attacker Address | Attacker Geo | Target Address |ste |Sgnature | Devi ce Action
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