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12-30-2015 to 12-31-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste | gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
2.54.36. 55 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 7
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|Top Attackers In IPS|
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12-30-2015 to 12-31-2015

|Top Attackers In ID|
Attacker Address

| Attacker Geo | Target Address |Ste |Dgnature | count
59.45.79. 117 Chi na 147.237.0.121 ET SCAN Potential SSH Scan 1
212.25.99. 77 | srael 147.237.0.121 ET SCAN Potential SSH Scan 1




12-30-2015 to 12-31-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo ‘Tar get Address |9 t% Nanme dgnature
66. 249. 93. 85 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2566
66. 249. 93. 83 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2405
66. 249. 93. 89 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 2106
108.171.128. 172|Uni ted Ki ngdom [147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 590
134.191. 232. 69 |lsrael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 565
66. 249. 93. 89 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 300
66. 249. 93. 83 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 286
66. 249. 93. 85 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 198
66. 102. 9. 74 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 191
66. 102. 9. 97 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 174
66. 102. 9. 87 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 167
207.46.13.164 |Whited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 133
62.0.101. 97 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber alert 99
149. 78. 20. 76 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 98
62. 0. 101. 97 | srael 147.237.0.121 Bad TCP sequence I nval i d ACK nunber noni t or 97
144.132.68.73 |Australia 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 81
157.55.39.178 |lLhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 71
192. 115. 177. 203|I srael 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> RST rej ect 65
217.69. 133. 253 :ZZ::FI on 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 59
149. 88. 20. 106 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 59
157.55.39.179 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 50
149. 78. 183. 189 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 48
217.69. 133. 251 :ZZ::FI on 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 45
69. 203. 154. 223 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 45
222.152. 66.223 |New Zeal and 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 37
2 54 158. 194 | st ael 147. 237 0. 121 Streanimg Et'1gi ne. TGP Invalid Invalid segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.
5.102. 254. 53 | srael 147.237.0.121 Bad TCP sequence I nval id ACK nunber alert 36
2 54.36.55 I sragl 147 237.0. 121 Sreanhng qui ne: TP Invalid Inval id segnent retransmssion. Packet drop 36
Ret ransni ssi on dr opped.
93.172. 39. 68 | srael 147.237.0. 121 SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 36
192. 115. 103. 134|l srael 147.237.0. 121 Bad TCP sequence SN retransnit wth different w ndow scal e noni t or 33
217.69. 133. 248 :32::1”' on 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 31
217.69. 133. 249 :Z:::Inl on 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 29
2.52.162. 62 | srael 147.237.0.121 SYN Attack SYN -> SYN- ACK -> RST rej ect 28
66.249. 69. 165 |lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 26
149. 78. 31. 17 | srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 25
66.249. 93.236 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 25
138. 134.192. 10 |l srael 147.237.0.121 SYN At tack SYN -> SYN-ACK -> RST rej ect 25
66.249.93.211 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 24
5.102. 254. 53 | srael 147.237.0.121 Bad TCP sequence I nval id ACK nunber noni t or 20
66. 249. 69. 165 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 18
173.245.115. 77 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 18
66.249. 73. 156 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 17
66.249.69.170 |Whited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 17
217. 69. 133. 252 g;z:;nl on 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 17
192.118. 117. 100|I srael 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> RST rej ect 16
109. 67. 27. 203 | srael 147.237.0.121 Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 13
5. 102. 254. 104 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 13
66.249.93.208 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 12
173.245.115. 78 |Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 12
173.245.115.76 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 12




12-30-2015 to 12-31-2015

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Geo ‘Target Address |S t%s gnature Acti on ‘Count
31.154.154. 171 |lsrael 147.237.0. 121 Suspi ci ous Response Code Bl ock 28
79.176. 14. 67 | srael 147.237.0. 121 Untraceabl e SS. Sessi ons: si gal gs DoS At ack None 3
212.199. 34. 114 |lsrael 147.237.0. 121 Lhtraceabl e SSL Sessi ons: hknown SS. Sessi on None 2
109. 67. 108. 250 |l srael 147.237.0.121 Lhtraceabl e S3. Sessi ons: si gal gs DoS At ack None 2
185. 32.179. 216 |lsrael 147.237.0.121 Lhtraceabl e S3. Sessi ons: si gal gs DoS Atack None 2
212.235. 45. 21 | srael 147.237.0. 121 Ml tipl e Uhtraceabl e SSL Sessi ons from 212. 235. 45. 21 (lhknown SS Sessi on) None 2
79.176. 14. 67 | srael 147.237.0. 121 Mil tipl e Uhtraceabl e SS_ Sessi ons from79. 176. 14. 67 (sigal gs DoS At ack) None 1
37.26.147.233 | srael 147.237.0. 121 SSL Lhtraceabl e Gonnection - Protocol violation (SSLCONN QLI ENT_ HALLO None 1
212.235.45.21 | srael 147.237.0. 121 SSL Uhtraceabl e nnection - Lhknown SSL Sessi on None 1
109. 253. 192. 22 |l srael 147.237.0.121 Ml tipl e Uhtraceabl e S3. Sessi ons from 109. 253. 192. 22 (si gal gs DoS At ack) None 1
82. 166. 216. 63 I sragl 147. 237.0. 121 U1knc_>v\n. Pa_r arTet er pt | QO_Can ent Pl aceHol der 1_f uAddl DCar dDocsé&Fi | esToSend i n B ock 1
v | ui mi shi.aka.idf.il/login
46. 19. 85. 209 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Lhknown SSL Sessi on None 1
2.54.8.38 | srael 147.237.0. 121 S Lhtraceabl e Gnnection - sigal gs DoS Attack None 1
212.76.98. 28 | srael 147.237.0.121 SS. Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
93.157.86.33 [ srael 147.237.0.121| | ameter Type Mol ation ctl005Cont ent A acetbl der 15txt A | eshanes in Bock |1
v il ui mi shi . aka. i df . i1/ nedi cal committ eer equest
79.176. 14. 67 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
37.26. 149. 168 | srael 147.237.0.121 Mil tipl e Lhtraceabl e SSL Sessi ons from 37. 26. 149. 168 (Uhknown SSL Sessi on) None 1
213.8.204.7 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - Protocol violation (SSL_GONN CLI ENT CERTI Fl CATE REQUEST) None 1
109. 253. 192. 22 |l srael 147.237.0.121 SSL Lhtraceabl e Gnnection - sigal gs DoS Attack None 1
82. 166. 216. 63 | srael 147. 237. 0. 121 u'lknqv\n. Par angt er gtl O'O_Cbnt' ent P acetbl der 1_f uAddMar ri ageCer t Docs&Fi | esToSend i n 8 ock 1
v il ui mi shi.aka.idf.il/login
46. 19. 86. 197 | srael 147.237.0.121 Lhtraceabl e SS_ Sessi ons: si gal gs DS Attack None 1
2.54. 150. 196 | srael 147.237.0.121 SS. Lhtraceabl e Gonnection - sigal gs DoS Attack None 1
37.26.149. 168 | srael 147.237.0.121 SSL Uhtraceabl e Gnnection - Lhknown SSL Sessi on None 1
82. 166. 216. 63 | srael 147. 237. 0. 121 Unknown Paraneter ctl00_Cont ent Pl aceHol der 1_f uAddPar t ner Appendi x| DDocs&F | esToSend in 8 ock 1

v | ui mi shi.aka.idf.il/login
Qooki e Tanpering on cooki e . ASPXAUTH Expected , Cbserved
18BB55D979639D65EC516A878F22CFC45304191925E231 CAE6DE639D4A8FC40EDCABAEC80D
784E69C4026A59820602D05DDC900AD65CFAC7TFA750EE7A983C356137D63CF87586F0C3677
62.0.101. 97 I srael 147.237.0. 1211 3r3pcac593811C7069F55C300B8D0524CAB8AGB73COF89F757 13CO8E3B5FF7AODE33744A340 [ONe |1
F532D2E9F3149F2E38A7BC8206EE05B713D9E611BC89CF057A64C7A893035031E4F321B7A5A2
3321186F266D82A6904F7
0.121 Par anet er Type M ol ati on ct| 00$Cont ent A acetbl der 1%t xt Capt cha i n ww mil ui mi shi.aka.idf.il/l ogi n|B ock
0 Paraneter Type Miol ation ctl 00_Content P acetbl der 1_f uAddAddr essAppendi x| DDocsé&Fi | esToSend i n 8 ock
vy il Ui mishi . aka.idf.il/login
37.46.42. 100 | srael 147.237.0. 121 Uhknown Par anet er ct | 00$Cont ent A acetbl der 1$t xt Capt cha i n ww ni |l ui mi shi. aka.idf.il/snsverify |B ock
0
0

109. 67. 153. 197 |l srael 147. 237.

82.166. 216. 63  |lsrael 147.237.0.121

Paraneter Type M ol ation ctl 00$Cont ent A acetbl der 1$txt Title in

vy m | ui mi shi.aka idf.il/general petition

83.130. 115. 227 |Israel 147.237.0.121 Lhaut hori zed URL Access to wwwu il ui mishi.aka. idf.il/https:/vwwy mluimishi.aka. idf.il/ Bl ock
12-30-2015 to 12-31-2015

192. 115. 177. 203l srael 147.237.0. 121 Bl ock
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