12-29-2015 to 12-30-2015

<
v Focused IP Under
Attack Daily Report

1"NPT SwNn

www.gov.il

[Top Targets |

Nunmber
a
Attacks

Top Tar get

[Top Attackers |

4

W 194.177.16.3, Israel

50. 204. 188. 142, Whited Sates
W 37.26.149. 154, |srael

212. 25. 105. 125, |srael

Nunmber W 46.19. 85.192, Israel
a “

1+ W 89.138.180.28, | |

At acks 89.138. 180. 28, |srael

¥ 109. 67. 192. 155, |srael
W 5.28.181. 14, Israel

46. 116. 215. 239, | srael
W 192.117. 101. 245, |srael

Top Attackers



12-29-2015 to 12-30-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | Devi ce Action | P | ocati on. Locat i on




12-29-2015 to 12-30-2015

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



12-29-2015 to 12-30-2015

|Top Attackers In |D|

Attacker Address |Attacker Geo |Target Address

|Std Sgnature

|Oount
212.25.105. 125 | srael 147.237.0.121 SERVER APACHE Apache nod_ssl non-SSL connection to SSL port denial of service attenpt 2
50. 204. 188. 142 Lhited Sates |147.237.0.121 ET SCAN NVAP -sS w ndow 2048 1
59.45.79. 117 Chi na 147.237.0.121 ET SCAN Potential SSH Scan 1
177.55. 154. 39 Brazil 147.237.0.121 ET SCAN Potential SSH Scan 1
50. 204. 188. 142 Lhited Sates |147.237.0.121 ET SCAN NVAP -f -sS 1
50. 204. 188. 142 Lhited Sates |147.237.0.121 ET SCAN NVAP -sS w ndow 4096 1
104. 219. 238. 10 147.237.0. 121 ET SCAN NVAP -sS w ndow 1024 1
192. 198. 151. 45 Eur ope 147.237.0. 121 ET SCAN NVAP -sA (2) 1
23.234.5.107 Lhited Sates |147.237.0.121 ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

‘At tacker Geo Target Address |S t% Nane Sgnature
66. 249. 93. 85 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2491
66. 249. 93. 83 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2418
66. 249. 93. 89 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2315
2 54 55. 62 | srael 147 237.0. 121 Sreanhng Erjgi ne: TP Invalid Inval i d segnent retransmssion. Packet drop 837
Ret r ansm ssi on dr opped.
187. 237. 14. 195 |Mexi co 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 531
66. 249. 93. 89 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 260
66. 249. 93. 83 | srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 245
66. 249. 93. 85 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 233
66. 102. 9. 97 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 215
66.102. 9. 74 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 152
66. 102. 9. 87 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 144
207.46.13.164 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 127
66. 102. 6. 90 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 113
187.189.9.193 |Mexi co 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 107
82.80.173.170 |lsrael 147.237.0. 121 Bad TCP sequence noni t or 100
94. 16. 11. 27 Cer many 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 75
2.52.27.73 | srael 147.237.0. 121 SYN Att ack SYN -> SYN-ACK -> RST rej ect 65
149.50. 77.180 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 63
79. 180. 203. 164 |l srael 147.237.0. 121 Bad TCP sequence SWNretransmt wth different w ndow scal e noni t or 58
217.69. 133. 250 gzz;;nl on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 56
157.55.39.179 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 53
37.26.149.176 |lsrael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 50
157.55.39.178 |lLhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 49
149. 78. 230. 148 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 45
207. 46. 13. 46 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 45
207.46.13.6 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 44
178. 90. 105. 6 Kazakst an 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 43
188. 98. 104. 57 |Ger many 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 42
217.69. 133. 249 :Z:::tnl on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 41
217.69. 133. 21 ij::;q on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 39
40. 77. 167. 25 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 37
79 182. 229 1 | srael 147 237.0. 121 Sreanhng Erjgi ne: TP Invalid Inval i d segnent retransmssion. Packet drop 36
Ret ransni ssi on dr opped.
217.69. 133. 253 gj::lnl on 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 35
66.249.93.211 |lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 34
149. 88. 73. 50 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 30
2.54.54.53 | srael 147.237.0.121 SYN At t ack SYN -> SYN-ACK -> RST rej ect 28
2.52.27.73 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber alert 27
2.52.27.73 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 27
66. 249. 66. 105 |lLhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 27
2.52.27.73 | srael 147.237.0. 121 Bad TCP sequence Inval i d sequence nunber noni t or 27
194.177.16. 3 | srael 147.237.0.121 SYN At t ack SYN -> SYN-ACK -> RST rej ect 25
82.80.173.170 |lsrael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber alert 25
37.26.149. 176 |l srael 147.237.0.121 SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 25
82.80.173.170 |lsrael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 25
37.26.149.176 |lsrael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber alert 25
2.52.27.73 | srael 147.237.0. 121 SYN At t ack SYN - > SYN- ACK -> Ti neout rej ect 24
217.69.133. 101 |10 & 147.237.0.121|  |Geo-location enfor cenent Geo- ocati on i nbound enf or cenent drop 24
217.69. 133. 252 gj;:lnl on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 22
87. 68. 250. 56 | srael 147.237.0. 121 Bad TCP sequence SWNretransmt wth different w ndow scal e noni t or 22
15.90. 162. 11 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 19
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Devi ce

A tacker

Attacker Address Geo Target Address |S t% Sgnature Action ‘Count
194.177.16.3 | srael 147.237.0.121 Unaut hori zed HTTP Met hod B ock 4
37.26. 149. 154 | srael 147.237.0.121 Untraceabl e SS. Sessi ons: si gal gs DoS At ack None
109, 67. 192. 155 |1 srael 147 237.0. 121 Faran!et er Type_ Mol aFion_ ctl 00$Cbnt entEI acetbl der 16t xt H | esNanes i n B ock 2
wan il ui mi shi . aka. i df.il/nedi cal conmitt eer equest
46. 116. 215. 239 |1 srael 147 237 0. 121 Pararrpt er Type '\/1 ol at'i on ptl 00$Cont ent A acetbl der 1$t xt NewPass1 in B ock 2
wanvy i L ui mi shi . aka. i df . i |/ changepasswor d/ newpasswor d
89. 138.180.28 |lsrael 147.237.0. 121 Lhaut hori zed URL Access to ww nitl ui mi shi.aka.idf.il/https:/vww niluimishi.aka. idf.il/ B ock 2
46. 19. 85. 192 | srael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS Attack None 2
79.177.152.12  |lsrael 147.237.0. 121 Lhtraceabl e SS. Sessi ons: si gal gs DoS At ack None 2
5 28 181 14 l srael 147 237 0. 121 Para@t er Typg Mol gti on ct | 00$Cont gnt A acetbl der 1$t xt Per ut Bakasha i n B ock 2
wwv il ui mi shi . aka.idf.il/vol unteeri ngbyage
192. 117. 101. 245]|I srael 147.237.0. 121 Unaut hori zed HTTP Met hod B ock 2
109. 67. 108. 250 |l srael 147.237.0.121 S Lhtraceabl e Gonnection - sigal gs DoS Atack None 1
46. 19. 86. 245 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 1
5.29.107. 15 | srael 147.237.0. 121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 1
194. 90. 89. 245 | srael 147. 237. 0. 121 UnanV\n‘ Pa_r arTet er f:tl O_O_GJnt_ ent Pl acetbl der 1_f uAddMar ri ageGert Docs&Fi | esToSend i n B ock 1
vy il ui mi shi . aka.idf.il/login
89.138.161. 168 |Israel 147.237.0.121 SSL Unhtraceabl e Connection - (pen Mde None 1
2.54.165. 133 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 1
212.179. 231. 229|l srael 147.237.0.121 Lhaut hori zed URL Access to www nitl ui mi shi.aka.idf.il/https:/ww il uimishi.aka.idf.il/ B ock 1
31.154.19.5 | srael 147.237.0.121 Uhaut hori zed URL Access to www il ui mi shi. aka.idf.il/aj ax/order/displ ayorderprint B ock 1
5.28.178. 94 | srael 147.237.0.121 Uhknown Parangeter tzav in wwy mluimishi.aka. idf.il/login B ock 1
176. 13. 3. 66 | srael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS At tack None 1
31.210. 188. 6 | srael 147.237.0.121 Lhaut hori zed URL Access to wwwu nitl ui mishi.aka. idf.il/https:/wwy mluimishi.aka. idf.il/ B ock 1
199. 203. 159, 137|I srael 147.237.0.121| | @meter Type Molation ctl003Chnt ent A acetbl der 13t xt Per ut Bakasha in Bock |1
wwv | ui mi shi. aka.idf.il/general petition
93 157, 86. 33 srael 147 237.0. 121 Paraneter Type Mol ation ctl 00$Qont ent A acetbl der 1$t xt F | esNangs in B ock 1

wan il ui mi shi . aka. i df. il /nedi cal conmitt eer equest

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
C1F5CAD76BA4C1669E451E0C2932381DES51BFB153033458029DBFF8D5043E4C63FA2919047C
29EEC3CCE3ACDD7313BA252C7398CC74061C64C20FF327F51441CFB62F6F7166A5231778280
8F657492A2F5B33DCCOE302132EEA1172155F59B547A683A2DEF65C2CBEF7AEE95246A284103
46.19.86.179 I srael 147.237.0. 1211 |a551C8D46CED3BIOFCDL12DABFAFAS, Chser ved None 11
0A5F68D15D5A994E6D64E8A6C199309C7BC8F951927FD5FD51C9847977546DF72B5CD57275
C8BEC6FA0C941BE11293419326C95440F30500C0A673F0109E60805E2F85E78B72FACL6D5D05
EESES5E9DA412077D6B1AD38A8BFE93F46ESE1CBOESCI92AAB

87.69.211.179 | srael 147.237.0.121 SSL Whtraceabl e Gonnection - Protocol violation (SSL_CONN CLI ENT_CERTI FI CATE REQUEST) None 1
Gooki e Tanpering on cooki e . ASPXAUTH Expect ed
B3356A55C25EE4556A691B537392201A7DD52A5668B2907A249107B6642FA5DAAAD2B8B6DC
S5EBF6BB4F1A39C052720EAS515E7E8CES95EALEL178BCA63ECA374FC16F95A9F7F3DFES5422AD6A
FOE46B373C08FBOE94A855E81CFC5F014FE30A2FBD617CD093032D83ECFD28EOE374C81456338
87.26.149.154 I srael 147.237. 01211 190A071B3308F4D6130CB313F7885, Chbser ved None (1
D79955B92F20032FA5BC817EE8C82A1082D732DFD96C34923BDE6C35B86CF756F2A20DAC643
D86707D946A2D74487325C3D4FD87D95009F85DF4DB48BD2392B9EC8A12650DEDCOE7911F2
44CA2FA3F5FC9382368D805FB539C1C1AC64CA915D8D57D0B

2.54.41.131 | srael 147.237.0. 121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 1

212.25.105. 125 |lsrael 147.237.0.121 SSL Lhtraceabl e Gonnection - Protocol violation (SSL GONN QLI ENT HALLO None 1
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