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12-28-2015 to 12-29-2015

|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo | Target Address |Ste | gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
212.25.121.195 I srael 147.237.0. 121 Bl ock Udp All Nets dr op BRL- | sr ael 9
2.54.19. 32 | srael 147.237.0.121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 6
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|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action
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12-28-2015 to 12-29-2015

|Top Attackers In |D|

Attacker Address |Attacker Geo | Target Address |Ste |Sgnature | count |
151.217.178. 63 147.237.0. 121 ET SCAN Potential VNC Scan 5900- 5920 2
210. 73. 74. 202 Chi na 147.237.0. 121 ET SCAN Potential SSH Scan 1
210.117.121. 60 Korea, Republic of 147.237.0. 121 ET SCAN NVAP -sS w ndow 3072 1
151.217.176. 25 147.237.0. 121 ET SCAN Potential VNC Scan 5900- 5920 1
192.198. 151. 44 Eur ope 147.237.0.121 ET SCAN NVAP -sA (2) 1
210.117.121. 60 Korea, Republic of 147.237.0.121 ET SCAN NVAP -sS w ndow 1024 1
138. 219. 176. 241 147.237.0. 121 ET SCAN Potential SSH Scan 1




12-28-2015 to 12-29-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo ‘Tar get Address |S t% Name Sgnature Z“;\tnl (;i ‘Count
66. 249. 93. 83 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2925
66. 249. 93. 89 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2792
66. 249. 93. 85 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 2425
64.236.4. 3 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 1253
66. 249. 93. 83 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 278
54.172.21.120 |Whited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 270
46.19. 85. 205 | srael 147. 237 0. 121 Sreanimg Er_]gi ne: TP Invalid Inval i d segnent retransnission. Packet drop 270
Ret r ansni ssi on dr opped.
66. 249. 93. 85 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 236
66. 249. 93. 89 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 219
66. 102. 9. 87 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 211
66. 102. 9. 97 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 208
40.77. 167. 25 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 178
66. 102. 9. 74 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 165
2 54.19. 212 I sragl 147 237.0. 121 Sreanhng qui ne: TP Invalid Inval id segnent retransmssion. Packet drop 144
Ret ransni ssi on dr opped.
157.55.39.199 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 133
83.170.100. 194 |Wnited Kingdom |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 130
2.52.27.73 | srael 147.237.0.121 SYN Attack SYN -> SYN- ACK -> RST rej ect 115
2.52.27.73 | srael 147.237.0.121 SYN At ack rej ect 113
157.55.39.211 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 110
66. 102. 6. 84 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 98
207. 46. 13. 46 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 87
46. 19. 85. 16 | srael 147.237.0. 121 Bad TCP sequence noni t or 81
217.69. 133. 250 :32::1”' on 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 70
49. 65.223.211 |China 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 64
46. 19. 85. 16 | srael 147.237.0.121 SYN At tack SYN - > SYN-ACK -> RST rej ect 64
15. 90. 166. 11 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 62
15. 90. 162. 12 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 58
108. 13. 8. 205 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 55
66. 102. 6. 87 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 52
82.166.57. 226 |lsrael 147.237.0.121 Bad TCP sequence I nval i d sequence nunber noni t or 52
62. 90. 70. 70 | srael 147.237.0.121 SYN At tack SYN - > SYN-ACK -> RST rej ect 49
74.94.135.197 |Whited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 48
95. 35. 0. 254 | srael 147.237.0.121 Bad TCP sequence SWNretransmt wth different w ndow scal e noni t or 44
217.69.133. 191 gcsj:;:ﬂ on 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 38
192. 115. 177. 203|I srael 147.237.0.121 SYN At tack SYN - > SYN-ACK -> RST rej ect 37
2 54.19.32 | srael 147. 237 0. 121 Sreanimg Er_1gi ne: TGP Invalid Inval id segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.
185. 3. 144. 16 I sragl 147 237.0. 121 Sreanhng Ejgi ne: TP Invalid Inval id segnent retransnission. Packet drop 36
Ret r ansn ssi on dr opped.
2 52 146. 67 | srael 147. 237 0. 121 Sreanimg Er_1gi ne: TGP Invalid Inval id segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.
217.69. 133. 252 g{sj:;;nl on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 35
66. 102. 6. 90 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 34
2.52.27.73 | srael 147.237.0.121 Bad TCP sequence I nval id ACK nunber noni t or 31
2.52.27.73 | srael 147.237.0.121 Bad TCP sequence Inval i d sequence nunber noni t or 31
149. 88. 95. 207 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 31
66.249.69.170 |Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 30
2.52.27.73 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber alert 27
149. 78. 230. 148 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 27
84.95. 211. 33 | srael 147.237.0.121 Bad TCP sequence SWNretransmt wth different w ndow scal e noni t or 25
199. 203. 226. 21 |l srael 147.237.0.121 SYN At ack SYN -> SYN-ACK -> RST rej ect 25
109. 65. 11. 81 | srael 147.237.0.121 Bad TCP sequence I nval i d ACK nunber noni t or 25
185. 32.179. 138 |l srael 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> RST rej ect 25




12-28-2015 to 12-29-2015

|Top Attackers In V\AF|

Attacker Address A(;t:Cker Target Address |S t% Sgnature z\t”i (;i ‘Count
109. 160. 237. 106|l srael 147.237.0.121| |F¥ameter Type Mol ation ct! 003Cont ent A acetbl der 1 xtF | eshanes in Bock |3
viwv m | ui mi shi . aka. i df . i | / changeuni t
79.180. 37.123 |l srael 147.237.0. 121 Lhtraceabl e SSL Sessi ons: hknown SSL Sessi on None 3
93.173.242. 217 |Israel 147.237,0. 121| |Franeter Type Miolation ctl 00SChnt ent M acetbl der 13t Fer ut Bakasha in Bock |3
wawv ni | ui mi shi . aka. i df.i|/changeuni t
213.8.204.1 | srael 147.237.0.121 Unt raceabl e SS. Sessi ons: si gal gs DoS At ack None 2
176.12.148.72 |l srael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS At tack None 2
109. 253. 156. 88 |l srael 147.237.0.121 Lhtraceabl e S3. Sessi ons: si gal gs DoS At ack None 2
176. 13.9. 192 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS At ack None 2
80.178.97.206 |lsrael 147.237.0. 121 Lht raceabl e SSL Sessi ons: hknown SSL Sessi on None 2
195. 95. 183. 254 |l srael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 2
85. 64. 61. 132 | srael 147.237.0.121 Uht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 2
82.80.133.133 | srael 147.237.0.121| |FAameter Type Violation ctl 00$Qontent A acetbl der 13Ubmt1 in Bock |2
viwv M | ui mi shi . aka. i df . i | / changeuni t
2.52.34.224 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 2

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed

DA73C62956AD582D1C4CA966E6499943E166CCFA274FBB0366B2669BB2757A13E2EFDCDF367
53A98619478BC00D891D1BC5AE20B74B2983A9D0ODBCC7E7C573CEEAEL1594CE7223DE729703
680C1D1A923A7C7B849DFAB84EDA86FAA2B8143228B46EF92F620D4DEE3C876D4667FD709965
87.142.129.130 fIsrael 147.237. 01211 1543£350720289B6 7AF28D51681165ELF, Cbser ved None (1
2ECB9515AAAE59F1D57CACAF30590EALIDS5841D57A9E94COE3A08F1AD8BA6403FCF7BCEL8042
396FE83DECA45B49BCB39BEA83FC737DE378BE440F67ACE9A76654FOEBADAF608F275D958A66

328259A2B59CD54B032362E8BEFC3E7DD3147EE69E335113

185. 32.179. 162 |l srael 147.237.0.121 S Lhtraceabl e Gonnection - sigal gs DoS Atack None 1
83.130. 115. 227 |l srael 147.237.0.121 Lhaut hori zed URL Access to www nitl ui mi shi.aka.idf.il/https:/vww niluimishi.aka. idf.il/ B ock 1
62.90. 52. 72 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Protocol violation (SSL_CONN Ol ENT_CERTI FI CATE REQUEST) None 1
2.52.35.18 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - (pen Mde None 1
89.139.179. 121 |Israel 147.237.0.121 Mil tiple Untraceabl e SS. Sessions from®89. 139. 179. 121 (si gal gs DoS At t ack) None 1
80.178.97.206 |l srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Lhknown SSL Sessi on None 1
46.19. 86. 17 | srael 147.237.0.121 Lhtraceabl e S3. Sessi ons: si gal gs DoS Atack None 1
192.114.87.4  |israel 147.237.0.121| | ameter Type Mol ation ctl00SCont ent A acerbl der 15txt A | eshanes in Bock |1
wan il ui mi shi . aka. i df.il/nedi cal committeer equest
84. 228. 194. 80 | srael 147.237.0.121 Mil ti pl e Lhtraceabl e SSL Sessi ons from 84. 228. 194. 80 ((Qpen Mde) None 1
213.151. 36. 128 |l srael 147.237.0. 121 Lhaut hori zed URL Access to waw nitl ui mi shi.aka. idf.il/https:/vww niluimishi.aka. idf.il/ B ock 1

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
EO4A5ABOE39E1B6813DE2271A81BAC9893B477E4989E14CEB2FDCO9B8COAECFED6A9876E8F11D
5E27B1039839A19CC15885473B945FC86242104F67A6E3356E65EB2BF5C74065F24CCC7EF355
BC7180895F4AEC66B438AD81C9B45BD91A1B1A411ED1ID3DD20C82120EDCDESB97722813533
31.210. 186. 105 |[Israel 147.237.0. 121 EOOE32AD72DE5BCA12C8587E67FC0B, Obser ved None 1
1D64B2542DF2DA3563D9BF291633582EFE2C8C6660E3C37643531F459AD4DDF656 FD9D10ADO
250EEAAFFA6A4COBOF6F21F68F2A67992A77486E2E57076F017D6E3127C1119801321D8AF98FB

68791A75D95B5689EAODF4732226BF44C8D1AS5BAB02F21

89.139.179. 121 |lsrael 147.237.0.121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
46. 19. 86. 65 | srael 147.237.0.121 Mil tipl e Lhtraceabl e SS. Sessi ons from46. 19. 86. 65 (sigal gs DoS At ack) None 1
109. 253. 199. 159|I srael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS At tack None 1
79.183.181. 93 | srael 147.237.0.121 SSL Uhtraceabl e Connection - (pen Mde None 1
O stributed Paraneter Type Mol ation on vww mil ui mi shi. aka.idf.il/changeunit anet er
37.26.148.151 |Israel 147.237.0.121| | Vonen S h e ot ci/;elasa;bmt i 9 par Bock |1
176. 13. 22. 119 | srael 147.237.0.121 O stributed Doubl e URL Encodi ng B ock 1
46. 19. 86. 65 | srael 147.237.0. 121 S Lhtraceabl e Gnnection - sigal gs DS Attack None 1
212.76.119. 220 |israel 147.237.0.121| [P @mweter Type Molation ctl003Chnt ent A acekol der 13ct | 005 xt A dPass in Bock |1
wwv mi | ui mi shi . aka.idf.il/personal settings
109. 253. 207. 150]l srael 147.237.0. 121 DO stributed Doubl e URL Encodi ng B ock 1
85. 64. 98. 60 | srael 147.237.0.121 Uhaut hori zed URL Access to wwwv nitl ui mishi.aka. idf.il/https:/wwy mluimishi.aka. idf.il/ B ock 1
80.178.97. 206 |l srael 147.237.0. 121 Mil tipl e Lhtraceabl e SSL Sessi ons from80.178. 97. 206 (hknown SSL Sessi on) None 1

12-28-2015 to 12-29-2015



