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|Top Attackers In |D|

Attacker Address |Attacker Geo | Target Address |ste |Dgnature | count |
59.45.79. 117 Chi na 147.237.0.121 ET SCAN Potential SSH Scan 1
199. 191. 56. 187 Lhited Sates 147.237.0.121 ET SCAN NVAP -sS wi ndow 3072 1
202. 124. 48. 157 Japan 147.237.0. 121 ET SCAN NVAP -sS w ndow 4096 1
123. 143. 79. 107 Korea, Republic of 147.237.0. 121 ET SCAN Potential SSH Scan 1
202. 124. 48. 157 Japan 147.237.0.121 ET SCAN NVAP -sS wi ndow 1024 1
209. 236. 124. 188 Lhited Sates 147.237.0.121 ET SCAN NVAP -sS wi ndow 1024 1




12-26-2015 to 12-27-2015

|Top Attackers In FW |

Sgnature

Target Address |S t% Nane
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66. 249. 93. 83 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 951
66. 249. 93. 89 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 852
66. 249. 93. 85 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 816
64. 79. 85. 205 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 526
217.171.42.130 |lItaly 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 486
149. 78. 239. 141 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 332
149. 78.194. 90 |lsrael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 307
66. 102. 9. 97 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 169
66. 102. 9. 74 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 165
66. 102. 9. 87 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 153
149. 78.23. 130 |lsrael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 143
149.78.109. 90 |lsrael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 132
66. 249. 93. 83 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 123
66. 249. 93. 85 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 117
2 52.131. 246 | srael 147 237.0. 121 Srearmng qul ne TP Invalid Inval i d segnent retransmssion. Packet drop 108
Ret ransni ssi on dr opped.
66. 249. 93. 89 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 92
157.55.39.178 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 73
149. 88. 61. 157 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 69
149. 88. 142. 227 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 58
217.69. 133. 248 gzz;;nl on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 57
149. 88. 176. 226 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 45
217.69. 133. 252 gj;:lnl on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 43
85.228.31.123 |Sweden 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 39
46. 19. 85. 213 | srael 147.237.0.121 SYN At t ack SYN -> SYN-ACK -> RST rej ect 36
5. 138. 110. 249 gj::lnl on 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 33
Russi an . . .
217.69. 133. 250 Federat i on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 33
207.46. 13.2 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 33
46. 120. 239. 231 |l srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 30
217.69. 133. 253 :Z:::tnl on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 29
149.50. 76. 114 |lLhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 29
217.69. 133. 251 gj::lnl on 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 28
149. 78. 50. 201 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 28
212.116. 166. 10 |l srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 27
212.116. 166. 10 |l srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber alert 27
217.69.133. 21 gj::lnl on 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 26
66. 249. 69. 165 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 25
217.69. 133. 191 :Z:::ﬂon 147.237.0.121|  [Geo-1 ocation enf orcerent Geo- | ocati on i nbound enf or cerent drop 24
85. 64. 18. 157 | srael 147.237.0. 121 Bad TCP sequence SN retransnit wth different w ndow scal e noni t or 21
149.50. 82. 115 |lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 20
157.55.39.179 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 20
217. 69. 133. 249 :Z:::ﬂon 147.237.0.121|  [Geo-1ocation enf or cerent Geo- | ocati on i nbound enf or cerent drop 18
66.249.69.170 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 18
185. 3.144. 165 |l srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 16
66. 102. 9. 33 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 13
149. 78. 136. 136 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 12
149. 88. 65. 252 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 11
141.8.183. 14 gj::lnl on 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 9
Russi an . . .

95. 108. 158. 159 Federat i on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 9
66. 249. 93. 208 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 9
66. 249. 69. 98 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 9
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192.198. 151. 43 [Rurope  |147.237.0. 121 [P @meter Type Mol ation ctl 00%nt ent A acetbl der 1 xtTitl e in Bock |2
viwy il ui mi shi . aka. i df.il/general petition
46. 120. 246. 11 |l srael 147.237.0.121 Mil tipl e Untraceabl e SS. Sessi ons from46. 120. 246. 11 (Qpen Mde) None 2
109. 67. 49. 244 |l srael 147.237.0. 121 Lhaut hori zed URL Access to www nitl ui mishi.aka.idf.il/https:/vwwn mluimishi.aka.idf.il/ B ock 1
2.54.14. 32 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
193.104.77. 4 | srael 147.237.0.121 Mil tiple Lhtraceabl e SS. Sessions from193. 104. 77. 4 (si gal gs DoS At tack) None 1
46. 120. 246. 11 |l srael 147.237.0.121 SSL Wntraceabl e Gonnecti on - pen Mde None 1
Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
3B7CCD6E4CI9EBD76F6A899634AD8BB532501B01D98B289E88BC2D78636091C61F8F6B65EEF77
A011D962E7022A43D321A7D13A205A1A05764DD14577999196A0596FD1838C0D669CC4FACA
1190A78084B3D0116598213947C2E30E96411A8F1FOFED2BBA4204FA0BC6D1DE5338C2CCCC00
185.3.146.89  lsrael 147.237.0.121)  \5a79p83119D7E2F291 70E13E949E7B,  Chser ved None (1
908C01A1E160D03B135A1F6750872E0B040CDAOBDB1FALIA3FF727AB4810256728D36BBF4D959
7F3E28B95985BF127D61FCC50EABOAA14504C1BF3B32E8BC67B98163D5E327985808FD6B822DB
6D90337DAA90D297114EC6E246C26361F6817600705E4
5 29. 138. 59 | srael 147. 237. 0. 121 Paranyat er Type. Mool a'.[ion. ctIOO$Cbnt entH acehbl der 1t xt F | esNanes i n B ock 1
wan mi | ui mi shi . aka. i df.il/nedi cal conmitteer equest
193.104.77.4 |l srael 147.237.0. 121 S Lhtraceabl e Gonnection - sigal gs DS Attack None 1
84.94. 33. 224 | srael 147.237.0.121 Lhknown Paraneter — in wwy ml ui mishi.aka.idf.il/newpassword/firstlogin B ock 1
185. 3. 146. 247 |l srael 147.237.0.121 SSL Untraceabl e Gonnecti on - (pen Mde None 1
46.120. 246. 11 |l srael 147.237.0.121 Doubl e LRL Encoding - paraneter: ReturnU |l in v mluimishi.aka.idf.il/login B ock 1
213. 8.204. 70 | srael 147.237.0.121 Doubl e LR Encoding - paraneter: ReturnUl in www nil uimishi.aka. idf.il/login B ock 1
89. 138. 26. 228 |l srael 147.237.0.121 Doubl e URL Encoding - paraneter: ReturnUl in wwwv nil uimishi.aka. idf.il/login B ock 1
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