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115. 239. 228. 10 Chi na 147.237.0.121 Frk Purple Gon Linit Htp drop BBL- Fr ankf urt 2
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|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |gte |dgnature | count |
218.104. 49. 211 Chi na 147.237.0.121 ET SCAN Potential SSH Scan 1
43. 245. 183. 201 Japan 147.237.0. 121 ET SCAN NVAP -f -sS 1
59.45.79. 117 Chi na 147.237.0. 121 ET SCAN Potential SSH Scan 1
93. 174. 93. 181 Net her | ands 147.237.0. 121 ET SCAN Potential SSH Scan 1
98. 119. 105. 221 Lhited Sates 147.237.0.121 ET SCAN NVAP -f -sS 1
98. 119. 105. 221 Lhited Sates 147.237.0.121 ET SCAN NVAP -sS wi ndow 4096 1
185. 130. 5. 231 147.237.0.121 ET SCAN Potential VWNC Scan 5900- 5920 1
43. 245. 183. 201 Japan 147.237.0. 121 ET SCAN NVAP -sS w ndow 2048 1
62. 232. 207. 210 Uhi t ed Ki ngdom 147.237.0. 121 ET SCAN Potential SSH Scan 1
94. 102. 48. 195 Net her | ands 147.237.0. 121 ET SCAN NVAP -sS w ndow 1024 1
98. 119. 105. 221 Lhited Sates 147.237.0.121 ET SCAN NVAP -sS wi ndow 2048 1
172.98. 200. 238 147.237.0.121 ET SCAN NVAP -sS wi ndow 4096 1




12-25-2015 to 12-26-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo ‘Tar get Address |9 t% Nanme dgnature
66. 249. 93. 83 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1251
66. 249. 93. 89 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1182
66. 249. 93. 85 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 857
149. 88. 8. 83 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 541
66. 102. 9. 87 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 173
66.102. 9. 74 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 164
149. 88. 176. 226 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 135
66. 249. 93. 85 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 131
66. 249. 93. 89 | srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 128
80. 113. 194. 205 |Net her| ands 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 117
66. 249. 93. 83 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 109
27.55.25.104 Thai | and 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 99
66. 102. 9. 97 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 87
27.55.135.233 |Thail and 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 80
2 52 55.198 — 147 237.0. 121 &rearmng Er_19| ne. TGP Invalid Inval i d segnent retransmssion. Packet drop 72
Ret r ansni ssi on dr opped.
217.69. 133. 21 :Z:::Inl on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 71
149.88.176.16 |lsrael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 56
157.55.39.178 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 48
149. 78. 230. 148 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 41
216.53. 143. 123 |lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 41
176.221. 173. 226|Georgi a 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 40
149. 78. 8. 188 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 31
157. 55. 39. 54 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 30
217.69.133. 251 gcsj:;:ﬂ on 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 28
52.91.82. 13 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 26
88. 167. 249. 103 |Fance 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 25
149. 78. 103. 175 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 25
85.228.29. 249 |Sweden 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 22
209. 135. 211. 206|Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 21
217.69. 133. 248 :Z:::Inl on 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 18
Russi an . . .
217.69. 133. 249 Federat i on 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 17
Russi an . . .
217.69.133.191 Feder ati on 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 16
66.249.64.170 |lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 16
66.249.93.236 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 16
66.249.81.254 |lLhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 13
5.22.134. 18 | srael 147.237.0.121 Bad TCP sequence I nval i d ACK nunber noni t or 11
217.69. 133. 253 :ZZ::FI on 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 11
209.126.117.15 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 10
130. 193.51. 95 RJF Sﬁ;;ni on 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 9
66.249.64.165 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 9
213.57.134.53 |lsrael 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 8
66.249.69.175 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 8
217.69.133.250 |0l 147.237.0.121|  |Geo-1ocation enf or cenent Geo- ocati on i nbound enf or cerent drop 7
207.46. 13. 2 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 6
5.102. 254. 51 | srael 147.237.0.121 Bad TCP sequence I nval i d ACK nunber noni t or 6
5. 102. 254. 91 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 5
31.210.187. 149 |lsrael 147.237.0.121 Bad TCP sequence I nval i d ACK nunber noni t or 5
157.55.39.179 |lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 5
149. 78. 202. 185 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 5
46.121. 229. 142 |l srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 5
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|Top Attackers In V\AF|

‘Attacker Geo |Target Address St%S’gnature

31.210. 187. 168 |l srael 147.237.0.121 Mil ti pl e Uhaut hori zed URL Access from 31. 210. 187. 168 Bl ock 14

31.210. 187. 168 |l srael 147.237.0.121 Paraneter Type Molation v in ww nil uimishi.aka idf.il/logincss B ock 8

79 180.121. 29 |i srael 147 237.0. 121 Paranfete_r Type_\A ol at_l on_ctl 00$Cont (_antFl acetbl der 1$txtF lesIBs in ock 4
wwv mi | ui mi shi . aka. i df.il/changeuni t

80.178.11.217 |lsrael 147.237.0. 121 Lht raceabl e SS. Sessi ons: si gal gs DoS Attack None 2

84. 228. 6. 186 | srael 147.237.0.121 Mil tipl e Uhtraceabl e SS_ Sessi ons from84.228. 6. 186 (sigal gs DoS At ack) None 2

79.180. 121. 29 |1 srael 147.237. 0. 121 LhknO_V\n_Po\_r an_et er gtl O_O_Cbnt_ent P acehbl der 1_f uAddDocs&Fi | eToActivate in B ock 2
wwv | ui mi shi. aka.idf.il/login

79.180. 121. 29 |1 srael 147. 237.0. 121 Unknc_)\An' Pa_r arTet er ptl O_O_Con_t ent Pl aceHbl der 1_f uAddDocsé&Fi | esToCheck in B ock 2
v il ui mi shi.aka.idf.il/login

37.26.149.184 |lsrael 147.237.0.121 Untraceabl e SS_ Sessi ons: si gal gs DoS At ack None 2

85, 64. 168, 12 lsradl 147 237.0. 121 Uﬂkn(.?W'I‘Pa!’ ar’r_et er (?t | OQ$CI>nt ent_ P aceHbl der 1$t xt Capt cha in ock 2
vy il ui mi shi . aka. i df.il/snsverify

79.183. 108. 124 |l srael 147.237.0.121 Lhaut hori zed URL Access to waw nitl ui mi shi.aka.idf.il/https: /v mluimishi.aka.idf.il/ B ock 1

2.54.185. 215 | srael 147.237.0.121 SSL Whtraceabl e Gonnection - sigal gs DoS Attack None 1

Ui ted Paraneter Type Mol ation
151. 229. 82. 216 |, 147.237.0.121 ct100_Cont ent P acetbl der 1_f uAddAddr essAppendi xI DDocs&Fi | esToSend i n ock 1
Ki ngdom P S )

v il ui mi shi . akasidf.il /1 ogin

82. 81 21. 107 | srael 147. 237, 0. 121 Par angt er Typg Mol gtl on ctl OO_O)nt‘ent M acetbl der 1_f uAddTi net abl eDocs&FH | esToSend i n 8 ock 1
viewy i | ui mi shi . aka. i df . i | / upl oadr egi st er. axd

2.54.139. 101 | srael 147.237.0.121 Uhaut hori zed LR Access to waw il ui mishi.aka.idf.il/&a€?a€Z ock 1

89. 139. 35. 157 |[Israel 147.237.0.121 SSL Lhtraceabl e Gonnection - sigal gs DoS Atack None 1

185. 3. 144. 46 | srael 147.237.0.121 Mil tipl e Uhtraceabl e SS_ Sessi ons from 185. 3. 144. 46 (sigal gs DoS At ack) None 1

2.54.148. 12 | srael 147.237.0.121 Mil tipl e Lhtraceabl e SS. Sessi ons from2.54.148. 12 (sigal gs DoS At ack) None 1

89. 139. 35. 157 |l srael 147.237.0.121 Untraceabl e SS. Sessi ons: si gal gs DoS At ack None 1

82 81.21. 107 | sragl 147 237.0. 121 Paran_et er T_ypg Mol a_ltl on ct | 00$Cont ent A acetbl der 1$t xt Ti net abl eF | esNanes i n ock 1
ww il ui mi shi . aka. i df.il/val tanmequest

185. 3. 144. 46 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 1

84. 228. 6. 186 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 1

2.54.148. 12 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1

109. 253. 201. 79 |l srael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: sigal gs DoS Attack None 1

82 81. 21. 107 | sragl 147. 237.0. 121 _Par anet er '_I'ypfe \/1 ol at ion Ft | 00_Cont ept P acetbl der 1_f uAddBoar dExansPer mi t Docs&H | esToSend B ock 1
in ww mluimishi.aka. idf.il/uploadregister.axd
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