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12-23-2015 to 12-24-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo

| Target Address

|Ste |Sgnature | Devi ce Action | P 1 ocati on. Locat i on |count |
82.81.12. 22 | srael 147.237.0.121 Bl ock_Udp All _Nets drop BBL- | srael 3
115. 239. 228. 10 Chi na 147.237.0.121 Frk Purple Gon Limt Htp drop BBL- Fr ankf urt 3
115. 239. 228. 10 Chi na 147.237.0. 121 Frk_Under Attack Con Htp drop BBL- Fr ankf urt 2




12-23-2015 to 12-24-2015

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Tar get Address |S 1] |S gnat ure |Davi ce Action
213. 8. 204. 64 | srael 147.237.0.121 13840: TLS (penSSL Heartbeat Packet B ock 2
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|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature

|Count
59. 45.79. 117 Chi na 147.237.0. 121 ET SCAN Potential SSH Scan 1
193. 105. 134. 220 Sweden 147.237.0. 121 ET SCAN NVAP -sS wi ndow 1024 1
89. 231. 153. 168 Pol and 147.237.0.121 ET SCAN Potential SSH Scan 1
208.67.1.131 Lhited Sates 147.237.0.121 ET SCAN Potential SSH Scan 1




12-23-2015 to 12-24-2015

|Top Attackers In FW |

Sgnature

Target Address |S t% Nane

‘ Attacker Geo

66. 249. 93. 83 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2389
66. 249. 93. 85 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2346
66. 249. 93. 89 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2116
149. 78. 47. 146 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 598
194. 42. 67. 50 Uni ted Kingdom |147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 336
66. 102. 9. 87 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 273
66. 249. 93. 85 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 254
66. 249. 93. 83 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 249
66. 249. 93. 89 | srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 244
66. 102. 9. 97 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 208
66. 102. 9. 74 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 177
2 52 52 147 | srael 147. 237 0. 121 Streanhng qui ne. TGP Invalid Invalid segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.
79.182.112. 14 |lsrael 147.237.0. 121 Bad TCP sequence SWNretransmt wth different w ndow scal e noni t or 107
149. 88. 7. 255 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 107
149. 78. 27. 228 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 95
149. 78. 134. 165 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 91
13.21.125.9 Uni ted Kingdom |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 76
157. 55. 39. 54 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 74
98. 216. 64. 170 |lLhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 72
149. 50. 71. 69 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 50
149. 78. 108. 102 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 45
5.29.77.203 | srael 147.237.0.121 Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 44
80. 178. 203. 162 |l srael 147.237.0. 121 Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 43
217.69. 133. 252 gj;:lnl on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 42
54.88.168. 129 |lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 42
217.69. 133. 251 ij::;q on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 40
193. 43. 158. 229 |Austria 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 39
149. 78.109. 19 |lsrael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 36
213.16.86.179 |Hungary 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 36
149. 78. 223. 239 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 36
82,81 23. 71 | srael 147. 237 0. 121 Sreanhng ﬁlgi ne: TP Invalid Inval i d segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.
62.219. 129. 152 |l srael 147.237.0. 121 Bad TCP sequence Inval i d sequence nunber noni t or 33
66. 249. 74. 83 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 26
66. 249. 74. 81 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 25
109. 64. 80. 144 |l srael 147.237.0. 121 Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 20
157. 55. 39. 79 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 20
46. 19. 85. 129 | srael 147.237.0. 121 Bad TCP sequence SWNretransmt wth different w ndow scal e noni t or 20
217.69.133.21 gzz;;nl on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 20
194. 90. 233. 101 |1 srael 147. 237 0. 121 Sreanhng ﬁlgi ne: TP Invalid Inval i d segnent retransnission. Packet drop 18
Ret r ansni ssi on dr opped.
77.127.220. 209 |l srael 147.237.0. 121 Bad TCP sequence SN retransmit wth different w ndow scal e noni t or 18
40.114. 210.53 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 18
217.69. 133. 249 ij::;q on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 17
217.69. 133. 250 :Z:::tnl on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 17
149. 88. 81. 41 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 16
94. 230. 86. 143 |l srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 16
66. 249. 93. 236 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 16
95. 131. 105. 238 |Uni ted Ki ngdom [147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 16
46.19. 85. 129 | srael 147.237.0. 121 Bad TCP sequence Inval i d sequence nunber noni t or 15
66. 249. 74. 83 | srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 11
217.69.133.191 ij::;q on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 11




12-23-2015 to 12-24-2015

|Top Attackers In V\AF|

A tacker Devi ce

Action ‘Count

Attacker Address Geo Target Address St%S‘gnature

212.235. 67. 47 I srael 147.237.0. 121 Unhaut hori zed HTTP Met hod Bl ock 16

Paraneter Type M ol ation ctl 00_Cont ent P acetbl der 1_f uAddBoar dExansPer mi t Docsé&H | esToSend in

81.168.13.78  |israel  |147.237.0.121| )y i) ui mi shi. aka. i o . i |/ upl oadr egi ster. axd Bock 4
31.168. 13. 78 I srael 147. 237.0. 121 Par anpt er 'I_'ypg \iol ._ati on ctl OO_Cbnt_entPI acetbl der 1_f uAddSt udyPer it Docs&H | esToSend in B ock 4
wwv mil ui mi shi . aka.idf.il/upl oadregi ster. axd
31.168. 13. 78 | srael 147.237. 0. 121 Par arr‘et er Typg Mol {;\ti on ctl OO_Cont_ent P acetbl der 1_f uAddTi net abl eDocsé&H | esToSend i n B ock 4
wwv il ui mi shi . aka.idf.il/upl oadregi ster. axd
5.29.213.183 | srael 147.237.0.121 Unaut hori zed HTTP Met hod B ock 4
93 157. 86. 33 st al 147 237 0. 121 Paranfet er Type_ M ol aFion. ctl 00$Cbnt entEI acetbl der 1%t xt F | esNanes i n B ock 4
wan il ui mi shi . aka. i df.il/nedi cal conmitteer equest
176. 13. 8. 193 | srael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS At tack None 3
192.198.151. 44 |Europe  |147.237.0 121| | @meter Type Mol ation ctl 005Cont ent Al acetbl der 15t xt A | eshanes in Bock |2
viwv m | ui mi shi . aka. i df . i | / changeuni t
132. 64. 216. 26 | srael 147.237.0.121 Uhknown Par anet er ct | 00$Cont ent Al aceHbl der 1$t xt Capt cha i n vww mi | ui mi shi . aka.idf.il/snsverify |B ock 2
Paraneter Type M ol ation ctl00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n
188.120.148. 142|1srael  [147.237.0.221| (2R e o el hof 11 cer vt act ng Block |2
93.172. 49. 52 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS Attack None 2
80. 246. 139. 189 |l srael 147.237.0. 121 SS. Lhtraceabl e Gonnection - sigal gs oS Attack None 1
213. 57. 80. 82 | srael 147.237.0.121 Uhaut hori zed URL Access to v nitl ui mishi.aka. idf.il/https:/wwy mlui mishi.aka. idf.il/ B ock 1
185. 32.179. 132 |l srael 147.237.0.121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
93.172. 49. 52 | srael 147.237.0. 121 Mil tiple Lhtraceabl e SS. Sessi ons from93. 172. 49.52 (sigal gs DoS At ack) None 1
46.19. 86. 161 | srael 147.237.0.121 S Lhtraceabl e Gonnection - sigal gs DoS Atack None 1
2.54.1.129 | srael 147.237.0.121 Mil tiple Lhtraceabl e SSL Sessions from?2.54. 1. 129 (sigal gs DoS At ack) None 1
83.130. 115. 227 |l srael 147.237.0.121 Lhaut hori zed URL Access to www nitl ui mi shi.aka.idf.il/https: /v il uimishi.aka.idf.il/ B ock 1
93. 172. 49. 52 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
79.177.49. 236 | srael 147.237.0.121 SSL Uhtraceabl e Connection - (pen Mde None 1
2.54.1.129 | srael 147.237.0. 121 S Lhtraceabl e Gnnection - sigal gs DS Attack None 1
91.231.192. 149 |lsrael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Lhknown SSL Sessi on None 1
192.114.91. 215 |lsrael 147.237.0.121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 1
70.178. 107. 222 |1 srael 147. 237. 0. 121 Para@t er Type_ M ol a.ti on. ctIOO$Cont entEIaceI—bI der 1%t xt Per ut Bakasha i n B ock 1
wan il ui mi shi . aka. i df.il/nedi cal conmitteer equest
213.8.71.146 | srael 147.237.0. 121 Suspi ci ous Response Code B ock 1
185. 32.179. 132 |lsrael 147.237.0.121 Mil tiple Untraceabl e SS. Sessions from 185. 32. 179. 132 (si gal gs DoS At ack) None 1

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
DO5EA63CC62EBF0657F97B64D1A5C85D1DD3588E3886A51759CE7DEB3COFCB1E5458BF71A90
6D60D909429E11ECI91D9F7853866C00731AA234E1180E77199CF6587B345EB3E9E85238BE130
CB94C5ADA39995A2A0FCB64AA574BFSEOAF713A666C95B6FEF040E503852426BFB82C9B55AA
46. 19. 85. 100 | srael 147.237.0.121 DO69FCI6D08502F6BA240653747D48, Cbser ved None 1
1949C679A46A3FB1CO8BFOEC464865176086BC7FF61F780CD72C2C7FDOB2E0478082F3C4CA2
C718B381C4AD4D1BA717CA438440F58DD6D2400619700FE24C16858297FBAD50CEB683B64F7AE
B69614F823204ED26C1760FE8114B1E51B962828AF581535

192. 116. 190. 198|l srael 147.237.0.121 SSL Uhtraceabl e Connection - (pen Mde None 1
O stributed Whaut hori zed URL Access on

94.230.82.143  Israel 147.237.0. 021 | o vl vii i shi . aka, i of i |/ hit ps: /v nil ui i shi . aka, i i1/ Block 1
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