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12-22-2015 to 12-23-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo

| Target Address |Ste |Sgnature | Devi ce Action | P 1 ocati on. Locat i on |count |
212.179. 28. 34 | srael 147.237.0.121 Bl ock_Udp All _Nets drop BBL- | srael 27
115. 239. 228. 10 Chi na 147.237.0.121 Frk _Under Attack _Con Htp drop BBL- Fr ankf urt 4
115. 239. 228. 10 Chi na 147.237.0. 121 Frk Purple Gon_Limt Htp drop BBL- Fr ankf urt 3
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|Top Attackers In |D|

Attacker Address |Attacker Geo

45. 63. 8. 95

|Target Address |StdSgnature

147.237.0.121

ET SCAN NVAP -sS wi ndow 1024

|Count |

125.211. 216. 68

Chi na

147.237.0.121

ET SCAN Potential SSH Scan

212. 25.105. 125

| srael

147.237.0.121

SERVER- APACHE Apache nod_ssl non-SSL connection to SSL port denial of service attenpt

51. 254. 44. 137

Uni ted Ki ngdom

147.237.0.121

ET SCAN Potential SSH Scan

183. 60. 48. 25

Chi na

147.237.0. 121

ET SCAN Potential SSH Scan
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12-22-2015 to 12-23-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo Target Address |S t% Nanme Sgnature
66. 249. 93. 85 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2989
66. 249. 93. 83 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2841
66. 249. 93. 89 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 2509
108.171.128. 172|Uni ted Ki ngdom |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 490
159. 203. 134. 134|Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 432
66. 249. 93. 83 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 291
66. 249. 93. 89 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 291
66. 249. 93. 85 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 268
149.78.229.16 |lsrael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 259
66. 102. 9. 97 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 248
66. 102. 9. 74 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 247
66. 102. 9. 87 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 221
149. 78. 43. 88 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 206
149. 78. 174. 246 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 165
84. 228, 144. 175 |israel 147.237.0. 121 SIream\ng El_ﬂgl ne TP Invaid Inval i d segnent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.
207.46.13.151 |lLhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 133
149. 88. 186. 52 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 122
149. 88. 233. 73 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 116
85.115.52.201 |Uhited Kingdom |147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 114
79 179.4.1 I sragl 147.237.0. 121 Srean ng Eljgl ne: TP Invalid Inval i d segnent retransmssion. Packet drop 90
Ret r ansm ssi on dr opped.
207.46.13.162 |Whited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 74
62. 90. 193. 162 | srael 147.237.0.121 Bad TCP sequence Inval i d sequence nunber noni t or 64
157. 55. 39. 79 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 59
203.79.120.21 |New Zeal and 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 44
93.172.27.237 |lsrael 147.237.0.121 dr op SAMrul e drop 36
82,81 23. 71 | srael 147. 237. 0. 121 Srearmng &gl ne. TGP Invalid Invalid segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.
109. 66. 52. 82 | srael 147.237.0. 121 Bad TCP sequence scal :CK retransmt with different w ndow noni t or 36
149. 78. 230. 148 |l srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 35
40.77.167. 7 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 33
93. 109. 253. 6 Qypr us 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 32
149. 78.170. 141 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 29
66. 102. 6. 147 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 26
66. 249. 74. 83 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 25
79.181. 8. 147 | srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 25
217.69. 133. 250 RJSIS:;ni on 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 24
Russi an . . .
217.69. 133. 253 Federati on 147.237.0.121 Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 22
70. 32. 45. 67 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 21
217.69. 133. 252 RJSIS:;ni on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 20
64.120.46. 187 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 19
149. 88. 119. 205 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 19
79.178. 188. 35 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 18
217.69.133. 251 RJSIS:;ni on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 18
Russi an . . .
217.69. 133. 248 eration 147.237.0.121 Geo-1 ocati on enf or cenent Geo-l ocation i nbound enf or cenent drop 18
2.54.137.138 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 17
2.54.137.138 | srael 147.237.0. 121 Bad TCP sequence I nval i d sequence nunier noni t or 17
2.54.137.138 | srael 147.237.0. 121 Bad TCP sequence I nval i d ACK nunber alert 17
84.108.206.76 |l srael 147.237.0.121| [Bad TCP sequence SSC' ajj :CK retransmt wth different wndow | 16
Russi an . . .
217.69.133. 191 ration 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 13
66. 102. 6. 153 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 13
217.69. 133. 21 Russi an 147.237.0.121 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 11

Feder at i on
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Geo Target Address |9 t% Sgnature Action ‘Count
132.76.50. 6 | srael 147.237.0. 121 Suspi ci ous Response Code B ock 6
192. 115. 130. 253l srael 147.237.0.121 Suspi ci ous Response Code B ock 6

Gooki e Tanpering on cooki e . ASPXAUTH Expect ed
44DC1CEB2389ADI966E7188120275E331606405207BE6B374C085705058DA0F617140B93B306
CA3740F1F5D7C2D676ABDD75F68789E4F398EAAF10A701D23BCFELDA29B89BC75D8797A7ELD
F276A6873DB0BF3881009EFDI25644040D257B7B7 FF537 ABEB4CB2EF7335E940FAAB44B5CO4EF
212.25.123.18  Israel 147.237.0.1211 141 839298EF6302DAG3CLOODBIF3S, Cbser ved None 3
529D39144C51315E790B739D448EBFB4459EA494 CABO6A3232ABCO74490CE772557 AED2F79ES
64C6778EC0D055240C35395AA757E8E78C7871CCBELEF1B5B99874FDD1FDI73A250207BF37EGE
5EDCC38DAE91FBBC53883E2E4C8404A8B4 C3EACBI015BF

87.68.39.173 | srael 147.237.0.121 Uhknown Paraneter prmin www ml ui mishi.aka.idf.il/login B ock 3
31.154. 155. 182 |Israel 147.237.0. 121 Uht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 3
193. 34. 56. 101 | srael 147.237.0.121 Untraceabl e SS. Sessi ons: si gal gs DoS At ack None 3
81.218.241.26 |lsrael 147.237.0.121 Uhaut hori zed URL Access to wwu mi | ui mi shi.aka.idf.il/$$$&?&?$$$ B ock 3
46.19. 86. 167 | srael 147.237.0.121 Lhtraceabl e S3. Sessi ons: si gal gs DoS At ack None 2
185. 32.179. 216 |lsrael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS At ack None 2
192.114.87.2 | srael 147.237.0. 121 Uhaut hori zed URL Access to waw m | ui mishi.aka.idf.il/1399-he/ ml ui maspx B ock 2
46.19. 85. 114 | srael 147.237.0.121 Uht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 2
37.26. 147. 246 | srael 147.237.0.121 Untraceabl e SS. Sessi ons: si gal gs DoS At ack None 2
109. 253. 222. 2201 srael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: sigal gs DoS At tack None 2
213.8.84.204  |israel 147.237.0.121| [P @mweter Type Mol ation ctl00SCont ent A acerbl der 15t xt A | eshanes in Bock |2
wan mil ui mi shi . aka. i df.il/nedi cal committeer equest
31.168. 13. 78 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - (pen Mde None 1
132.64. 160. 121 |israel 147.237. 0. 121 Uﬁknc_)V\n. Pa_r arTet er .ctl O_O_Con_t ent Pl aceHol der 1_f uAddSt udyEnpl oynent Per ni t Docs&Fi | esToSend in B ock 1
vy il ui mi shi . aka.idf.il/login
80. 246. 136. 216 |l srael 147.237.0. 121 Mil tiple Uhtraceabl e SS. Sessi ons from 80. 246. 136. 216 (si gal gs DoS At t ack) None 1
213.57.222.239 |lsrael 147.237.0.121 Lhknown Paranet er onepasswdfill in ww niluimishi.aka. idf.il/login B ock 1

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed

A9630F3C8A0282BC49CEF2CFC01F97B4BBF48E970452CEE33DED4AF56 C2DD86F43F4ACF60F77C
94EOB32B26FD98476931283C2C425B749DD06237D4591B02F7724A6022A307F8DESDBC406CE
DCF9A85E83D1FE65F5926D0922F6B1653809548D81BA51553ABA1C7F65C51938DACIFAF3C88
46.19.85.71 | rael 147.237.0.121)  13p6EFCRE0DB5F5FADSTFDBAA4F5A9, Chser ved None 11
464F6C3C955A218FCB2120424EF7EAE7AD1DO4BE20E10E8D95FD36 DDDB63C8DI9F53FE2ES5A888
258ED44F22CD2C5B175F515DE21EFO388EB15AD22A304CECC039F8682E6D546188BA6ADDI2F

89748F2B9859E0CI9B1C3161D172613CE545D81FA603566E

2.54.0. 10 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS At ack None 1
194. 90. 186. 65 I sragl 147. 237.0. 121 U1knc_)\/\n' Pa_r arTet er gtl O_O_Cbnt_ ent Pl acetbl der 1_f uAddMar ri ageCert Docs&Fi | esToSend i n B ock 1
v | ui mi shi.aka.idf.il/login
176. 12. 142. 29 | srael 147.237.0.121 Doubl e URL Encoding - paraneter: ReturnU| in ww niluimishi.aka.idf.il/login B ock 1
85. 64. 88. 58 | srael 147.237.0. 121 Lhaut hori zed URL Access to ww nitl ui mi shi.aka.idf.il/https:/vww niluimishi.aka. idf.il/ B ock 1
46.19. 86. 185 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS At ack None 1
31.168. 201. 223 |l srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Lhknown SSL Sessi on None 1
212 25.123. 18 | srael 147. 237. 0. 121 Paranfet e_r Type_ Mol aFlon. ctl 00$Cbnt entEI acetbl der 1%t xt H | esNangs in B ock 1
wan il ui mi shi . aka. i df.il/nedi cal conmitt eer equest
80. 246. 136. 216 |l srael 147.237.0. 121 S Lhtraceabl e Gnnection - sigal gs DS Attack None 1
Paraneter Type Mol ation ctl 00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n
2.54.11.118 | srzel 147.237.0. 1211 )y it ui mi shi . aka.i df .|/ ent al heal thof fi cer cont acti ng Bock |1
Mil tiple Lhtraceabl e SS. Sessi ons from212. 25. 105. 125 (Protocol viol ation
212.25.105. 125 |Israel 147.237.0. 121 (SSL_CONN CLI ENT_HELLO)) None 1
176. 13. 3. 205 | srael 147.237.0. 121 Doubl e LR Encoding - paraneter: ReturnUl in vww mluimishi.aka.idf.il/login B ock 1
79.181.31.112 |Israel 147.237.0.121 Mil tiple Uhtraceabl e SSL Sessions from79.181. 31. 112 (Qpen Mbde) None 1
212 117.136.6 |1srael 147. 237. 0. 121 Param'a'[ er Type '\/1 ol at_| on ptl 00$Cont ent A acetbl der 1$t xt NewPass1 in B ock 1
wany i | ui mi shi . aka. i df . i |/ changepasswor d/ newpasswor d
176.12.136. 102 |l srael 147.237.0. 121 S Lhtraceabl e Gnnection - sigal gs DS Attack None 1
80. 246. 137. 53 | srael 147.237.0.121 S Lhtraceabl e Gonnection - sigal gs DoS Atack None 1
46.19. 86. 149 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS Attack None 1
212.25.105. 125 |Israel 147.237.0. 121 SSL Lhtraceabl e Gonnection - Protocol violation (SSL CONN OLIENT HALO None 1
185. 32. 179. 90 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
79.181. 31. 112 | srael 147.237.0.121 SSL Uhtraceabl e Connection - (pen Mde None 1
37.26.148.143 |lsrael 147.237.0. 121 S Lhtraceabl e Gnnection - sigal gs DS Attack None 1
176. 12. 138. 59 I sragl 147. 237.0. 121 Unknown Paraneter ctl00_Cont ent Pl aceHol der 1_f uAddPar t ner Appendi x| DDocs&F | esToSend i n B ock 1

v il ui mi shi . aka.idf.il/login
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