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|Top Attackers | n DDoS- Def ence |
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| Attacker Geo

| Target Address |Ste | gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
2.54.145. 188 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 92
81.218. 2. 118 | srael 147.237.0.121 B ock_Udp Al _Nets drop BBL- | srael 3
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12-21-2015 to 12-22-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste |Sgnature | count |
191. 237. 42. 242 Lhited Sates 147.237.0. 121 ET SCAN Potential SSH Scan 1
85. 111. 44. 236 Tur key 147.237.0.121 ET SCAN Potential SSH Scan 1
187.120. 82. 122 Brazil 147.237.0.121 ET SCAN Potential SSH Scan 1
192. 198. 151. 45 Eur ope 147.237.0.121 ET SCAN NVAP -sA (2) 1
59. 45.79. 117 Chi na 147.237.0. 121 ET SCAN Potential SSH Scan 1
183. 60. 48. 25 Chi na 147.237.0. 121 ET SCAN Potential VWNC Scan 5900- 5920 1
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|Top Attackers In FW |

‘At tacker Geo Target Address |S t% Nane Sgnature
66. 249. 93. 89 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2639
66. 249. 93. 97 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2147
66. 249. 93. 93 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1458
66. 249. 93. 83 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 1115
66. 249. 93. 85 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 1046
66. 102. 9. 74 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 272
66. 249. 93. 89 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 269
93. 109. 253. 6 CQypr us 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 268
149. 78.123. 78 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 234
66. 102. 9. 97 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 210
66. 249. 93. 93 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 153
66. 102. 9. 87 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 151
149.50. 77.180 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 151
79.182.100. 18 |1 srael 147. 237 0. 121 Srearmng @gl ne: TP Invalid Inval i d segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.

66. 249. 93. 97 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 125
185. 3. 144. 70 | srael 147. 237 0. 121 Streamng qul ne. TGP Invalid Invalid segnent retransnission. Packet drop 117
Ret r ansni ssi on dr opped.

66. 249. 93. 83 | srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 102
66. 249. 93. 85 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 85
207.46.13.151 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 71
13.17.125.9 Uni ted Kingdom |147.237.0.121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 68
149. 78. 63. 20 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 64
66. 102. 6. 87 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 62
13.21.125.9 United Kingdom |147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 60
149. 78.234. 31 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 52
217.69.133.253 |10 &0 147.237.0.121|  |Geo-location enfor cenent Geo- | ocati on i nbound enf or cenent drop 49
157.55. 39. 253 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 38
2.52.3.198 | srael 147.237.0. 121 Bad TCP sequence I nval i d ACK nunber noni t or 36
77.125. 149. 122 | srael 147 237.0. 121 Srearmng Erjgl ne: TP Invalid Inval i d segnent retransmssion. Packet drop 36
Ret r ansm ssi on dr opped.
2.52.3.198 | srael 147.237.0. 121 Bad TCP sequence Inval i d sequence nunber noni t or 36
2.52.3.198 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber alert 36
152. 62. 109. 210 |Eur ope 147.237.0. 121 Bad TCP sequence I nval i d ACK nunber noni t or 30
149. 78. 53. 87 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 29
217.69.133. 250 |10 &1 147.237.0.121| |Geo-location enfor cenent Geo-l ocati on i nbound enf or cenent drop 29
66.249.93.211 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 27
2 54.145. 188 | srael 147 237.0. 121 Srearmng qul ne TP Invalid Inval i d segnent retransmssion. Packet drop 26
Ret ransni ssi on dr opped.

212.68. 132. 218 |l srael 147.237.0.121 SYN At t ack SYN -> SYN-ACK -> RST rej ect 25
66.249.69.170 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 25
217.69.133. 191 gj;:lnl on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 22
2.54.13. 27 | srael 147.237.0.121 SYN At t ack SYN -> SYN-ACK -> RST rej ect 21
217.69. 133. 252 ij::;q on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 20

Russi an . . .
217.69. 133. 249 Federat i on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 20
Russi an . . .
217.69. 133. 251 Feder ati on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 18
66.249. 69. 165 |lLhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 18
2.52.55. 186 | srael 147.237.0. 121 SYN Attack SYN -> SYN-ACK -> RST rej ect 17
66. 249. 69. 170 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 17
66.249. 93. 236 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 16
66. 249. 93. 56 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 16
157. 55. 39. 26 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 15
157.55.39. 221 |lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 15
5.22.134.76 | srael 147.237.0. 121 Bad TCP sequence I nval i d ACK nunber noni t or 14
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|Top Attackers In V\AF|

Devi ce

At acker

Geo Target Address |S t% Sgnature Action ‘Count
176. 12. 137. 251 |l srael 147.237.0. 121 Mil tiple Uhtraceabl e SS. Sessi ons from 176. 12. 137. 251 (si gal gs DoS At ack) None 3
185. 32. 179. 66 |l srael 147.237.0. 121 Untraceabl e SS. Sessi ons: sigal gs DoS At ack None 2
2.54.2.182 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - sigal gs DoS Atack None 1
192. 114. 91. 246 |l srael 147.237.0. 121 SSL Uhtraceabl e Connection - (pen Mde None 1
132.64.26.112 |lsrael 147.237.0. 121 SSL Uhtraceabl e Connection - Protocol violation (SSL_OONN APPLI CATI ON DATA EXCHANGE) None 1
Gooki e Tanpering on cooki e . ASPXAUTH Expected , Cbserved
012EODOF6702E8BAEAF6D5D97FFC2FAED992CAE6GA4EL121E6A85289F47EE83B1E4ADEC64AB7EF998
B30570F363ABI9F69DB46C7F306ED526E66B251E44820C9663C0428F01A14F6E84BD589F7C85CB
77.125.74.179 I srael 147.237.0.121 4ABC2DAE34F76674E494BOBE168FCE634DAC2ES8COC83183E57BA88726B731C0B49B35C70DEBC None !
ACF6C60920F23D7C79AD083C5D37610CAAF1A07DAB19EF60EC3C2CAC2E32A9A9F0E23A79ES
7D6F2E39A8097C0
5.102. 214. 250 |l srael 147.237.0. 121 Doubl e URL Encoding - parangeter: ReturnUl in vww mluimishi.aka idf.il/logn B ock 1
2.54.2.176 | srael 147.237.0. 121 Mil tiple Lhtraceabl e SS. Sessions from?2.54.2. 176 (sigal gs DoS At ack) None 1
176. 13. 23. 163 |l srael 147.237.0. 121 Doubl e UR. Encoding - paraneter: ReturnUl in ww niluimishi.aka.idf.il/login B ock 1
89. 139. 46. 86 | srael 147.237.0. 121 SS. Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
46.19. 86. 239 |l srael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: si gal gs DS At ack None 1
2.54.5. 77 | srael 147.237.0. 121 Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
Paraneter Type Mol ation ctl00$Cont ent A acetbl der 1$t xt Per ut Bakasha in
80.179. 188. 234 || sr el 147.237.0. 1211y iy i miysphi _akaidf i |/mental heal t hof fi cer cont acti ng Bock |1
Paraneter Type Mol ation _ EVENTVALI DATION i n
46.19.85.6 I srael 147.237.0.121 Wy il | ui miysphi _aka. i df .i |/ medi cal conmi t t eer equest Bl ock !
2.54.2.176 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
93.172. 27. 237 |israel 147. 237 0. 121 Para@t er T_ype' Mol qi on ctI00$Cbnt ent PI acehbl der 1t xt F | esNanes i n B ock 1
wan mi | ui mi shi . aka. i df.il/nedi cal conmitteerequest
62.90. 126. 184 |lsrael 147.237.0. 121 Suspi ci ous Response Code B ock 1
2.54.144.189 |lsrael 147.237.0. 121 Paraneter Type M ol ation ct| 00$Gont ent A acetbl der 1$t xt Pass in wwv ml ui mi shi.aka.idf.il/l ogin B ock 1
176. 12. 137. 251 |l srael 147.237.0. 121 S Unhtraceabl e Gonnection - sigal gs DoS Attack None 1
83. 130. 115. 227 |l srael 147.237.0. 121 Lhaut hori zed URL Access to waw mil ui mishi.aka. idf.il/https:/ww mluimishi.aka idf.il/ B ock 1
46.19. 86. 18 | srael 147.237.0. 121 Doubl e UR. Encoding - paraneter: ReturnUl in ww niluimishi.aka.idf.il/login B ock 1
2.54.2.182 | srael 147.237.0. 121 Mil tiple Lhtraceabl e SSL Sessions from?2.54. 2. 182 (sigal gs DoS At ack) None 1
192.114. 91. 246 || sr ael 147.237.0. 121 Mil tipl e Untraceabl e SSL Sessi ons from192. 114. 91. 246 (Qpen Mbde) None 1
109. 64. 201. 56 |l srael 147.237.0. 121 Uhaut hori zed URL Access to vwwv m | ui mi shi.aka.idf.il/1399-he/ nil ui maspx B ock 1
62.219. 234. 126 |l srael 147.237.0. 121 Lhaut hori zed URL Access to wwu mil ui mishi.aka. idf.il/https:/ww mluimishi.aka idf.il/ B ock 1
5.29. 74. 249 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - (pen Mde None 1
2.52.147.214 |israel 147.237.0.121| |Fameter Type Molation ctl00$Cnt ent A acerbl der 13t xt Per ut Bakasha i n Bock |1
vwwy ma | ui mi shi . aka.idf.il/general petition
176. 13. 18. 45 | srael 147.237.0. 121 S Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
89. 139. 46. 86 | srael 147.237.0. 121 Mil tipl e Lhtraceabl e SS. Sessi ons from89. 139. 46. 86 (si gal gs DoS A t ack) None 1
46. 19. 86. 41 | srael 147.237.0. 121 Lhtraceabl e SS. Sessi ons: si gal gs DoS At ack None 1
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