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W 212.199. 112. 144, |srael
85. 64. 113. 244, | srael

W 84.228.101.57, |srael
31.168. 133. 226, |srael

B 62.90. 126. 184, |srael

W 46.19.85.90, |srael

W 192.198. 151. 45, Europe

W 2.52.180.42, |srael
46.121. 142. 123, | srael

W 77.127.127.41, Israel




12-20-2015 to 12-21-2015

|Top Attackers | n DDoS- Def ence |
Attacker Address

|Attacker Geo | Target Address |Ste |9 gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
212.199. 112. 144 | srael 147.237.0. 121 Anonal y- TLS-renegoti ation-A i dest - reset BBL- | srael 126
31. 168. 133. 226 | srael 147.237.0. 121 Bl ock_Udp Al _Nets drop BBL- | srael 3




12-20-2015 to 12-21-2015

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



12-20-2015 to 12-21-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | count
192.198. 151. 45 Eur ope 147.237.0. 121 ET SCAN NVAP -sA (2) 3
94.102. 48. 195 Net her | ands 147.237.0. 121 ET SCAN NVAP -sS w ndow 1024 1
223.4.174. 30 Chi na 147.237.0. 121 ET SCAN Potential VNC Scan 5900- 5920 1
192. 198. 151. 43 Eur ope 147.237.0. 121 ET SCAN NVAP -sA (2) 1
193. 105. 134. 220 Sweden 147.237.0. 121 ET SCAN NVAP -sS wi ndow 1024 1




12-20-2015 to 12-21-2015

|Top Attackers In FW |

Sgnature

Target Address |S t% Name

‘ Attacker Geo

66. 249. 93. 85 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 3720
66. 249. 93. 83 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 3152
66. 249. 93. 89 Lhited Sates 147.237.0. 121 @eo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 2128
149. 88. 213. 104 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 486
68. 180. 229. 110 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 317
66. 249. 93. 85 | srael 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 284
149. 78. 229. 97 |lsrael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 264
66. 249. 93. 89 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 249
66. 249. 93. 83 | srael 147.237.0. 121 @eo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 222
66.102. 9. 74 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 197
149.78.41.170 |lsrael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 180
66. 102. 9. 87 Lhited Sates 147.237.0.121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 171
149. 78. 242. 197 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 165
17.78.98. 182 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 155
149. 88. 185. 151 |l srael 147.237.0. 121 @eo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 146
149. 78. 27. 168 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 143
157.55. 39. 214 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 138
66. 102. 9. 97 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 138
79. 178. 170. 236 | srael 147.237. 0. 121 S reanm ng Enjgi ne: TP Invalid Inval i d segnent retransnission. Packet drop 108
Ret r ansnii ssi on dr opped.

79.25.232.148 |ltaly 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 108
149. 88. 231. 14 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 102
149. 78. 148. 43 |l srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 89
192. 88. 162. 1 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 84
49. 224. 243. 212 [New Zeal and 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 80
138.134. 192. 10 |l srael 147.237.0. 121 SYN At t ack SYN -> SYN ACK -> RST rej ect 75
68. 180. 228. 168 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 68
13.21.125.9 Uni ted Kingdom |147.237.0.121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 68
149. 78. 148. 218 |l srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 59
69. 180. 5. 172 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 49
66. 249. 80. 33 Australia 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 48
149. 78.242. 32 |l srael 147.237.0. 121 @eo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 48
207.46.13.138 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 46
149. 88. 7. 255 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 45
79.183.114.96 |lsrael 147.237.0.121 Bad TCP sequence SYNretransmit wth different wndow scal e noni t or 43
157.55.39.229 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 39
217. 69. 133. 249 gz::aalnl on 147.237.0. 121 Qeo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 34
17.78.97. 150 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 33
195. 200. 205. 35 |l srael 147.237.0.121 SYN At tack SYN -> SYN-ACK -> RST rej ect 29
157.55.39.230 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 28
149. 78. 42. 40 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 26
66.249. 93. 234 |lhited Sates 147.237.0. 121 @eo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 25
77.126.32.73 | srael 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 25
149. 88. 226. 235 |l srael 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 24
66. 249. 69. 90 Lhited Sates 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 24
66. 102. 9. 44 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 22
147.235. 8. 62 | srael 147.237.0.121 SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 22
52.90. 122. 88 Lhited Sates 147.237.0. 121 @eo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 20
147.235.8.62  |israel 147.237.0.121| |Bad TGP sequence SSZS‘:?CK retransmt wth different window oo o 20
66. 102. 9. 33 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 19
66.249.69.170 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 18




12-20-2015 to 12-21-2015

|Top Attackers In V\AF|

Devi ce

At acker

Geo Target Address |S t% Sgnature Action ‘Count
85. 64. 113. 244 |l srael 147.237.0.121 Unaut hori zed HTTP Met hod B ock 10
85. 64. 113. 244 |l srael 147.237.0.121 Mil tiple Whaut horized URL Access from 85. 64. 113. 244 B ock 6
85. 64. 113. 244 |l srael 147.237.0. 121 Uhaut hori zed URL Access to wwy il uimishi.aka. idf.il/ing/ B ock 4
46. 19. 85. 90 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS Atack None 3
62.90. 126. 184 |lsrael 147.237.0. 121 Suspi ci ous Response Code B ock 3
216. 75.214.8  |Europe 147.237.0.121 Uhaut hori zed URL Access to wawn miluimishi.aka idf.il/s B ock 2
46.121. 253. 96 |l srael 147.237.0.121 Uht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 2
176. 13. 19. 104 |l srael 147.237.0.121 Uht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 2
79 178.23. 127 |israel 147.237.0. 121 Paran_et er Type \Vial i_atlor_] ct1 00$Content A a\_cel-bl der 1$t_xtF| | esNanes in B ock 2
viwy it ui mi shi . aka. i df.il/nental heal t hof fi cer cont acti ng
Dstributed Paraneter Type Mol ation on v mil ui mishi.aka.idf.il/nedical cormitteerequest
46.121.142. 123 (| srael 147.237.0. 121 par anet er ct | 00$Cont ent Pl acekbl der 1$t xt F | esNanes Bl ock 2
77.127.127. 41 |lsrael 147.237.0. 121 Lhtraceabl e SS. Sessi ons: sigal gs DoS At tack None 2
37.26.149. 185 |lsrael 147.237.0.121 SSL Untraceabl e Gonnection - (pen Mde None 1
Dstributed Paraneter Type Mol ation on vwwv mlui mishi.aka idf.il/general petition paraneter
192.118. 36.9 | srael 147.237.0. 121 ct100$Cont ent Bl acekbl der 15t xt Ti t | e B ock 1
84.228.101. 57 |lsrael 147.237.0. 121 I11egal HITP Version Av+&A2 GERA Af2 Bl ock 1
81. 218.55. 253 |1 srael 147.237.0. 121 Paran_et er Type \Vial a_tlon_ ct|00$Cbnt‘entF1 acehbl der 1$t xt F | esNanes i n B ock 1
W il ui mi shi . aka. i df. il /changeuni t
26. 121. 156. 43 | srael 147. 237. 0. 121 Unknown Paranet er ctl00_Cont ent Pl aceHol der 1_f uAddl DCar dDocs&Fi | esToSend i n B ock 1

wwv mil ui mi shi.aka.idf.il/login

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
D2982C1CBE5SD15F0F374B9758E617B56826B82E6B570061A1D6E685CEC97B7A72F78006CCO2E7
A3710DEAE7E03867DAB8D1B3F7C70623BFBSFE03FD6FBF37F71E89A981FEAC3DF514D9F2BCD57
3A508C9CF3A78127B39ESE7D7 C26 AEF5AB77D89EF5D1E3FDB55CDIA38ECC54A7EE7EC5388155
5.29.6.111 I srael 147.237.0. 1211 | 615pA7A2 ADEDOSE230FCAD368, Obser ved None 11
13987C2B91FE3A560CFF4A80DD2DB9D852DC72C5BDCOE2CD7561DB736A36D198ECB1AAT4AEL
6E15FC0954610250656463FC42553B5F2415E675BB86067EFE67DCF85851350887627357FB8DLF
63B2EB723B8BF2BD9060955829D20EBFF1777E000A395A

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed

574725ADAF742E77B5594A68 D9EBAEB6SEDB0279A0907 DBBDI6E4SE0CC886B4145326C437837
A73B594C76F584DDBCLAB1B3C782EFBASABAEED7B32295769E027A89DFA3D022183E8ESFEFSC
34F3C57E2A78EDB9183B69B4F0209F2F7FE37C3830E5ECFAAA632F4287D4E98914191A835E31D5
109. 65. 123. 102 |1 sr ael 147.237.0. 121 AEAS037DEFOECSFSAE6419F456. Chser ved None 1
E32C2D36E8BF2053D222C6CCOE253555FB4A4BC06A827 D7 E6AE4876BD2A1996E1CA78F439791
3E16B804356D7082DF0BD38180C6FE9ADD418CB0C101FE42413A9F945BA25B7313A38CIE9FAA
A095FB7FALE1BD3C468C0958E68742080CA2140130F2A6

84.228.101.57 |Israel 147.237.0. 121 NULL Character in Header Nane at B ock 1
Illegal Byte Code Character in Header Nane [[#4]] AE3AY v&{ BR { AbAPAE At

[[#5]] @$i @[#22] 1 bA 0" A A3[ [ #3]] 0A?_* AL AGNA-A«/ [ [ #23] 1 nAL[ [ #16] ] 4A, Avde

*[ [#28]] [ [ #3] ] AcoAqAT [ #18] ] 5] S3<A- AMA° A3 W oA [ #26] 1 ARRA- A 9 [ #2] ] A2AAA; hic
[[#27]] [ [#3]]1 AL [#29]]*; 20 ACRASt A- v [#19]] A°; [[#12]] A’ AcL[[#15]] A AY
84.228.101.57 [Israel 147.237.0. 121 AJI#2711[[#71]1 A B~#AfA%A #1 AEB B ock 1
| Az+YAEMAL=FA'[ [ #30] ] A2 A¢q” oo>

AUAE[ [ #25]] A«; A A€i AcA | AMOA?A! A-OLAA?AACATAA.. . ~Af[ [ #1] ] { AE

AA[#30]] Aue Aj O [ #26] ] A[ [ #3]]1 AcX$[ [ #18] ] AA° xNA... AEA-s[ [#26] ] FA [[#4]] A nA...BAE

SAR[[#19]]1 A
79.176. 63. 36 | srael 147.237.0.121 SSL Untraceabl e Gonnection - Protocol violation (SSL GONN QLI ENT_CERTI FI CATE REQUEST) None 1
192.118.36.53 |Israel 147.237.0.121| |P¥ameter Type Mol ation ctl 00SCont ent A acetbl der 1%txtTitl e in Bock |1
viwn il ui mi shi . aka. i df.i |/ general petition
2.52.180. 42 | srael 147.237.0.121 Mil tiple Lhtraceabl e SS. Sessi ons from2.52. 180. 42 (sigal gs DoS Attack) None 1
84.228.101. 57 |lsrael 147.237.0.121 Mal forned HTTP Header Line 1 B ock 1
81.218.56.125 |lsrael 147.237.0. 121 Uhknown Paraneter zi in vww mluimishi.aka.idf.il/login B ock 1
5 29 138. 59 | sragl 147.237.0. 121 Pararr_et er Type_ M ol aF ion ctl 00§BCbnt entEl acetbl der 1%t xt H | esNangs i n B ock 1
wan mi | ui mi shi . aka. i df.il/nedi cal conmitteerequest
132. 70. 66. 10 | srael 147.237.0.121 SSL Wntraceabl e Gonnecti on - (pen Mde None 1
84.228.101. 57 |lsrael 147.237.0.121 SSL Uhtraceabl e Connection - Protocol violation (SSL_CCNN APPLI CATI ON DATA EXCHANGE) None 1
Illegal Byte Code Character in Method ACAR A A-d A¥AC[ [ #8] ] A“Aj &K [ #31] ] A¥ArWA?A®° QXAZ
84.228.101.57 |lsrael  |147.237.0.121] 15 o \yeAuAA [ [ #16] ] A—yA: [ [#18]]}1 - A SEAE] [ #11] ] AR [ #30]] AS[ [ #30]] [ [ #23] ] A AfA A~ Bock ]t
79.176.229. 7 | srael 147.237.0.121 Uhknown Paraneter prmin www nil ui mishi.aka.idf.il/login B ock 1
193. 169. 71. 243 |1 sr ael 147.237. 0. 121 Par aneter Type M ol ation ct| 00$Cont ent Pl acetbl der 1%t xt Capt cha i n B ock 1

viwv M | ui mi shi . aka. i df.il/newpassword/firstlogin

Gooki e Tanpering on cooki e . ASPXAUTH Expect ed
9436A08A002F71647475E0E48B891FEEF9AO039E16COB42AEAA36201F37A0CF41CD47228AD9ES6
099141CBF6058F1EC978526C4DBCI9DB9957 C3FAEADB69834A444FF1B6829EOB86E4F97A642DEO
F501F2C1FBF5A1390AFC8B4ECE16E5020A2288DC6A26 A00AF06672E7BA908354C13E1D47CB13
46.19. 85. 193 | srael 147.237.0. 121 7601 DECO2DE5AF9390AC2495FD, Obser ved None 1
4982D7BB71A31AC32ED4EC31C51925DF2EO01ED7C072C128B92990152C2CD5065CC9ED99BFC3
2EC03520DDE76263D6225AE641F053203B68CEOF3DB135581 76 FEFC1FD73FBF107EF2D49F3E324
04EEB141DDBC68BA653124FC048431A8F2D2BC2868077

2.52.180. 42 | srael 147.237.0.121 S Whtraceabl e nnection - sigal gs DoS Attack None 1
— — S AcA A ——— — T S

84.228.101. 57 |israel 147.237. 0. 121 !\/t:l' onr med URL OtASA° Qu2oQuO/xYO 0_A?A8A| AsxoeqAtAz<x| [ [ #4] ] &,¢A, kgr vOTx°: Acex?a€ B ock 1
1 b

84.228.101. 57 |lsrael 147.237.0. 121 Abnornal |y Long Header Line request header nane B ock 1

37.26.149. 130 |lsrael 147.237.0. 121 Lht raceabl e SS. Sessi ons: si gal gs DoS At ack None 1
Unknown HTTP Request Method AcA2 A" A-d_A¥A¢[ [ #8]] AAj &K[ [ #31] ] A¥AxWA?A° QX'AZ

84.228.101.57 |[lIsrael 147.237.0.121 A% WKAUARA; [ [ #16] ] A—yA, [[#18]]}1 - A SEAE[ [ #11] ] AR [#30] ] AS[ [#30] ] [ [#23] | ALAfA-A in Bock |1
URL OrASA° Qu2oubaxYO 0 A?ASA; AoxaeqArAz<xi[ [ #4]] 4,¢A, kar vOTx°: Acex?a€! x” A-e

- AR A 9 PAE O Ao AeA R —— —

84.228.101. 57 |israel 147. 237. 0. 121 | IAI egal Byte Qode gwar a’ctAer in URL QtASA’ Qu2o0QuO/xYO 0_A?A8A; AxceqAtAZ<x [ [#4]] 4, B ock 1
CA kgrvOfx°: Aeex?a€] x” A-e

212 117.136.8 |israel 147 237.0. 121 Paraneter Type M ol ation ctl 00$Cont ent Al acetbl der 1$t xt NewPass1 i n B ock 1

wawe m | ui mi shi . aka. i df. il /changepasswor d/ newpasswor d

Cooki e Tanpering on cooki e . ASPXAUTH Expected , Cbserved
FEC82FF5A58BCE4331F1A2E4A4E4491BACI956995C72AA2DAD665C42703FA9EB3BFBD51B30DFD
9ADEB1583A857CBBF3D2F804351307D3701338464DEA46317F654B75613637C2098332A07B71
2.54.44.89 | srael 147.237.0.121 0C990650DB9C44B94296BE423D746E84E5FB53D32EB3CAF178B3339362301FD8CA85584618E59 None !
9B2AD9872EF5253C5DB82D4A29C258E92AD642B10BB52DC247E8CD8D281674ECO55AC28FC6B
607FOE36EEDEEC8B

91.231. 193. 150 |l srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Lhknown SSL Sessi on None 1
Mil tiple Lhtraceabl e SSL Sessions from84.228. 101. 57 (Protocol violation
( SSL_CONN_APPLI CATI ON_DATA EXCHANGE) )

84.228.101. 57 |lsrael 147.237.0. 121 Abnornal |y Long Request request versi on B ock 1
12-20-2015 to 12-21-2015

84.228.101. 57 |lsrael 147.237.0.121 None 1




