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|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action | P 1 ocati on. Locat i on |count |
120. 25. 205. 175 Chi na 147.237.0.121 Frk Under Attack Con Htp drop BBL- Fr ankf urt 2
120. 25. 205. 175 Chi na 147.237.0.121 Frk Purple Gon Limt Htp drop BBL- Fr ankf urt 1




12-19-2015 to 12-20-2015

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



12-19-2015 to 12-20-2015

|Top Attackers In |D|

Attacker Address |Attacker Geo

|Target Address |StdSgnature

|Count
62. 75. 236. 76 Cer many 147.237.0. 121 ET SCAN NVAP -sS w ndow 1024 2
94.102. 48. 195 Net her | ands 147.237.0. 121 ET SCAN NVAP -sS w ndow 1024 1
119. 146.221. 68 |Chi na 147.237.0. 121 ET SCAN Potential SSH Scan 1
202. 131.114. 196 [India 147.237.0. 121 ET SCAN Potential SSH Scan 1
58. 52.143.0 Chi na 147.237.0. 121 ET SCAN Behavi oral Lhusual |y fast i nbound Tel net Gonnections, Potential Scan or Brute Force 1
73.17.14. 46 Lhited Sates 147.237.0.121 ET SCAN NVAP -sS w ndow 1024 1
104. 200. 78. 34 Lhited Sates 147.237.0.121 ET SCAN Potential SSH Scan 1
146. 185. 250. 2 Russi an Federation |147.237.0.121 ET SCAN Potential SSH Scan 1
218.108.132.58 |Chi na 147.237.0. 121 ET SCAN NVAP -sS w ndow 1024 1




12-19-2015 to 12-20-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo ‘Tar get Address |9 t% Nanme dgnature
66. 249. 93. 83 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1352
66. 249. 93. 85 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1215
66. 249. 93. 89 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 1090
149. 88. 145. 181 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 684
84.228.101.57 |lsrael 147.237.0.121 Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 347
109. 160. 165.59 |1 srael 147. 237 0. 121 Strearmng Et'1g| ne. TGP Invalid Invalid segnent retransnission. Packet drop 252
Ret r ansni ssi on dr opped.
2 54.8 29 — 147 237.0. 121 &rearmng Er_19| ne. TGP Invalid Inval i d segnent retransmssion. Packet drop 295
Ret ransni ssi on dr opped.
149. 78. 244. 19 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 183
149. 78. 41. 170 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 180
66. 249. 93. 89 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 179
149. 88. 150. 186 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 161
85.115.52.201 |United Kingdom |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 154
109, 65. 75. 215 I sragl 147 237.0. 121 Sreannng Ejg| ne: TP Invalid Inval id segnent retransnission. Packet drop 153
Ret r ansn ssi on dr opped.
79. 25. 232. 148 Italy 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 140
66. 249. 93. 85 | srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 136
66. 249. 93. 83 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 124
66. 102. 9. 97 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 123
66. 102. 9. 74 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 121
40.77.167. 7 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 115
149. 78. 145. 135 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 103
66. 102. 9. 87 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 72
149.78. 31. 17 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 69
108. 171. 129. 189|CGer nany 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 68
149. 88. 7. 255 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 47
217.69. 133. 253 RJSIS:;ni on 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 46
149. 88. 90. 189 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 45
217.69.133.250 | ool 147.237.0.121|  |Geo-1ocation enf or cenent Geo- ocati on i nbound enf or cerent drop 37
149. 88. 166. 167 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 36
217.69. 133. 249 RJF Sﬁ::ﬂ on 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 29
66.249. 73. 156 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 26
5.102. 254. 191 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber alert 23
5.102. 254. 191 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 23
217.69.133. 191 RJF Sﬁ::ﬂ on 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 22
Russi an . . .
217.69. 133. 252 eration 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 22
Russi an . . .
217.69.133. 21 Federat i on 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 22
149. 88. 226. 27 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 21
125. 25.32.122 |Thail and 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 20
217.69.133. 251 RJSIS:;ni on 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 18
66.249. 93. 208 |lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 17
66.249.73.174 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 16
192.114.23.18 |lsrael 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST rej ect 16
66. 249. 81. 129 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 16
66. 102. 9. 22 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 13
31.168. 19. 88 | srael 147.237.0.121 Bad TCP sequence SN retransmt wth different w ndow scal e noni t or 12
66.249. 73. 156 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 11
157.55.39.194 |lLhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 10
157. 55. 39. 214 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 10
66. 249. 69. 170 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 9
66.249.93.211 |lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 9
66.249.81. 254 |lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 9




12-19-2015 to 12-20-2015

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Target Address |9 t% dgnature . ‘Count
Geo Action
84.228. 101. 57 | srael 147.237.0.121 Mil tipl e Unknown HTTP Request Method from 84.228. 101. 57 B ock 7
84.228. 101. 57 | srael 147.237.0.121 Miltiple I11egal Byte Gode Character in Method from 84. 228. 101. 57 B ock 7
84.228.101.57 |lsrael 147.237.0. 121 Mil tiple Mal formed URL from 84.228. 101. 57 B ock 7
84.228.101. 57 | srael 147.237.0.121 Mil tiple Mal forned HITP Header Line from 84.228. 101. 57 B ock 6
84.228.101. 57 | srael 147.237.0.121 Ml ti pl e Abnornal |y Long Request from 84.228.101. 57 B ock 6
84.228. 101. 57 | srael 147.237.0.121 Mitiple |llegal Byte Gode Character in Header Nane from 84.228. 101. 57 B ock 6
84.228. 101. 57 | srael 147.237.0.121 Mil tiple Abnornal |y Long Header Line from 84.228.101. 57 B ock 5
84.228. 101. 57 | srael 147.237.0.121 Miltiple Illegal Byte Gode Character in Header Val ue from84. 228. 101. 57 B ock 4
5 29 138, 59 srael 147 237.0. 121 Faran!et er Type_ Mol aF i on ctl 00$Cbnt entEI acebbl der 15t xt H | esNanes i n B ock 4
wan il ui mi shi . aka. i df.il/nedi cal conmitt eer equest
79.181.24. 112 | srael 147.237.0. 121 Mil tiple Lhtraceabl e SSL Sessi ons from79. 181. 24. 112 (si gal gs DoS At ack) None 4
84.228. 101. 57 | srael 147.237.0. 121 Mil tiple NLL Character in Header Nane from 84.228. 101. 57 B ock 4
5 29. 138. 59 | srael 147. 237. 0. 121 LhknO_V\n‘ Po\_r arTet er gtl O_O_Cbnt_ent P acehbl der 1_f uAddDocs&Fi | eToActivate in B ock 3
v | ui mi shi.aka.idf.il/login
85. 250. 193. 176 |l srael 147.237.0.121| [P @meter Type Violation ctl00SCont ent A acekbl der 1t xt NewPass1 i n Bock |2
wane mi L ui mi shi . aka. i df . i |/ changepasswor d/ newpasswor d
5 29. 138. 59 | srael 147. 237. 0. 121 Lhknc_)V\n‘ Pa_r arTet er ptl QO_Con_t ent Pl aceHbl der 1_f uAddDocsé&Fi | esToCheck in B ock 2
v | ui mi shi.aka.idf.il/login
84.228.101. 57 | srael 147.237.0.121 Mil tiple NLL Character in Method from 84.228. 101. 57 B ock 2
5 144. 61. 73 l srael 147 237 0. 121 Parantgt er Type_ M ol aFion. ctl 00$Cbnt entH acetbl der 1%t xt F | esNanes i n B ock 2
wan il ui mi shi . aka. i df.il/nedi cal conmitt eer equest
84.228.101.57 |lsrael 147.237.0. 121 Miltiple Ill1egal Byte Gode Character in URL from84.228. 101. 57 B ock 2
79.181.24.112 | srael 147.237.0.121 S Lhtraceabl e Gonnection - sigal gs DoS Atack None 2
84.228.101. 57 | srael 147.237.0.121 Mil tiple Illegal HITP \ersion from84.228. 101. 57 B ock 2
84.228. 101. 57 | srael 147.237.0.121 I11egal HITP \ersion B ock 1
46. 19. 85. 90 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
C20390F4CBE9A7C4BC94460BD940C5FFADALES3405D9A1496CA08F90304F9B70F0627288BE6
96BAB27163FF542D8DFF2F0CB58622C0BA3F6A5457717 CFFFA97 CAFEBODAF4412D332773F78C
79BCD73A59D6994AE2A424638154DD22B11254C13D7397D7A20124385EEA49443DC017DD4
84.95.50.188 fIsrael 147.237.0.121) | \g81 FOBFOC020CFCAGBAES246E3732DA, Chser ved None 11
520971AD2CD88367104E3CB1682E7D614DCF98ADCE243706F3738F95BC5953D4F527E1CE626
B9431B317776422141EFC64FBEC4A6A891157189819CFIBCA8692D7784809538ACA6C7FD69B2
AEF387F66BCF8FBIFAE6F34ABC82B9651A80C29AAFD8DCCS

199. 203. 122. 61 |l srael 147.237.0.121 Uhknown Paraneter prmin ww il ui mishi.aka.idf.il/login B ock 1
NULL Character in Method QU7UxAGACF; AsA-FkAEZXXv] A0 Aj A?AceA- A'A[ [ #25] | aAAEAY
Ava~[ [ #22]17] 4 [ #16] | vVAZAVAZ, bx KU UAA[ [ #19] ] A: A\ Axo@ At

BzR¥[ [ #26] ] TA¢i KA@AYMFAZ\ KA?JAS[ [ #0] ] UATAT [ #30] ] AEATI[[#24]] q! A AEA- [[#30] ] A-A...
84.228.101.57 |[lIsrael 147.237.0. 121 A A—RoeAu[ [ #11] ] 1[ [#17]]" [ [ #26] ] A EATAAKRAAPATAF&?A?A D ) I nA [[#6]][[#6]] ASA Bl ock 1
[[#8]]6As[ [ #17]]] AA f 4A: R ATAT [ #25] 1 # GMV[ [ #18]]) A-Au[ [ #11] ] AAA?A Au{ AceAYVA eA,
v [#19]][[#15] ] AAAA®AZAce” AS[ [ #28] ] A2 A Ar At A A...A..A??208 A?A%At

Acomalo A f @[ #14] 1 At wAY*voMA [ [ #7] 1 d/ AuAvs AA- A2A; nAZAL A€} A

79.177.116.75 |lsrael 147.237.0.121 Paranet er Type M ol ati on ct| 00$Cont ent B acetbl der 1$t xt Pass i n wwv mil ui mi shi . aka.idf.il/login B ock 1
5.29. 151. 169 | srael 147.237.0.121 Suspi ci ous Response Code B ock 1
89.139.143.31 |lsrael 147.237.0. 121 Mil tiple Lhtraceabl e SS. Sessi ons from89. 139. 143. 31 (si gal gs DoS At t ack) None 1
84.228.101. 57 | srael 147.237.0.121 Ill1egal Byte (ode Character in Header Val ue B ock 1
37.26.149.170 | srael 147.237.0.121 SSL Untraceabl e Gonnection - (pen Mde None 1
84. 228. 101. 57 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Protocol violation (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
5. 102. 221. 80 | srael 147.237.0.121 SSL Whtraceabl e Gonnection - Protocol violation (SSL_CONN LI ENT_CERTI FI CATE REQUEST) None 1
89. 139. 143. 31 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
Mil tiple Uhtraceabl e SS. Sessions from84.228.101. 57 (Protocol viol ation
84.228.101.57 |lsrael 147.237.0.121 (SSLECG\IN_APPLI CATI ON DATA EXCHANGE)) ( None 1
84.228.101.57 |lsrael 147.237.0. 121 Illegal Byte Qode Character in URL Ac+ x4 fEf+ 0>8€¢' Ao [#28]1[[#16]] AVso Bl ock 1
46.19.85.0 | srael 147.237.0.121 SSL Whtraceabl e Gonnection - sigal gs DoS Attack None 1
84.228. 101. 57 | srael 147.237.0.121 Too Many Headers per Request - 30 Headers B ock 1
5 102. 247189 |israel 147 237.0. 121 Param_at er T)_/pe _\/1 ol at_i on _ctI 00$Cont ent A acetbl der 1$t xt NewPass1 in B ock 1
www m | ui mi shi . aka. i df . i |/ changepasswor d/ newpasswor d
192. 115. 190. 190|l srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - (pen Mde None 1
84.228. 101. 57 | srael 147.237.0.121 NULL Character in Header Nane at B ock 1
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