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Top Attackers 

132.64.26.11, Israel

176.12.139.232, Israel

2.54.2.212, Israel

192.118.132.185, Israel

37.26.147.204, Israel

176.12.136.174, Israel

46.19.85.90, Israel

5.255.253.15, Russian Federation

176.13.2.91, Israel

46.19.85.36, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

192.118.132.185 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 3
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

177.152.35.75 Brazil 147.237.0.121 ET SCAN Potential SSH Scan 1

203.151.93.164 Thailand 147.237.0.121 ET SCAN Potential SSH Scan 1

185.106.94.126 147.237.0.121 ET SCAN Potential SSH Scan 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

66.249.93.83 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 3545

66.249.93.85 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 3502

66.249.93.89 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 2988

2.54.5.81 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 612

149.78.63.20 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 560

149.78.231.95 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 489

149.88.185.109 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 444

79.25.232.148 Italy 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 386

66.249.93.83 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 337

66.249.93.85 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 314

66.249.93.89 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 294

2.54.38.61 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 270

66.102.9.87 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 192

94.159.224.52 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 180

66.102.9.74 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 170

149.78.105.4 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 162

67.221.121.150 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 156

149.78.109.90 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 132

66.102.9.97 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 122

109.160.165.59 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 108

112.185.130.163
Korea, Republic
of

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 94

149.88.116.181 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 87

217.149.241.2 Poland 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 81

50.143.167.107 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 65

5.28.159.50 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Timeout reject 64

66.249.93.208 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 64

5.28.159.50 Israel 147.237.0.121 Bad TCP sequence
SYN+ACK retransmit with different window
scale

monitor 64

108.225.17.34 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 59

138.134.102.15 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 57

149.78.220.184 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 55

212.82.108.125 Ireland 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 53

192.116.232.69 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 51

192.115.177.202 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 50

17.78.73.231 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 49

149.78.41.170 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 45

212.82.108.124 Ireland 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 45

2.54.187.103 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 44

149.50.76.136 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 41

149.50.72.92 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 41

217.69.133.21
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 39

212.199.50.254 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 37

46.19.85.92 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 36

77.125.149.122 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

2.54.4.155 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 36

37.26.146.182 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

217.69.133.252
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 33

46.19.85.242 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 32

192.127.94.7 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 32

212.82.108.32 Ireland 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 31

217.69.133.253
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 31
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Top Attackers In WAF

Attacker Address Attacker Geo Target Address SiteSignature
Device
Action

Count

176.12.139.232 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtFilesNames in
www.miluim-ishi.aka.idf.il/changeunit

Block 5

2.54.2.212 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 4

5.255.253.15
Russian
Federation

147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

46.19.85.36 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 2

2.54.20.200 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

176.13.2.91 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

213.57.50.238 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/â€?â€Ž Block 2

37.26.147.204 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

79.176.14.67 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

185.32.179.96 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

132.64.26.11 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

132.64.26.11 Israel 147.237.0.121 Illegal Byte Code Character in Header Name Block 1

94.159.139.166 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_CLIENT_CERTIFICATE_REQUEST) None 1

176.12.139.232 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
5016B17A8C6A879FFEF47BD35CE4107377B8E05C81B7369AB9A39FB9B860BC2EF00F9D74A
631954EB89E60B4300C11BE58A752CED06AAB8EE2DC71F6CCA983846F2DCD208D6EECD3A
B871656B7792FF9B8BA48F319F734CD2EFA1B785A75C737DBCF557BC0F055321E901BF3D4
CA8F68604A5BF0919ED048A7A85F62707A2BF6, Observed
6CEE275EFED75AF3867B8B4E34D0FB2FC0861094066E780D1C28E56502A9C0F21BA057B00E
561E93CE362E5C1CB2D60340847F64B984CEB5FCC0355AA4312769BE941B14A6F08C23EC2
36E6BF4DA62F70369DDE62C98F4F0151294D7FB30E00E3F95D6

None 1

132.64.26.11 Israel 147.237.0.121
Multiple Untraceable SSL Sessions from 132.64.26.11 (Protocol violation
(SSL_CONN_APPLICATION_DATA_EXCHANGE))

None 1

109.253.157.129 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

82.80.126.182 Israel 147.237.0.121 Unknown Parameter returnurl in www.miluim-ishi.aka.idf.il/login Block 1

5.255.253.33
Russian
Federation

147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

192.198.151.44 Europe 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtNewPass1 in
www.miluim-ishi.aka.idf.il/changepassword/newpassword

Block 1

132.64.26.11 Israel 147.237.0.121

Unknown HTTP Request Method ]tj[[#30]]xQ$Ã?(e[[#19]]FiÂ¥[[#6]]Ã“c4Â“jÂ°`Ã¶iÂƒ
Ã·hÃ°Ã§Ã‘[[#15]]Ã¸Ã‘ÂšÂ?Ã‡Ã‘}Ã¦ÂŠEyÂ°[[#1]]YS3Ãƒ[[#28]]Â?^Â´Ã„Ã˜Â¿Â²"ÃŒ
Â?[[Â¦Â Ã²ÃžÃˆE>Ã»s*[[#25]]ÃŸÂ¸Ã“Â?%Ã¨Ã”.Ã¸ÃŸÃ¾Â€[[#7]]_Â¯[[#17]]Â²CÃ©Ã‘Â?ÂŸÂ…
[[#19]][[#1]]TÂŽÂ“[[#24]]Ã?Â—Âµ:d[[#6]]Â¾MÃœÃ¤]Ã¿z[[#18]]B[[#7]]Â¿kÃ±Â§Ã©Â›
[[#26]][[#27]]Ã¥Ã‚qÂœÂ…ÃºgJ[[#7]]IÃ¶]Ã”/Ã?Â¤Â?
2Â§m7QwÃŸÂ—•Ãž~ÂŸo[[#0]][[#26]]ÂžÂ¥@Ã¾[[#7]]Ã¼Ã°ÃªÂžÃ¤Â¹6Â§Â?Ã‘Â°[[#6]]Â¼(ÃŠ
Â™Ãš]1GÂ®P@mÃ³[[#30]]Ã·[[#5]]ÂªzÂ½Ã´^M(ÂŠ[[#29]][[#4]]Â£[[#3]]$Â³wuÂ£Â?-[[#1]]!ÂŠ
Ã¹Ã–][

Block 1

132.64.26.11 Israel 147.237.0.121 Illegal Byte Code Character in Header Value Block 1

104.236.255.208 147.237.0.121 SSL Untraceable Connection - Unsupported Cipher None 1

46.19.85.90 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 46.19.85.90 (sigalgs DoS Attack) None 1

2.54.19.15 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

132.64.26.11 Israel 147.237.0.121 NULL Character in Header Name at Block 1

132.64.26.11 Israel 147.237.0.121 Abnormally Long Header Line request header name Block 1

83.130.109.62 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

31.154.2.110 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

212.150.62.221 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

176.12.136.174 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 176.12.136.174 (sigalgs DoS Attack) None 1

132.64.26.11 Israel 147.237.0.121

Illegal Byte Code Character in Method ]tj[[#30]]xQ$Ã?(e[[#19]]FiÂ¥[[#6]]Ã“c4Â“jÂ°̀ Ã¶iÂƒ
Ã·hÃ°Ã§Ã‘[[#15]]Ã¸Ã‘ÂšÂ?Ã‡Ã‘}Ã¦ÂŠEyÂ°[[#1]]YS3Ãƒ[[#28]]Â?^Â´Ã„Ã˜Â¿Â²"ÃŒ
Â?[[Â¦Â Ã²ÃžÃˆE>Ã»s*[[#25]]ÃŸÂ¸Ã“Â?%Ã¨Ã”.Ã¸ÃŸÃ¾Â€[[#7]]_Â¯[[#17]]Â²CÃ©Ã‘Â?ÂŸÂ…
[[#19]][[#1]]TÂŽÂ“[[#24]]Ã?Â—Âµ:d[[#6]]Â¾MÃœÃ¤]Ã¿z[[#18]]B[[#7]]Â¿kÃ±Â§Ã©Â›
[[#26]][[#27]]Ã¥Ã‚qÂœÂ…ÃºgJ[[#7]]IÃ¶]Ã”/Ã?Â¤Â?
2Â§m7QwÃŸÂ—•Ãž~ÂŸo[[#0]][[#26]]ÂžÂ¥@Ã¾[[#7]]Ã¼Ã°ÃªÂžÃ¤Â¹6Â§Â?Ã‘Â°[[#6]]Â¼(ÃŠ
Â™Ãš]1GÂ®P@mÃ³[[#30]]Ã·[[#5]]ÂªzÂ½Ã´^M(ÂŠ[[#29]][[#4]]Â£[[#3]]$Â³wuÂ£Â?-[[#1]

Block 1

109.67.2.135 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

46.19.85.90 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

132.64.26.11 Israel 147.237.0.121

NULL Character in Method ]tj[[#30]]xQ$Ã?(e[[#19]]FiÂ¥[[#6]]Ã“c4Â“jÂ°`Ã¶iÂƒÃ·hÃ°Ã§Ã‘
[[#15]]Ã¸Ã‘ÂšÂ?Ã‡Ã‘}Ã¦ÂŠEyÂ°[[#1]]YS3Ãƒ[[#28]]Â?^Â´Ã„Ã˜Â¿Â²"ÃŒÂ?[[Â¦Â Ã²ÃžÃˆ
E>Ã»s*[[#25]]ÃŸÂ¸Ã“Â?%Ã¨Ã”.Ã¸ÃŸÃ¾Â€[[#7]]_Â¯[[#17]]Â²CÃ©Ã‘Â?ÂŸÂ…[[#19]][[#1]]TÂŽ
Â“[[#24]]Ã?Â—Âµ:d[[#6]]Â¾MÃœÃ¤]Ã¿z[[#18]]B[[#7]]Â¿kÃ±Â§Ã©Â›[[#26]][[#27]]Ã¥Ã‚qÂœ
Â…ÃºgJ[[#7]]IÃ¶]Ã”/Ã?Â¤Â?
2Â§m7QwÃŸÂ—•Ãž~ÂŸo[[#0]][[#26]]ÂžÂ¥@Ã¾[[#7]]Ã¼Ã°ÃªÂžÃ¤Â¹6Â§Â?Ã‘Â°[[#6]]Â¼(ÃŠ
Â™Ãš]1GÂ®P@mÃ³[[#30]]Ã·[[#5]]ÂªzÂ½Ã´^M(ÂŠ[[#29]][[#4]]Â£[[#3]]$Â³wuÂ£Â?-[[#1]]!ÂŠ
Ã¹Ã–][[#3

Block 1

132.64.26.11 Israel 147.237.0.121 Abnormally Long Request method Block 1

93.172.184.48 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

176.12.136.174 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

132.64.26.11 Israel 147.237.0.121 Malformed URL Block 1

109.67.17.210 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1
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