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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action |CP | ocati on. Locat i on |count |
192.118. 132. 185 I srael 147.237.0. 121 Block Wdp All Nets drop BBL- | sr ael 3
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12-17-2015 to 12-18-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo

| Target Address |Ste |Dgnature
177.152. 35. 75 Brazil 147.237.0.121 ET SCAN Potential SSH Scan
203. 151. 93. 164 Thai | and 147.237.0.121 ET SCAN Potential SSH Scan
185. 106. 94. 126 147.237.0. 121 ET SCAN Potential SSH Scan




12-17-2015 to 12-18-2015

|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Geo Target Address |S t% Name Sgnature Action ‘Count
66. 249. 93. 83 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 3545
66. 249. 93. 85 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 3502
66. 249. 93. 89 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 2988
2 54.5.81 I sragl 147. 237.0. 121 Srearmng Eljgl ne: TP Invalid Inval i d segnent retransmssion. Packet drop 612
Ret r ansn ssi on dr opped.
149. 78. 63. 20 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 560
149. 78. 231. 95 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 489
149. 88. 185. 109 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 444
79. 25. 232. 148 Italy 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 386
66. 249. 93. 83 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 337
66. 249. 93. 85 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 314
66. 249. 93. 89 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 294
2 54.38. 61 | srael 147. 237. 0. 121 Srearmng Eljgl ne: TP Invalid Inval i d segnent retransnission. Packet drop 270
Ret r ansni ssi on dr opped.
66. 102. 9. 87 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 192
94. 159 224. 52 | srael 147. 237. 0. 121 Srearmng &gl ne: TP Invalid Inval id segnent retransnission. Packet drop 180
Ret r ansni ssi on dr opped.
66. 102. 9. 74 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 170
149.78. 105. 4 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 162
67.221.121. 150 |Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 156
149.78.109.90 |lIsrael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 132
66. 102. 9. 97 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 122
109. 160. 165. 59 |israel 147. 237. 0. 121 Srearmng Eljgl ne: TP Invalid Inval i d segnent retransnission. Packet drop 108
Ret r ansni ssi on dr opped.
112, 185. 130. 163["** FePDITC 1147 237.0.121|  |Geo-l ocati on enfor cenent Geo-l ocati on i nbound enf or cenent drop 94
149. 88. 116. 181 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 87
217.149.241.2 |Poland 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 81
50. 143. 167. 107 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 65
5. 28. 159. 50 | srael 147.237.0.121 SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 64
66.249.93.208 |Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 64
5. 28. 159. 50 I sr ael 147.237.0.121| |Bad TCP sequence 32”? retransmt wth different wndow | oo 64
108. 225.17.34 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 59
138. 134. 102. 15 |Israel 147.237.0.121 SYN At tack SYN - > SYN-ACK -> RST rej ect 57
149. 78. 220. 184 |l srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 55
212.82.108. 125 |lreland 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 53
192. 116. 232. 69 |l srael 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST rej ect 51
192. 115. 177. 202|l srael 147.237.0. 121 SYN Attack SYN -> SYN-ACK -> RST rej ect 50
17.78.73. 231 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 49
149. 78. 41. 170 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 45
212.82.108. 124 |lreland 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 45
2.54.187.103 | srael 147.237.0.121 SYN At tack SYN -> SYN-ACK -> RST rej ect 44
149.50. 76.136 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 41
149. 50. 72. 92 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 41
217.69.133.21 RJSIS;;I} on 147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 39
212.199. 50. 254 |l srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 37
46. 19. 85. 92 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 36
77125 149. 122 |1 srael 147.237.0. 121 SIream\ng El_ﬂgl ne TP Invaid Inval i d segnent retransmssion. Packet drop 36
Ret r ansn ssi on dr opped.
2.54.4.155 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 36
37.26. 146. 182 | srael 147. 237. 0. 121 Sreannng Egl ne: TP Invalid Inval id segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.
217.69. 133. 252 RJSIS;;I} on 147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 33
46. 19. 85. 242 | srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 32
192.127.94.7 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 32
212.82.108.32 |lrel and 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 31
217.69. 133. 253 RJF Sﬁ::} on 147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 31




12-17-2015 to 12-18-2015

|Top Attackers In V\AF|

Devi ce
Action

Attacker Address |Attacker Geo |Target Address St%S’gnature

‘Count
Paraneter Type Mol ation ctl 00$Qont ent A acetbl der 1$t xt F | esNangs i n

176. 12. 139. 232 |l srael 147.237.0. 121 N . . . Bl ock 5
viwv m | ui mi shi . aka. i df . i | / changeuni t
2.54.2.212 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS At ack None 4
5.255.253.15  |USSian 147.237.0.121| |untraceable S3 Sessions: sigal gs DoS Atack None |2
Federati on
46. 19. 85. 36 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 2
2.54. 20. 200 | srael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS At tack None 2
176.13.2.91 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS Atack None 2
213.57.50.238 |lsrael 147.237.0. 121 Lhaut hori zed URL Access to vww nil ui mishi.aka.idf.il/&E?a€7 B ock 2
37.26. 147. 204 | srael 147.237.0.121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS At ack None 2
79.176. 14. 67 | srael 147.237.0.121 SS. Uhtraceabl e nnection - sigal gs DoS Attack None 1
185. 32. 179. 96 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
132.64. 26. 11 | srael 147.237.0.121 SSL Untraceabl e Connection - Protocol violation (SSL_OONN APPLI CATI ON DATA EXCHANGE) None 1
132.64. 26. 11 | srael 147.237.0.121 Illegal Byte ode Character in Header Nane Bl ock 1
94.159. 139. 166 |l srael 147.237.0. 121 SSL Untraceabl e Gonnection - Protocol violation (SSL_GONN CLI ENT_CERTI Fl CATE REQUEST) None 1

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
5016B17A8C6A879FFEF47BD35CE4107377B8E05C81B7369ABIA39FBIB860BC2EFO0FID74A
631954EB89E60B4300C1 1BE58A752CEDO6AABSEE2DC7 1F6 CCA983846F2DCD208D6 EECD3A
B871656B7792FF9B8BA48F319F734CD2EFALB785A75C737DBCF557BCOF055321E901BF3D4
176.12.139.232 |l srael 147.237.0. 121 | -\3F68604A5BF0919EDO48ATASSF62707A2BF6, Chser ved None |1
6CEE275EFED75AF3867B8B4E34D0FB2FC0861094066E780D1C28E56502A9C0F21BA0S7BO0E
561E93CE362E5C1CB2D60340847F64B984CEBSFCCO355AA4312769BE941B14A6F08C23EC2
36E6BF4DA62F70369DDE62CO8F4F0151294D7 FB30E0OE3F95D6

Ml tiple Lhtraceabl e SS. Sessions from132.64.26. 11 (Protocol viol ation

132.64.26. 11 | srael 147.237.0.121 (SSL_CONN APPLI CATI ON DATA EXCHANGE) ) None 1
109. 253. 157. 129|l srael 147.237.0.121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS At ack None 1
82. 80. 126. 182 | srael 147.237.0.121 Uhknown Paraneter returnurl in ww nilui mishi.aka.idf.il/login Bl ock 1
5. 255. 253. 33 RUSS| an 147.237.0. 121 S Lhtraceabl e Gonnection - sigal gs DoS Attack None 1
Federation

192.198. 151. 44 |Europe 147.237.0. 121 Pa:a@t er T)_/pe _\/1 ol at_i on ptl 00$Cont ent A acetbl der 1$t xt NewPass1 in B ock 1

wane m | ui mi shi . aka. i df . i |/ changepasswor d/ newpasswor d

Uhknown HTTP Request Met hod ]t [[#30]] xQ@A2( e[ [ #19] ] Fi A [#6] ] A'c4Aj A~ ATi Af

A hA° ASAT [ #15] ] A AASA?ATAY A ASEyA° [ [ #1]] YSIAS[ [ #28] | A2"A AAA R " AE

A [A A R BBRE>A»s*[ [ #25] ] AYA, A'A2v A, A, AYAYAE[ [ #7]1 _AT[ [ #17] ] Az CAA'A?AYA

#19 #1]] TAZAT [ #24] ] A2A—Au: d[ [ #6] ] A¥MAo=AR] Agz[ [ #18 #7 K AEASACH

2602601 fisree  f1a7.207.0.z| [[LFINUAN TRALL 220 RoA A dl 6] Anboefel Acz{[ #1611 Ac Aok |1

2A8NT7 QVAYA—e AZ~AYo[ [ #0] ] [ [ #26] ] AZA¥@AY] [ #7] ] AVA° A2 AZAn At 6ASA?AA° [ [ #6] 1 AV AS

A™AS] 1GAGP@rRe [ [ #30] ] A [ [ #5] ] A2 zAVA "M AS[ [ #29] ] [ [ #4] ] AE[ [ #3] ] $A wWuAEA?- [ [#1] ]! AS

AR
132.64.26.11 | srael 147.237.0. 121 Il11egal Byte ode Character in Header Val ue B ock 1
104. 236. 255. 208 147.237.0.121 SSL Uhtraceabl e Gonnecti on - Uhsupported 4 pher None 1
46. 19. 85. 90 | srael 147.237.0.121 Mil tipl e Lhtraceabl e SS. Sessi ons from46. 19. 85. 90 (sigal gs DoS At ack) None 1
2.54.19.15 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
132.64.26.11 | srael 147.237.0. 121 NULL Character in Header Nane at B ock 1
132.64.26. 11 | srael 147.237.0.121 Abnornal |y Long Header Line request header nane Bl ock 1
83. 130. 109. 62 | srael 147.237.0.121 Lhaut hori zed URL Access to www nill ui mi shi.aka.idf.il/https:/vww niluimishi.aka.idf.il/ B ock 1
31.154.2.110 | srael 147.237.0.121 SSL Untraceabl e Gonnection - (pen Mde None 1
212.150. 62. 221 |l srael 147.237.0.121 SSL Untraceabl e Gonnecti on - Qpen Mde None 1
176.12. 136. 174 |l srael 147.237.0.121 Mil tiple Untraceabl e SS. Sessions from176.12. 136. 174 (si gal gs DoS At t ack) None 1

Illegal Byte Gode Character in Method ]tj[[#30]] xQhAR( e[ [#19]] F AY [ #6] ] Acdhj Ao~ Afi Af

132. 64. 26. 11 I srael 147.237.0. 121 [[#19] ][ [#1]] TAZAY [ #24] ] A2A—Au: d[ [ #6] ] AvMBoeAa] Acz[ [ #18] ] B [ #7] ] AckA+ASACA Bl ock 1
[[#26]1[[#27]] A¥AgAceA.. Ao gd[ [ #7] 11 AT] At A2AcA?

A™AS] 1GAGP@3 [ [ #30] ] A [ [ #5] ] A zAVA "M AS[ [ #29] ][ [ #4]1]1 AE[ [ #3] ] $A3 wuAEA?- [ [ #1]
109. 67. 2. 135 | srael 147.237.0.121 Uhaut hori zed URL Access to wwwu nitl ui mishi.aka.idf.il/https:/vwwn mluimishi.aka.idf.il/ Bl ock 1
46. 19. 85. 90 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - sigal gs DoS Atack None 1
NULL Character in Method ]tj[[#30]]xQA?(e[ [#19]] F A [#6]] Acdhj A~ Afi AfA hA° ASA

E>A»s*[ [ #25] 1 AYA, AA29 A'. A, AYAYAE[ [ #7]1 _A[[#17]] A2 CAGRA?AYA...[ [#19] ] [[#1]] TAZ
AT [ #24] ] A2A—Au: d[ [ #6] ] AvMBceAa] Asz[ [ #18]] B[ [ #7] ] AckAxASACA[ [ #26] ] [ [ #27] ] A¥AgAce

132. 64. 26. 11 | srael 147.237.0. 121 AR ga[ [ #7111 A A1 AoAcko Bl ock 1

2A8N7 QWAYA—e Az~AYo[ [ #0] ][ [ #26] | AzZA¥@¥] [ #7] ] AvA° Ae AzAn At 6ASA? A'A° [ [ #6] ] Av{ AS

A™AS] 1GARP@AS [ [ #30] ] A- [ [#5] ] Aoz AV "M AS[ [ #29] ] [ [#4]1 AE[ [#3]] $ASwuAEA>-[[#1] ]! AS

AA][#3
132.64.26.11 | srael 147.237.0. 121 Abnormal | y Long Request net hod B ock 1
93.172.184. 48 | srael 147.237.0.121 SSL Untraceabl e Connection - pen Mde None 1
176.12.136. 174 |lsrael 147.237.0.121 SSL Lhtraceabl e Gonnection - sigal gs DoS Atack None 1
132. 64. 26. 11 | srael 147.237.0. 121 Mal forned URL Bl ock 1
109. 67. 17. 210 | srael 147.237.0.121 Uhaut hori zed URL Access to v nitl ui mishi.aka. idf.il/https:/wwy mlui mishi.aka. idf.il/ Bl ock 1
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