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12-16-2015 to 12-17-2015

|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo
46. 19. 86. 66

| Target Address

|Ste | gnature

| Devi ce Action | P I ocat i on. Locat i on | Count
| srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL.- | srael 6
212.179. 146. 174 | srael 147.237.0. 121 Bl ock Udp All _Nets drop BBL- | srael 3
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|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



12-16-2015 to 12-17-2015

|Top Attackers In |D|

Attacker Address

| Attacker Geo | Target Address |Ste |Sgnature | count |
120. 150. 29. 211 Australia 147.237.0. 121 ET SCAN NVAP -sS w ndow 1024 1
59.45.79. 117 Chi na 147.237.0. 121 ET SCAN Potential SSH Scan 1
196.47.173. 21 te Dlvoire 147.237.0. 121 ET SCAN NVAP -sS w ndow 1024 1




12-16-2015 to 12-17-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo ‘Tar get Address |9 t% Nanme dgnature
66. 249. 93. 85 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 3552
66. 249. 93. 89 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2791
66. 249. 93. 83 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 2410
88.12.10.182 Sai n 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 361
202.182.0.200 |Thailand 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 314
199. 207. 253. 96 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 304
66. 249. 93. 89 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 294
66. 249. 93. 83 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 265
66. 249. 93. 85 | srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 229
149.78. 105. 4 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 228
149. 78. 62. 113 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 223
46. 19. 86. 30 | st ael 147. 237 0. 121 Strearmng Et'1g| ne. TGP Invalid Invalid segnent retransnission. Packet drop 196
Ret r ansni ssi on dr opped.
72.37.140. 47 Italy 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 192
66. 102. 9. 97 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 182
66.102. 9. 74 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 158
140.101.20.1 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 153
66. 102. 9. 87 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 153
149. 78. 50. 201 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 148
149. 88. 236. 241 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 130
149. 78. 27. 168 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 107
66.102. 6. 149 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 103
149.78.109.90 |lIsrael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 102
149. 78. 255. 48 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 101
13.17.125.9 Uni ted Kingdom |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 99
212.235.98. 139 |lsrael 147.237.0.121 Bad TCP sequence I nval i d sequence nuniber noni t or 88
13.21.125.9 Uni ted Kingdom |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 81
149. 88. 7. 255 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 65
40.77.167. 1 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 59
37.230. 221. 40 RJSIS:;ni on 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 50
Russi an . . .
217.69.133. 251 eration 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 48
149. 78. 41. 170 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 45
217. 69. 133. 249 RJSIS:;ni on 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 42
84. 228, 244. 72 I sragl 147 237.0. 121 Sreannng Ejg| ne: TP Invalid Inval id segnent retransnission. Packet drop 36
Ret r ansn ssi on dr opped.
46.19. 86. 66 | srael 147. 237 0. 121 Sreannng Er_1g| ne: TGP Invalid Inval id segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.
138. 134. 102. 16 |l srael 147.237.0.121 SYN At t ack SYN -> SYN-ACK -> RST rej ect 36
46. 19. 86. 84 | st ael 147. 237 0. 121 Strearmng Et'1g| ne. TGP Invalid Invalid segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.
217.69. 133. 169 RJF Sﬁ::ﬂ on 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 36
128.139. 23. 196 |l srael 147.237.0.121 Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 35
66. 249. 66. 109 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 34
66. 102. 9. 33 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 32
217.69. 133. 248 RJF Sﬁ::ﬂ on 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 28
209. 135. 211. 191|lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 28
149. 78.241. 12 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 27
173.208. 58. 155 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 27
149. 88.89. 180 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 27
37.26.147.138 |lsrael 147.237.0.121 Bad TCP sequence I nval i d ACK nunber alert 27
217. 69. 133. 21 stls;;”i o 147.237.0.121|  |Geo-1ocation enf orcenent Geo-1 ocat i on i nbound enf or cerent drop 27
217.132.4.52 | srael 147.237.0. 121 Bad TCP sequence SYNretransnit wth different w ndow scal e noni t or 26
46. 19. 86. 13 | srael 147.237.0.121 Bad TCP sequence I nval id ACK nunber noni t or 25
84.110.211. 6 | srael 147.237.0.121 Bad TCP sequence I nval i d ACK nunber noni t or 25




12-16-2015 to 12-17-2015

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Geo Target Address |S t% Sgnature Action ‘Count
212.179. 220. 97 |lsrael 147.237.0. 121 Unaut hori zed HTTP Met hod B ock 4
102.116.108. 151|israel  |147.237.0.121| |72raneter Type Molation _EVENTVALI DATI QN in Bock |3
wan il ui mi shi . aka. i df.i |/ nedi cal conmit t eer equest
2.54.0.106 | srael 147.237.0. 121 Unaut hori zed HTTP Met hod B ock 3
46. 19. 85. 90 | srael 147.237.0. 121 Mil tiple Lhtraceabl e SS. Sessions from46. 19.85. 90 (sigal gs DoS At ack) None 2
213. 8. 204. 67 | srael 147.237.0. 121 Uht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 2
46. 19. 85. 90 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 2
192. 116. 108. 1511 srael 147 237.0. 121 VL;wlfvnshvl\tLi I:nalr ;r;rie.taekra—(i:uf _0i0|_/c|b£i?]m P aceHol der 1_f uAddDocs&Fi | eToActi vate in B ock 2
192, 116. 108. 1511 srael 147. 237. 0. 121 Unknqvxn. Pa_r arTet er f:tl QO_Cbn't ent P acetbl der 1_f uAddDocsé&Fi | esToCheck in B ock 2
wwv | ui mi shi. aka.idf.il/login
84. 95. 84. 57 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Lhknown SSL Sessi on None 1
46. 19. 86. 95 | srael 147.237.0.121 S Lhtraceabl e Gonnection - sigal gs DoS Atack None 1
2.54.136. 162 | srael 147.237.0.121 SIS Lhtraceabl e Gonnection - sigal gs DoS Attack None 1
109. 67. 2. 135 | srael 147.237.0.121 Lhaut hori zed URL Access to www nitl ui mi shi.aka.idf.il/https: /v il uimishi.aka.idf.il/ B ock 1
82. 80. 142. 209 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - Lhknown SSL Sessi on None 1
89.138.113. 182 |Israel 147.237.0.121 SSL Whtraceabl e Gonnection - Protocol violation (SSL_CONN CLI ENT_CERTI FI CATE REQUEST) None 1
77.125. 6. 56 | srael 147.237.0. 121 S Lhtraceabl e Gnnection - sigal gs DS Attack None 1
2.54.141. 217 | srael 147.237.0.121 S Lhtraceabl e Gonnection - sigal gs DoS Atack None 1
128.139. 23. 196 |l srael 147.237.0.121 Mil tiple Full width/Hal fw dth Lhicode Encoding on URL/ Paraneter(+) from 128. 139. 23. 196 B ock 1
83.130. 113. 213 |l srael 147.237.0.121 Lhaut hori zed URL Access to waw nitl ui mi shi.aka.idf.il/https:/waw il uimishi.aka. idf.il/ B ock 1
93.173. 148. 161 |l srael 147.237.0.121 Untraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 1

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
OE892005EA70D2EDA52299A22A98CE60DC85ED7DD33BC4880D849C02FC70CAB147752EFC25
FE6766C175F49FFF460318D1C00044259982306CF1ASCA7EF1FACC2AE91A84FES7541AE4436B7
1ACFE51440A2DAFF036913EBICE751CE262F231CFF55536 ADD70506463B2BAEE566DD302F918
81.218. 50. 26 | srael 147.237.0.121 28DE10C3COB422ACA251092E96402, Cbser ved None 1
91520A3409CD704D92FB09AF6CD949579F1C2E1BA0242F512B00BD19D2350A6 DF010F1749F7
A275672EF58975D6CF5DFFB170E3029F775E074D569048B2DE4CA84C57E6B6A11DB3FE64D0B0
225ED684A3008CB5EC6F4B9DA903980A15202B785BE9D25

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
82D32CBC515B84F044333113D97B476016A77475BF3D9EA743FD16C161360305EC05DA83B80
EFF82B2032D08752A4004BF1E7A094B96303A07E32C9DB13126C62DFO0C803CDFE39E4F267893
24972C156D7C811F4195142297187862743DD48791B0C7008B7B75F32A6D253E9873CELF6AF
31.154.5.181 | srael 147.237.0.121 DFBCL5F20CEOF42BED3BA1F920D7AB, Cbser ved None 1
E13CADD7F9AEDOCFB014A81AFA70CI9E095F477AFD9484897530E575821348DD584049C08DA
3C95B6A125D993D66A42CEAE1F6FA28A6305DF181200838813EF3844D06B4717DCB93F8A3A9
5E16925BEE283FA8AF866EFE910F6C682324B66A23579D01C

132. 73. 203. 238 |l srael 147.237.0.121 SSL Uhtraceabl e Connection - (pen Mde None 1
84. 95. 84. 57 | srael 147.237.0. 121 Mil tipl e Lhtraceabl e SSL Sessi ons from84. 95.84.57 (lhknown SSL Sessi on) None 1
46.19. 86. 71 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS At ack None 1
2.54.136. 162 | srael 147.237.0.121 Mil tipl e Uhtraceabl e SS. Sessi ons from?2.54.136. 162 (sigal gs DoS At ack) None 1
95. 86. 90. 222 | srael 147.237.0.121 Lhaut hori zed URL Access to www nitl ui mi shi.aka.idf.il/https:/ww il uimishi.aka.idf.il/ B ock 1
81.218. 159. 27 | srael 147.237.0. 121 Unaut hori zed HTTP Met hod B ock 1
31.154. 155. 182 |Israel 147.237.0.121 Untraceabl e SS. Sessi ons: si gal gs DoS At ack None 1
192.114. 91. 244 |l srael 147.237.0. 121 SSL Lhtraceabl e Gonnection - (pen Mbde None 1
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