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2.54.9.67, Israel
82.80.217. 70, |srael
82.80. 133. 133, |srael

192. 114.91. 245, |srael
212.179. 146. 174, |srael
181.25.131. 41, Argentina
212.235.98. 139, |srael
2.54.52.6, |srael

192. 114. 91. 234, |Israel
113.59. 33. 61, China




12-15-2015 to 12-16-2015

|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo
82.80.217.70

| Target Address

|Ste |Sgnature

| Devi ce Action | P I ocat i on. Locat i on | Count
| srael 147.237.0. 121 Bl ock Udp All _Nets drop BBL.- | srael 3
212.179. 146. 174 | srael 147.237.0. 121 B ock Udp All _Nets drop BBL- | srael 3
192.118. 132. 185 | srael 147.237.0.121 Bl ock_Ulp Al _Nets drop BBL- | srael 2
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|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



12-15-2015 to 12-16-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | count |
192.198. 151. 37 Eur ope 147.237.0. 121 ET SCAN NVAP -sA (2) 2
59.45.79. 117 Chi na 147.237.0. 121 ET SCAN Potential SSH Scan 1
113.59. 33. 61 Chi na 147.237.0. 121 ET SCAN NVAP -f -sS 1
137. 117. 34. 247 Lhited Sates 147.237.0.121 ET SCAN Potential SSH Scan 1
109. 186. 1. 100 | srael 147.237.0. 121 ET SCAN NVAP -sA (2) 1
113. 59. 33. 61 Chi na 147.237.0. 121 ET SCAN NVAP -sS wi ndow 2048 1
178. 169. 143. 78 Bul gari a 147.237.0.121 ET SCAN NVAP -sS wi ndow 4096 1
192. 198. 151. 45 Eur ope 147.237.0.121 ET SCAN NVAP -sA (2) 1




12-15-2015 to 12-16-2015

|Top Attackers In FW |

Sgnature

Target Address |S t% Nane

‘ Attacker Geo

66. 249. 93. 85 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 3111
66. 249. 93. 83 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2624
66. 249. 93. 89 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2573
149. 78. 6. 241 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 920
66. 102. 9. 87 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 327
66. 249. 93. 83 | srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 275
149. 78. 62. 113 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 268
66. 249. 93. 85 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 246
66. 249. 93. 89 | srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 244
77.180.44. 128 |Cer nany 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 217
2 52 154. 88 | srael 147 237. 0. 121 Sreamlng qui ne: TP Invalid Inval i d segnent retransmission. Packet drop 216
Ret r ansni ssi on dr opped.
66. 249. 93. 93 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 186
66. 102. 9. 97 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 154
27.55.174.121 |Thailand 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 152
79.182. 29192 |israel 147 237. 0. 121 Sreamlng qui ne: TP Invalid Inval i d segnent retransmission. Packet drop 144
Ret r ansni ssi on dr opped.
66.102. 9. 74 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 142
149.78.241.12 |lsrael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 124
66. 249. 93. 97 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 114
217.149.241. 2 |Pol and 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 113
46.19. 85. 181 | srael 147. 237 0. 121 Streanhng qui ne. TGP Invalid Inval i d segnent retransnission. Packet drop 90
Ret r ansni ssi on dr opped.
149. 78. 251. 113 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 78
84.94.109. 16 | srael 147 237.0. 121 Sreanhng Erjgi ne: TP Invalid Inval i d segnent retransmssion. Packet drop 72
Ret r ansm ssi on dr opped.
149. 78.242. 29 |lsrael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 70
149. 88. 24. 88 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 64
217.69. 133. 251 :Z:::tnl on 147.237.0.121 Geo-1 ocat i on enf or cenent Geo- | ocation i nbound enf or cenent drop 64
24.23.174. 144 |lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 59
149. 88. 89. 180 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 54
66. 102. 9. 22 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 48
217.69. 133. 169 :Z:::tnl on 147.237.0.121 Geo-1 ocat i on enf or cenent Geo- | ocation i nbound enf or cenent drop 44
149. 88. 241. 83 |lsrael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 44
217.69. 133. 252 gj::lnl on 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 40
217.69. 133. 250 gzz;;nl on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocation i nbound enf or cenent drop 33
66. 102. 9. 33 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 32
149. 88. 185. 109 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 29
169.253.194.1 |lLhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 25
149. 78. 63. 20 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 24
212.150. 66. 161 |l srael 147.237.0. 121 Bad TCP sequence SN retransnit wth different w ndow scal e noni t or 20
66. 102. 6. 147 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 19
66. 102. 6. 149 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 19
66. 102. 9. 61 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 19
217.69.133. 21 :Z:::tnl on 147.237.0.121 Geo-1 ocat i on enf or cenent Geo- | ocation i nbound enf or cenent drop 18
178. 62. 85. 75 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 18
149. 78. 225. 234 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 17
66. 249. 93. 17 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 17
66. 249. 93. 53 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 16
132.72.176. 144 |l srael 147.237.0. 121 SYN At t ack SYN - > SYN- ACK -> Ti neout rej ect 16
62.128. 45. 222 |l srael 147.237.0.121 SYN Attack SYN - > SYN-ACK -> RST rej ect 16
5.102. 254. 154 |l srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 16
83.223.122.22 |Wnited Kingdom |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 12
66. 102. 6. 153 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 11




12-15-2015 to 12-16-2015

|Top Attackers In V\AF|

At acker Devi ce

‘Count

Target Address St%ﬁgnature

Geo Action

82.80.133. 133 [Israel 147.237.0.121| | ameter Type Violation ctl00$Content A acetbl der 13Sbm 1 in Bock |4
vwwv mi | ui mi shi . aka. i df . i|/changeuni t

192. 114. 91. 245 |l srael 147.237.0.121 Suspi ci ous Response Code B ock 3

31. 168. 225. 146 || srael 147.237.0. 121  |Paneter Type Mol ation ctl 00SQont ent A acerbl der 1t xt Fi | eshanes in Bock |2
wan mil ui mi shi . aka. i df.il/nedi cal conmitteerequest

2.54.9. 67 | srael 147.237.0.121 Uht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 2

2.54.52.6 | srael 147.237.0. 121 Lhtraceabl e SS. Sessi ons: sigal gs DoS At tack None 2

2.54.136. 204 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS At ack None 2

2.54.9. 67 | srael 147.237.0.121 S Uhtraceabl e nnection - sigal gs DoS Attack None 2

217.132.57. 254 |l srael 147.237.0. 121 Uht raceabl e SS. Sessi ons: si gal gs DoS At ack None 2

176.13.4.23 | srael 147.237.0.121 Uht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 2

212. 235. 98. 139 |l srael 147.237.0.121 Mil ti pl e Untraceabl e SSL Sessi ons from 212. 235. 98. 139 ((pen Mde) None 1
Mil tiple Lhtraceabl e SS. Sessi ons from192. 114. 91. 234 (Protocol viol ation

192.114. 91. 234 |l srael 147.237.0.121 (SSLECCNN_APPLI CATI ON_DATA EXCHANGE) ) ( None 1

93.173.53.126 |lsrael 147.237.0. 121 Uhknown Par anet er ct| 00$Cont ent Pl aceHbl der 1$t xt Capt cha i n v i | ui mi shi. aka.idf.il/snsverify |B ock 1

Gooki e Tanpering on cooki e . ASPXAUTH Expect ed

672D484EA4582424CC7BFB4EF7A49BD65E893D5882E8BF5CBE7 7E18BF51EF4C71DA444100AE7F8C
30360590319FCB1B4104BA1A81ABA6F0817CC404795ABB6D5125235E85BDDA4A2CAS549E37CD
8653267824346C69DDFD79CB29112F731FD775D918774A1D118D09EAEB441D7D3B8C2C4996D
79.181.196.73 Israel 147.237.0.1211 |36 CroACE288A08CFOEBCA3A7DIL, Cbser ved None (1
FED98605D32D5BEC4DE16D6AD85B4398F56 FDO9FBE3AAAF9B8C358510A08DB6FOD3096FC6519
6010EF782682EF88722A9E790DCFBD58EC286897FA97E4EDI933ABI9D81F6735D4473512F3336622

EDFB139465E0C10EFE7BB707097FA1F6A829212FE577

2.54.168. 10 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: sigal gs DoS Atack None 1
2.52.20. 64 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS At ack None 1
212,179 21. 194 |1 srael 147 237 0. 121 Para@t er Typg M ol gtioq ctIOO$CDnt.entP| acetbl der 1%t xt Per ut Bakasha i n B ock 1
W il ui mi shi . aka. i df . i|/changeuni t
181. 25.131.41 |Argentina |147.237.0.121 Mil tipl e Lhtraceabl e SSL Sessi ons from181. 25. 131. 41 (si gal gs DoS Att ack) None 1
84. 229. 49. 40 | srael 147.237.0.121 SSL Untraceabl e Gonnection - (pen Mde None 1
31.210. 186. 215 |l srael 147.237.0.121 SSL Uhtraceabl e Gonnection - Protocol violation (SSL GONN CLI ENT CERTI Fl CATE REQUEST) None 1
212. 235. 98. 139 |l srael 147.237.0.121 SSL Untraceabl e Gonnecti on - (pen Mde None 1
192. 114. 91. 234 |l srael 147.237.0.121 SSL Uhtraceabl e Connection - Protocol violation (SSL_OCCONN APPLI CATI ON DATA EXCHANGE) None 1
93. 173. 242. 212 |l srael 147.237.0.121 SSL Whtraceabl e Gonnection - Protocol violation (SSL GONN CLI ENT__CERTI Fl CATE REQUEST) None 1
2.54.190. 66 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - sigal gs DoS Atack None 1
2.54.9. 67 | srael 147.237.0.121 Mil tiple Uhtraceabl e SS. Sessions from2.54.9.67 (sigal gs DS Attack) None 1
212.179.62.20 [israel 147.237.0. 121  |Paneter Type Mol ation ctl 00SQont ent A acerbl der 19t xt Fi | eshanes in Bock |1
wan mi | ui mi shi . aka. i df.il/nedi cal conmitteerequest
181. 25.131. 41 |Argentina |147.237.0.121 SSL Wntraceabl e Gonnecti on - (pen Mde None 1
85. 64.244. 63 |lsrael 147.237.0. 121 Suspi ci ous Response Code B ock 1
37.142.68. 117 |lsrael 147.237.0.121 Lhaut hori zed URL Access to www il ui mishi.aka.idf.il/https:/vwwn mluimishi.aka.idf.il/ B ock 1
213. 8. 39. 241 | srael 147.237.0. 121 Lhaut hori zed URL Access to www nitl ui mishi.aka.idf.il/https:/vww mluimishi.aka.idf.il/ B ock 1
147.236. 38.69 |lsrael 147.237.0.121 Lhaut hori zed URL Access to waw nill ui mishi.aka.idf.il/https: /v nluimishi.aka.idf.il/ B ock 1
82. 80. 217. 70 | srael 147.237.0.121 Lhaut hori zed URL Access to wwwu nil ui mishi.aka.idf.il/rul es. abe B ock 1
31.44.128.151 |lsrael 147.237.0.121 Uhknown Par anet er ct| 00$Cont ent Al aceHbl der 1$t xt Capt cha i n vwwy il ui mi shi . aka.idf.il/snsverify |B ock 1
212.179.129.6 |lsrael 147.237.0. 121 Uhaut hori zed URL Access to v nitl ui mishi.aka.idf.il/https: /v mluimishi.aka.idf.il/ B ock 1
181.25.131. 41 |Argentina |147.237.0.121 S Uhtraceabl e Gnnection - sigal gs DoS Attack None 1
87.68. 244. 93 | srael 147.237.0.121 Uhknown Paraneter prmin ww nil ui mishi.aka.idf.il/login B ock 1
77.126.21. 40 | srael 147.237.0. 121 SSL Whtraceabl e Gonnection - Protocol violation (SSL GONN CLI ENT_CERTI Fl CATE REQUEST) None 1
2.54.160. 132 | srael 147.237.0.121 S Whtraceabl e Gnnection - sigal gs DoS Attack None 1
212.25.84.200 |lsrael 147.237.0.121 Uhknown Paraneter prmin wawy mlui mishi.aka.idf.il/login B ock 1
83.130.113. 213 |Israel  |147.237.0.121| [P Stributed Lhauthorized URL Access on Bock |1

vy m | ui mi shi. aka.idf.il/https: /v nil ui mishi.aka.idf.il/
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