12-14-2015 to 12-15-2015

<
v Focused IP Under
Attack Daily Report

1"NPT SwNn

www.gov.il

|Top Targets |

145

Top Tar get

[Top Attackers |

Nunmber

a
Attacks

Top Attackers

W 84.228.101.57, |srael
2.54.185.63, |srael

W 192.114. 23. 211, Israel
31.154.18. 90, Israel

B 79.183.235.19, |srael

W 212.179.21. 194, |srael

W 46.19.85.6, |srael

W 213.8.81.18, Israel
46.19. 85. 30, |srael

H 84.108.81.69, Israel




12-14-2015 to 12-15-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste|Sgnature | Devi ce Action | oP | ocati on. Locat i on |count |
2.54.185. 63 | srael 147.237.0. 121 Anonal y- SSL.-renegotiation-di sour ce- dest - r eset DP-Tehi | a 13




12-14-2015 to 12-15-2015

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



12-14-2015 to 12-15-2015

|Top Attackers In |D|

Attacker Address
94, 102. 48. 195

| Attacker Geo
Net her | ands

| Target Address
147.237.0.121

|Ste |Sgnature
ET SCAN NVAP -sS w ndow 1024

|Oount

213.85.31.170

Russi an Federation

147.237.0.121

ET SCAN Potential VNC Scan 5900- 5920

104. 209. 183. 157

Lhited Sates

147.237.0.121

ET SCAN Potential SSH Scan

220. 231.195. 122

Chi na

147.237.0.121

ET SCAN NVAP -sS w ndow 4096

= =




12-14-2015 to 12-15-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo ‘Tar get Address |9 t% Nanme dgnature
66. 249. 93. 85 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 4350
66. 249. 93. 83 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 4263
66. 249. 93. 89 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 3098
107. 92. 63. 26 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 468
72.179.171.55 |lLhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 468
84.228.101. 57 |lsrael 147.237.0.121 Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 369
66. 249. 93. 83 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 343
66. 249. 93. 89 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 321
149. 78. 255.48 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 318
178. 164. 228. 225|Hungary 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 288
2 54.52. 25 I sragl 147 237.0. 121 Sreanhng Ejgi ne: TP Invalid Inval id segnent retransnission. Packet drop 288
Ret r ansni ssi on dr opped.
149. 78. 233. 24 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 275
66. 249. 93. 85 | srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 260
66. 102. 9. 97 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 225
66. 102. 9. 74 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 222
66. 102. 9. 87 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 205
108. 225.17.34 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 162
2 54.156. 41 | srael 147. 237 0. 121 Sreanimg Er_1gi ne: TGP Invalid Inval id segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.
2 54.185. 63 I sragl 147 237.0. 121 Sreanhng Ejgi ne: TP Invalid Inval id segnent retransnission. Packet drop 126
Ret r ansni ssi on dr opped.
37.26.147.251 |lsrael 147.237.0.121 SYN At t ack rej ect 121
149. 78. 236. 253 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 104
149. 78.103. 175 |lsrael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 102
78.131.24.205 |Hungary 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 96
17.78.72.138 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 64
192. 115. 177. 202l srael 147.237.0.121 SYN At tack SYN - > SYN-ACK -> RST rej ect 49
149. 78. 241. 12 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 45
149. 88.89. 180 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 44
217.69. 133. 250 gcsj:;:ﬂ on 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocation inbound enf or cenent drop 44
17.78. 68. 137 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 42
54.88.168.129 |lWhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 36
109. 65. 180.24 |l srael 147.237.0.121 Bad TCP sequence I nval id ACK nunber noni t or 36
82 81.23. 71 I sragl 147 237.0. 121 Sreanhng qui ne: TP Invalid Inval id segnent retransmssion. Packet drop 36
Ret ransni ssi on dr opped.
176.228. 90. 179 |l srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 36
66. 249. 93. 23 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 32
149. 88.126.93 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 31
217.69.133.21 gcsj:;:ﬂ on 147.237.0.121 Geo- | ocati on enf or cenent Geo-| ocation inbound enf or cenent drop 31
50.152.173.56 |Whited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 28
66. 249. 93. 97 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 27
217.69. 133. 249 :32::1”' on 147.237.0.121 Geo-1 ocat i on enf or cenent Geo- | ocation i nbound enf or cenent drop 26
66. 102. 9. 33 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 24
149. 88. 123. 52 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 22
149. 88. 5. 39 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 20
157. 55. 39. 61 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 20
66.249.66.105 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 17
79.176. 49. 101 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 17
66. 249. 93. 93 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 17
2.54.185. 63 | srael 147.237.0. 121 Bad TCP sequence Inval i d sequence nunber noni t or 16
5. 102. 254. 110 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 16
149. 78. 86. 10 | srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 16
66. 249. 93. 51 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 16




12-14-2015 to 12-15-2015

|Top Attackers In V\AF|

A tacker Devi ce

Action

‘Count

Attacker Address Geo ‘Target Addr ess S‘t%Sgnature

31. 154. 18. 90 | srael 147.237.0.121 Unaut hori zed HTTP Met hod B ock
192.114. 23. 211 |lsrael 147.237.0. 121 Suspi ci ous Response Code B ock
84.228.101.57 |lsrael 147.237.0.121 Mul ti pl @ Unknown HTTP Request Met hod from 84. 228. 101. 57 B ock
84.228.101. 57 | srael 147.237.0.121 Mil tiple Mal forned URL from 84.228. 101. 57 B ock
84.228.101.57 |lsrael 147.237.0.121 Mitiple Illegal Byte Gode Character in Method from84. 228. 101. 57 B ock
84.228. 101. 57 | srael 147.237.0.121 Mil tiple Abnornal |y Long Request from 84.228.101. 57 B ock
84.228. 101. 57 | srael 147.237.0. 121 Miltiple Il1l1egal Byte Gode Character in Header Nane from 84. 228. 101. 57 B ock
84.228. 101. 57 | srael 147.237.0. 121 Mitiple |llegal Byte Gode Character in Header Val ue from84. 228. 101. 57 B ock
212.179.21.194 |lsrael 147.237.0.121 Suspi ci ous Response Code B ock
84.228.101. 57 | srael 147.237.0.121 Mil tiple Abnornmal |y Long Header Line from 84.228. 101. 57 B ock

Paraneter Type M ol ati on ctl 00$Cont ent A acetbl der 1%t xt NewPass1 i n

8
0. 8
0. 5
0. 5
0. 5
0. 5
0. 3
0. 3
0. 3
0. 3
213.8.81.18 | srael 147.237.0. 121 wane mi | ui mi shi . aka. i df . i |/ changepasswor d/ newpasswor d Bl ock 3
84.228. 101. 57 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Protocol violation (SSL_OCONN APPLI CATI ON DATA EXCHANGE) None 2
84.108. 81. 69 srael 147 237.0. 121 Paranfet er Type Mol a_ti on ctl 00$Cbnt§ntH acehbl der 1$t xt Per ut Bakasha i n B ock 2
wwv nill ui mi shi . aka. i df.il/vol unt eeri ngbyage
176. 13. 8. 139 | srael 147.237.0. 121 Uhtraceabl e S3. Sessi ons: sigal gs DoS At ack None 2
79. 183. 235. 19 | srael 147.237.0. 121 Untraceabl e SS. Sessi ons: sigal gs DoS At ack None 2
Ml tiple Untraceabl e SSL Sessions from84.228. 101. 57 (Protocol violation
84.228.101.57 |lsrael 147.237.0.121 (SSLEOO\IN_APPLI CATI ON DATA EXCHANGE) ) ( None 2
84.228.101. 57 | srael 147.237.0.121 Mitiple Illegal Byte Gode Character in Query Sring from®84.228. 101. 57 B ock 2
46. 19. 85. 6 | srael 147.237.0. 121 SS. Whtraceabl e Gonnection - sigal gs DoS Attack None 2
81. 218. 87. 50 | srael 147.237.0. 121 Uhtraceabl e SSL Sessi ons: (pen Mbde None 2
84.228. 101. 57 | srael 147.237.0. 121 Abnornal | y Long Header Line request header nane B ock 2
84.228.101.57 |lsrael 147.237.0.121 Miltiple Il1egal Byte Gode Character in URL from84.228. 101. 57 B ock 2
84.228.101. 57 | srael 147.237.0.121 Illegal Byte Gode Character in Header Val ue B ock 2
62.90.117. 133 | srael 147.237.0.121 Lhtraceabl e S3. Sessi ons: sigal gs DoS At ack None 2
84.228. 101. 57 | srael 147.237.0.121 Abnornal |y Long Request request version B ock 2
84.228. 101. 57 | srael 147.237.0. 121 Mil tiple Mal forned HITP Header Line from 84.228. 101. 57 B ock 2
Il1legal Byte Qode Character in Method [[#0]][[#24] ] A?&Y] [ #15] ] sAPDAU [ #17] ] WAS
84.228.101.57 |[lIsrael 147.237.0. 121 >S[ [ #4] ] AuA, A<A,AR=6AYAS 63AaMAEARAYZ} ASAEAY2DA?A° Af AshA, | A?nx A- AsA¥RM AT B ock 1
[[#25]] A z~pA?A° A—AfAVAEAL AivA, 20
84.228. 101. 57 | srael 147.237.0. 121 Mitiple Illegal Byte Gde Character in Paraneter Nane from 84.228. 101. 57 B ock 1
62.219. 115. 209 |l srael 147.237.0. 121 Untraceabl e SSL Sessi ons: (pen Mde None 1
46. 19. 85. 6 | srael 147.237.0.121 Mil tipl e Uhtraceabl e SSL Sessi ons from46. 19. 85.6 (si gal gs DoS At ack) None 1
Nal formed URL [[#25]][[#20]] x£t &€ A—A«[ [ #31]] zxx?[ [ #24]] €1 As! XA 0Ayx?[ [ #7]] x
84.228.101.57 |lsrael 147.237.0.121 | dA AVE [ #30] | E)[/Az[][]#[z[:s] ] g}c]ud/A»ACE' C'J'IT[[[[#ZZ]]]] [[#24]] [T#71]<f B ock 1
111 egal te Gode Character in URL [[#25 #20] | XEt &€ A—A«[ [#31] ] zxx?[ [ #24] ] &E1 Al X'
84.228.101. 57 [israel |147.237.0. 121 |5 oig/x??[/#n ] xf! dA AVE [ #30] ] O/A[z[[ [#]2]35[] gog/A»AGE' N [[#Ezz] }] L Bock |1
Unknown HTTP Request Met hod A?A»AEAE: ASA’ACAfAkdl AVA- [ [ #0] ] A¥A'5>A%AEA,
[[#7]1] A} AAA ARA+7A-A?A2 yEA+ACA...
SAVTYpA [ [ #0] ] AT?p9d As " hA?A2 u[ [ #21] ] +[ [ #5] ] A¢8A°" #7]] AGA vgRAtl AA. AcA- KAG At
84.228.101.57  fIsrael 147.237.0. 1211 | R 4y %€>[A[¢Hfi~1 A1a1 SF())&"A%JA’?[ [ #24[1][ 1 At]y]Aog,ga:j }X}flAi[ [ #0{;\4,5\[(13,&]“1[ [ #29] ?[ [#31]] A° +LKN2¢¢AGE,5 Bock 11
([[#31]] in URL [[#25]][[#20]] £t &€ A—A«[ [ #31] ] zxx?[ [ #24] ] €1 Al x'A" oAYx?[ [ #7] ] xf
1 dA"AYf [ #30] | OVAS[ [ #23] ] go/AAE' ON[ [ #22] |
NULL Character in Method [[#0]][[#24]]A?&Y[ [ #15] ] sA?DAY[ [ #17] ] WAS>T] [ #4] ] AuA, AcA AR=6AY
84.228.101.57 |lsrael 147.237.0.121 A3 63AcMACEARAYZ} ASAEAY2DA?A° AfAshA, | A?nx A- AsA¥RMNAT[ [ #25] ] A- z~pA?A° A—AfAYVAE |B ock 1

Avt AsvA 20

Illegal Byte Code Character in Header Nane [[#12]] AoQfe AACA?ARYA—] [#2]][[#12] ] RA™

[ [#3]] (AccAuAAtAt<OA! beDA+AL ARTAN EAAZ] [ #30] i A>ASNY[ [ #7111 A" ; AEA: YA AcAs/ Q Ae
84.228.101.57 |[lIsrael 147.237.0. 121 CAEA: PA?. A—A;V[ [ #18]]r A?[ [ #30] ] 5a, A— B ock 1
L[ [#4]]1[[#27]] A QB8r6[ [ #21]] gA?A; A?[ [ #29] ] AudA?A2 A%AZ QAP AYA\ Ax. AVA:JAcePpAc
[[#24]] > PraAd [#1]] A

46. 19. 85. 59 | srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: (pen Mde None 1
Paraneter Type Mol ati on ct| 00$Cont ent P acetbl der 1$t xt NewPass1 i n

212. 150. 192. 105|l srael 147.237.0. 121 PR . . B ock 1
wawv m | ui mi shi . aka. i df . i |/ changepasswor d/ newpasswor d
Il11egal URL Path Encoding APRE™AS] [ #1]]i xYxtx+0RASSAIx'AUSE?
84.228.101.57 |israel 147.237.0. 121 {A?;gal[[#g]]Avq{ 1X€xi[[g3o]]x?xfé[€[ xalg\¥@’rb[[#4]]><’><2 Al Bock |1
2 54.182. 226 l srael 147 237.0. 121 I%rangat er Type '\:1 ol at'i on _<:t|00$C0nt ent Pl acetbl der 1$t xt NewPass1 in B ock 1
wawv m | ui mi shi . aka. i df . i |/ changepasswor d/ newpasswor d
109. 186. 16. 66 |l srael 147.237.0.121 Lhaut hori zed URL Access to waw mil ui mishi.aka. idf.il/https:/vww mluimishi.aka idf.il/ B ock 1
84.228.101. 57 | srael 147.237.0.121 Too Many Headers per Request - 38 Headers B ock 1
Illegal Byte Code Character in Method A?A>AEAE: ASA'ACAfAkdl AVA- [ [ #0] ] A¥AS>A%AEA
[[#7]]1 Al A2 A AeA+7AA? A2 yEA+ACA. ..
84.228.101.57 |[Israel 147.237.0. 121 SAVTYpA [ [ #0] ] AT?pod A3 " hA?A2 ul [ #21] ] +[ [ #5] ] Ac8A°' yM [ #7] ] AEA YqRAxl A'A- AcA- KAGAT  [B ock 1
ZA! #j Be>A+HA™ A2 SQA'A%TA?[ [ #24] ] AxyAceAtj Afl =[ [ #0] ] AceA™][ [ #29] ] [ [ #31] ] A° +LMA;AEA
[[#31]]
84.109. 16. 83 | srael 147.237.0. 121 Lhaut hori zed URL Access to www il ui mishi.aka. idf.il/https:/ww mlui mishi.aka. idf.il/ B ock 1
79. 183. 34. 10 | srael 147.237.0.121 Lhtraceabl e SS_ Sessi ons: sigal gs DS At ack None 1
185.120. 126. 115 147.237.0.121 SSL Uhtraceabl e Gonnection - Protocol violation (SSL GONN CLI ENT CERTI Fl CATE REQUEST) None 1
Mal formed URL x—CNx34€° A™[ [ #12] | x"AA-vUA¢L[ [ #26] | j zAE€?* 0AE€ [ [ #12] ] LAZ( xf A &,
84.228.101.57 |[lIsrael 147.237.0. 121 a[[#25] 1 A $[[#12]] A0[ [ #22] ] +a€; Azxole Gy [ #15] ] r x3 <x{ [ #28] 1)t G yA?[ [ #23] ] AE B ock 1
x3 (3 [[#8] ] x° AZ[ [ #4] ] a€"Acnd€oe6as? Aeal?] [ #17] 1 A [ [#19] ] ¥ [#25] ] * A AY: t x2
Illegal Byte Code Character in URL x—(Y[x34€° A™™[ [ #12] | x"A-vuAgt[ [ #26] | j ZAE?* 04E"
84.228.101. 57 |1 srael 147. 237. 0. 121 [[#12]] QAZ(»f A a2[ [#25]1 A $[ [#12] ] A0[ [ #22] ] +a€i Azxole /[ [ #15] ] r 3 <x— B ock 1

[[#28]])t G yA?[ [#23]] AEx3 O [ [#8]] x° AZ[ [ #4] ] 4€"Ac ma€ce6aEr Aeal? [ #17] 1 Al [[#19]] x*
[[#25]]*A°AY: t xz

87.69. 148. 16 | srael 147.237.0.121 Lhknown Paraneter ch in www mlui mishi.aka.idf.il/login B ock 1
NULL Character in Method A?A~AEAE: ASA'ACAfAkdl AVA- [ [ #0] ] A¥AS>A%AEA,
[[#7]1A Ae A ARA+7A-A?A2 yEA+ACA. ..

84.228.101.57 |[lIsrael 147.237.0. 121 SA/TYA [ [#0]] AT2pYd A3 hA?A2 u[ [ #21] 1 +[ [ #5] ] Ac8A°" yM [ #7] ] AEA vgRAxl A'A- AcA- KA At |B ock 1
ZA! #j Ae>A+HA™ A2 SQA A% TA?[ [ #24] ] AxyAceAcj Afl =[ [ #0] ] AceA™[ [ #29] ] [ [ #31] ] A° +LMA; ACEA
:[[#31]]

Il1egal Byte Code Character in Header Name AJ[[#5]]A?[ [#6]] Ac|[+#20] ] BAS1bgA—A PA% AA,

84.228.101.57 |[lsrael 147.237.0.121 Y[ #18] ] AZA2 B9%oHB»$[ [ #17]1 [ [ #22] ] t * aAAA™A: AnA-B B ock 1
84.228. 101. 57 | srael 147.237.0.121 Mil tiple NLL Character in Header Nane from 84.228. 101. 57 B ock 1
46. 19. 85. 84 | srael 147.237.0. 121 Untraceabl e SS. Sessi ons: sigal gs DoS At ack None 1
176. 12. 136. 60 | srael 147.237.0. 121 Mil tipl e Uhtraceabl e SSL Sessi ons from176. 12. 136. 60 (si gal gs DoS At ack) None 1
84.228.101.57 |lsrael 147.237.0.121 Mal f or ned HTTP Header Line 1 B ock 1
84.228.101. 57 | srael 147.237.0.121 Too Many Headers per Request - 52 Headers B ock 1
Illegal Byte Code Character in Paraneter Nane X[ [#4]]xax@xQ nAYH [#19] ] AEAS y#S 6AEC x™
xxeA O [[#2] ] Eced(® #ASHO Hx2 [ [ #24] ] A8xj O [ [ #27]] AZa€ O [ [ #2] ] A>&0A3 Avxae™
84.228. 101 57 |1sraed 147. 237. 0. 121 O/ [ #18] ] Nda€zx'x¥e AYA?[ [ #27] ] G [ #4] ] A€™AE?xSA[ [ #16] | AcEXEBc i n x—(fx5a€° A™ H ock :

[[#12] ] x'’BA-vuAS[ [ #26] ] j zAE?* 0aE ] [ #12] ] b AZ( of A A2 [ [#25] ] A $[[#12]] A>0[ [ #22] ] +a€; Az
xohe Gvn[ [ #15] ] r x3 <x—{ [#28] ] )t G yA?[ [ #23] ] AGEx2 O [ [ #8] ] x° AZ[ [ #4] ] 4€"A; nECeBAEL /E
eal?[ [#17] ] A [[#19] ] x| [#25] | * A AY: t xZ




12-14-2015 to 12-15-2015

A tacker

Attacker Address Geo ‘Target Addr ess S’t%Sgnature

NULL Character in Header Nane at A =ASA?A%AE] [ #24] ] A?A'ATAEA] [ #25] ] A-[[#0] ] A1 { A-

84. 228. 101. 57 | srael 147.237.0. 121 Aro2dAvi A,' OA—p[ [#26] ] A‘ﬂA‘A@&"{Ai, A«Ae A—[ [#21]] Ae B ock 1
79.183. 235. 19 | srael 147.237.0.121 Mil tipl e Uhtraceabl e SS. Sessi ons from79. 183. 235. 19 (si gal gs DoS A t ack) None 1
46. 19. 85. 30 | srael 147.237.0.121 Mil tipl e Lhtraceabl e SS. Sessi ons from46. 19. 85. 30 (sigal gs DS At ack) None 1
192.114.5. 10 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - (pen Mde None 1
84.228. 101. 57 | srael 147.237.0. 121 Il1egal HITP \krsion B ock 1
87.69. 148. 16 | srael 147.237.0. 121 Uhknown Paraneter prmin wuw mluimishi.aka.idf.il/login B ock 1
NULL Character in Query String on A?AE™AS] [ #1]]i xYxtx+9RAS>AIx'AUAE?
84.228.101.57 |israel 147.237.0.121| | G0z 1| 31 ) AVal 18;5[ 430] ]?(?Xfé@ X¥A¥@..£é[ [il] o A Bock |1
83.130. 113. 213 |l srael 147.237.0.121 Lhaut hori zed URL Access to waw il ui mishi.aka. idf.il/https:/wwniluimishi.aka. idf.il/ B ock 1
84.228. 101. 57 | srael 147.237.0. 121 Mil tiple NJLL Character in Method from 84.228. 101. 57 B ock 1
31.168. 81. 166 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - (pen Mde None 1
176.12.136.60 |lsrael 147.237.0.121 SS. Uhtraceabl e Gnnection - sigal gs DoS A tack None 1
84.228.101.57 |lsrael 147.237.0.121 Mal f orned HTTP Header Line 22 B ock 1
Il11egal Byte Code Character in Query String x[[#4]] xaxex@ nAYH [ #19] ] AL y#S 6AE x™
xxeA O [[#2] ] Eced(® #ASHO Hx2 [ [ #24] ] A8xj O [ [ #27]] AZa€0O [ [ #2] ] A>&0A3 Avxae™
84.228. 101 57 |1sraed 147. 237. 0. 121 O/ [ #18] | NAaEZx'x¥e AYA?[ [ #27] ] G [ #4] ] AE™AE?x5A[ [ #16] ] ALEXCBc on x—(x5a€° A™ H ock :

[[#12] ] x"AB-vuAe[ [ #26] | j zAE?* 0a€ [ [ #12] ] WAZ(>of A A2 [#25] ] A $[ [ #12]] A>0[ [ #22] ] +a€i Az

xohe Gvn[ [ #15] ] r x3 <x—{ [#28] ] )t G yA?[ [ #23] ] AGEx2 O [ [ #8] ] x° AZ[ [ #4] ] 4€"A; nECeBAEL /E

eal?[ [#17] ] A [[#19] ] ¥ [#25] | * A AY: t xZ

Unknown HTTP Request Met hod [[#0]][[#24]] A?&Y[ [ #15] ] sSA?DAU[ [ #17] ] WAS>T] [ #4] ] AuA A<A,
A@=6AYAs 63AcMACEARAYZ} ASAEAY2DA?A° AfAshA, | A2nxA- AsA¥RMAT[ [ #25] ] A- z~pA?Ac A—
84.228.101.57 |[lIsrael 147.237.0. 121 AfAYAEAYE AsvA 20 in URL x—ONx3a€° A™[ [ #12] | x"EA-VvuAe[ [ #26]]] zAE?* 0A€[[#12] ] &y AZ(x> |B ock 1
fA aa[[#25] 1 A $[[#12]] A0[ [ #22] | +4€; Azxole Gy [ #15] ] r x3 <x{ [#28] 1)t G yA?[ [ #23] ] AE
x3 (3 [ [#8] ] x° AZ[ [ #4] ] A€"A nd€oe6aE Aeal? [ #17]1 A [[#19] ] [ [#25] 1 * A AY: t x7

84.228.101.57 |[lsrael 147.237.0. 121 A AZA R [#1]] 1A 0ATRAYA...A° ASq68AZ" AZAs] e| j { hnl A [ #28] ] A?AtA 7TAASSAcOA M A A B ock 1
(AAAT[ AAAfg( 8-
j t AT{ A22{ 4] Yvs A ARd?[ [ #25] ] A9 [ #6] ] hu! V[ [ #1] | AeAER" [ [ #0] ] A- A?

79.183. 235. 19 | srael 147.237.0.121 S Whtraceabl e Gonnection - sigal gs DoS Attack None 1

46. 19. 85. 30 | srael 147.237.0.121 SS. Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
Il egal HTTP Version "AtA-A?As P) A [ #19] ] AGVQFAATARS A24cl [ #7]] A : Be AEVA 2A?AYFAE

84.228.101.57 |[lIsrael 147.237.0. 121 +ARAS[ [ #17] 1 [ [#29] ] IATA E[ [#1] ] [[#15] ] AfA, KAZASAYS [ #26] ] A2XAKAS[ [ #28] ] AcA¥A™ B ock 1

; A?A. A2 AZA? A¥REAfs

Paraneter Type Violation ctl 00_Content A acetbl der 1_f uAddAddr essAppendi x| DDocs&H | esToSend i n
v il ui mi shi.aka.idf.il/login

12-14-2015 to 12-15-2015

94. 230. 86. 211 | srael 147.237.0.121 B ock 1




