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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

82.80.217.70 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 3

82.81.12.22 Israel 147.237.0.121 Block_Udp_All_Nets drop BBL-Israel 3
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

92.222.242.103 France 147.237.0.121 ET SCAN NMAP -sS window 1024 1

185.27.105.169 Israel 147.237.0.121 ET DOS SSL Bomb DoS Attempt 1

192.198.151.37 Europe 147.237.0.121 ET SCAN NMAP -sA (2) 1

93.158.215.56 Netherlands 147.237.0.121 ET SCAN Potential SSH Scan 1

192.186.95.178 Canada 147.237.0.121 ET SCAN NMAP -sS window 4096 1

192.198.151.45 Europe 147.237.0.121 ET SCAN NMAP -sA (2) 1
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Top Attackers In FW
Attacker
Address

Attacker Geo Target Address SiteName Signature
Device
Action

Count

66.249.93.89 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 4611

66.249.93.85 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 4026

66.249.93.83 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 4016

185.27.105.169 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 468

66.249.93.83 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 382

108.225.17.34 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 374

66.249.93.85 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 358

66.102.9.74 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 321

66.249.93.89 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 319

94.44.254.124 Hungary 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 288

66.102.9.87 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 237

212.235.98.139 Israel 147.237.0.121 Bad TCP sequence Invalid sequence number monitor 203

192.146.6.2 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 181

149.88.226.240 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 173

66.249.93.93 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 171

149.88.212.86 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 160

66.102.9.97 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 120

94.159.224.52 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 108

217.69.133.252
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 85

2.54.17.82 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 76

149.88.89.180 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 61

66.102.9.22 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 52

149.78.218.218 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 50

2.54.138.95 Israel 147.237.0.121 SYN Attack reject 49

66.249.64.175 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 46

64.233.173.217 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 46

2.54.138.95 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 41

2.52.170.63 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 40

149.78.227.251 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 40

149.78.42.127 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 37

77.125.149.122 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

80.246.136.39 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 36

89.139.30.105 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 35

149.78.62.113 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 35

66.249.64.165 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 34

66.249.93.53 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 33

17.78.74.205 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 33

62.219.44.190 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Timeout reject 32

66.249.93.20 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 30

2.52.170.63 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> Timeout reject 26

2.52.170.63 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 26

185.32.179.57 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 26

2.54.138.95 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number monitor 25

2.54.138.95 Israel 147.237.0.121 Bad TCP sequence Invalid sequence number monitor 25

192.118.48.248 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 25

2.52.170.63 Israel 147.237.0.121 Bad TCP sequence Invalid sequence number monitor 25

2.54.138.95 Israel 147.237.0.121 Bad TCP sequence Invalid ACK number alert 25

64.120.46.211 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 24

66.249.93.17 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 24

85.158.139.227 United Kingdom 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 24

 12-13-2015 to 12-14-2015 



Top Attackers In WAF

Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

193.43.246.250 Israel 147.237.0.121 Suspicious Response Code Block 8

176.13.16.215 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 4

84.95.252.163 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 4

87.69.34.98 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

82.81.5.90 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

79.178.131.14 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

132.66.237.87 Israel 147.237.0.121 Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/login parameter prm Block 2

84.108.81.69 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/volunteeringbyage

Block 2

62.90.96.197 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtFilesNames in
www.miluim-ishi.aka.idf.il/changeunit

Block 2

176.12.145.51 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

2.54.26.170 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

212.199.66.34 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtFilesNames in
www.miluim-ishi.aka.idf.il/medicalcommitteerequest

Block 2

79.179.153.69 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

2.54.138.70 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 2

192.116.127.113 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtNewPass1 in
www.miluim-ishi.aka.idf.il/changepassword/newpassword

Block 2

77.127.92.78 Israel 147.237.0.121 Unknown Parameter prm in www.miluim-ishi.aka.idf.il/login Block 2

176.13.21.60 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 176.13.21.60 (sigalgs DoS Attack) None 1

79.179.174.18 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected , Observed
9488AD453EAB52CFE4270887AE9E4A16F86E9715F57B2F3503EAA801AEF69BF75721797CA34D
54F0708FEC2D21D3CF62D111533D029E1459A5FA07FF3A57773E2C4E3DA4622EC57A00F46394
2E4432774F072A304D4157BAD8E4B3F88C7CF2FF620BAA9157F931E7B3EBD37D9445DEDB2105
FC136B4F30A859DE83577D546A3A7FD0AC510A1D2D592ECB5CEA765B468AD8E24D46E64062
E1FB200BE5D3536655

None 1

46.121.110.121 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtNewPass1 in
www.miluim-ishi.aka.idf.il/changepassword/newpassword

Block 1

87.69.35.32 Israel 147.237.0.121
Unknown HTTP Request Method Ã¹rÃ¶[[#22]]Â¨yÂ“Â¬/ÃµÂ½Â?Ã¿+Âœ}AÃ§[[#3]]_ÂŒ?2ÂžÃ‘
Ã¶Ã•Â”Â¿+Ã?Ã’MÂ,

Block 1

87.69.35.32 Israel 147.237.0.121

Illegal HTTP Version [[#27]]Â»Ã¾U[[#31]]Â¢Ã–Ã¸PÃ´Ãš$[[#7]]ÂºÃ¯uÂ¶[[#18]]$@[[#5]][[#30]]Â‘
ÃˆuÂ§+Â¬ÂªÂ·<Â…[[#29]]OÃ¡Ã?ÃžÃ²Â£vQÂ‡mÃ¬Ã‘Â?Ã§!Z/d Ã»TÂ¬Ã¸ Â•
Â´nÃ¨[[#7]]tLÂ»Ã‰ÂŸÂ©Â?Ã¾ k?(Ã´DÃœÂ¨{[[#3]]Ã˜@Ãª^$~4Ã–Â£[[#26]]bÂ‘UÃŠÂ™KÂ¦CÃ˜
[[#17]][[#31]][[#17]]ÃªÂ?[[#29]]oÃ©GÂœÃ‰KÃ‚[[#23]]?Â†Ã‘Ãƒ<Â¶Ã™
^[[#5]]Ãª!Âµ{Â±Â´MÃ½Â®5Ã—Ã‚ÂŠÂº[[#8]]kÂ´ÂªÃˆÂ®[[#22]]Ã²Ã›(Ã³Ã¯=•Ã¨Â¥Ã©LÃ•
Â¢Ã³ÃµPÂ?[[#15]]aÃšEÃ?Â†Â·Âºu[[#20]]iiM#ÃŽFIÂ nÂ?oÃ¯rÃ¾VÃ‹ÃŒÂ®Ã?MFzÃ?\Â›
wÃ»Ã?Â®ÂµÃ³%
:.xY Ã¯Â?,]Â§,6Ã¶tx[[#6]]•[[#1]]Â´Â±ÂœYBSÂ‰CÃ‹Ã•MUcÃ“OF&Ã´

Block 1

37.26.146.253 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

2.54.175.159 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/â€?â€Ž Block 1

2.52.8.232 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 2.52.8.232 (sigalgs DoS Attack) None 1

87.69.35.32 Israel 147.237.0.121
Multiple Untraceable SSL Sessions from 87.69.35.32 (Protocol violation
(SSL_CONN_APPLICATION_DATA_EXCHANGE))

None 1

46.19.86.33 Israel 147.237.0.121

Cookie Tampering on cookie .ASPXAUTH: Expected
8E5185CA28BC6B5B115A0F55AE84E5D4247EAC3669E728950A8314FE42F77A167951227DF05E
3F2B7561C989C29108C6804B2749761AB8C60A945CBBDF9A8851ACA57FC5C15F00EC017AAC
C54ABFC9A593D112999F09A5BE1A563A3524EE9048A31D475A7852BF0C639B48EB308E9EFDFF
617894C16F7B71719610F671FA2DEB, Observed
828690B194A9CBAA9FF9228A13349EC3CD929725824587F6C23FE5C570AE7A9FA418DC87C09
64BC24AD251588A72FD9082ECE89AB519193E9D2C4FE947901DD06EB70929DCC5C96896B539
1DAE084737BE6403618405410B8BA7D0108511AE998C7220

None 1

31.44.139.155 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

87.69.35.32 Israel 147.237.0.121 Illegal Byte Code Character in Header Value Block 1

2.54.23.65 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

176.13.21.60 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

79.179.223.207 Israel 147.237.0.121 SSL Untraceable Connection - Unknown SSL Session None 1

89.138.26.241 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

87.69.35.32 Israel 147.237.0.121
Illegal URL Path Encoding #â€¢Ã¼Ö°rÖ»oâ€šqb*[[#11]]Ö»aÂ¿[[#31]]Â?/â€“%×¤qâ‚ª[[#1]]Â»× ÃŸ
[[#14]]â€˜Â?[[#7]]Â?lmÃ¼×©[[#18]]eeÂ¨×?

Block 1

37.26.146.253 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

5.22.129.106 Israel 147.237.0.121 Untraceable SSL Sessions: Open Mode None 1

87.69.35.32 Israel 147.237.0.121 Abnormally Long Header Line request header name Block 1

2.52.8.232 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

212.29.241.106 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

82.102.169.113 Israel 147.237.0.121 Distributed Cookie Tampering on token: .ASPXAUTH None 1

79.179.153.69 Israel 147.237.0.121

Cookie Injection on cookie .ASPXAUTH with value
84CF8701874BF4E8FAFF71A275D736248F6D4AAB22F143ABC6E33D8F0D45DFDE3C3CDF4A725
887A03E799554D69E74012160FB305038331B6B005EB2A16F089A32FDD86A0C9854734846833
88E7D9F11C9A974474DCAFFE1A23A9D6C8330936252C6751DA3DDC32476681ECA6418B3137
4B0DA13800E5D9E479CD41D030039C6A89F87FC13E3F4F17B62F19829C6416171ABEBD9B0885
37D8BA7140DBCA25C6E

None 1

87.69.35.32 Israel 147.237.0.121
NULL Character in Header Name at tÃ‰pgÃ©`ÃŽ[[#11]]ÃªÃ Â³Â´x[[#0]]Ãƒ
vC[[#7]]Ã¾iÃ¹[[#28]].Â“Ã?[[#2]]Â½Â«yÃ¤WÃ½ÃœT[[#4]]Â?ÂžÃ†[[#25]]Â†Â¹XÃ€ÂŠ^8Ã…
Ã¨n[[#1]]Ã±

Block 1

46.19.86.33 Israel 147.237.0.121 Unknown Parameter ctl00$ContentPlaceHolder1$txtCaptcha in www.miluim-ishi.aka.idf.il/smsverify Block 1

31.168.115.220 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 31.168.115.220 (sigalgs DoS Attack) None 1

87.69.35.32 Israel 147.237.0.121
Illegal Byte Code Character in Method Ã¹rÃ¶[[#22]]Â¨yÂ“Â¬/ÃµÂ½Â?Ã¿+Âœ}AÃ§[[#3]]_ÂŒ?2Âž
Ã‘Ã¶Ã•Â”Â¿+Ã?Ã’MÂ,

Block 1

85.250.28.21 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 85.250.28.21 (sigalgs DoS Attack) None 1

192.115.190.190 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

79.182.19.117 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtCaptcha in
www.miluim-ishi.aka.idf.il/newpassword/forgotpassword

Block 1

77.127.92.78 Israel 147.237.0.121 Unknown Parameter ch in www.miluim-ishi.aka.idf.il/login Block 1

109.67.2.135 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

87.69.35.32 Israel 147.237.0.121 Malformed HTTP Header Line 1 Block 1

37.142.220.85 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtCourse in
www.miluim-ishi.aka.idf.il/valtamrequest

Block 1

5.102.254.247 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 5.102.254.247 (Open Mode) None 1

87.69.35.32 Israel 147.237.0.121 Abnormally Long Request request version Block 1

83.130.113.213 Israel 147.237.0.121
Distributed Unauthorized URL Access on
www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/

Block 1

2.54.23.65 Israel 147.237.0.121 Multiple Untraceable SSL Sessions from 2.54.23.65 (sigalgs DoS Attack) None 1

87.69.35.32 Israel 147.237.0.121 SSL Untraceable Connection - Protocol violation (SSL_CONN_APPLICATION_DATA_EXCHANGE) None 1

46.19.86.227 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1
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Attacker Address
Attacker
Geo

Target Address SiteSignature
Device
Action

Count

31.168.115.220 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

87.69.35.32 Israel 147.237.0.121
Illegal Byte Code Character in URL #â€¢Ã¼Ö°rÖ»oâ€šqb*[[#11]]Ö»aÂ¿[[#31]]Â?/â€“%×¤qâ‚
ª[[#1]]Â»× ÃŸ[[#14]]â€˜Â?[[#7]]Â?lmÃ¼×©[[#18]]eeÂ¨×?

Block 1

85.250.28.21 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

79.183.65.42 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/https:/www.miluim-ishi.aka.idf.il/ Block 1

109.160.189.31 Israel 147.237.0.121 Multiple Fullwidth/Halfwidth Unicode Encoding on URL/Parameter(+)  from 109.160.189.31 Block 1

87.69.35.32 Israel 147.237.0.121
Malformed URL #â€¢Ã¼Ö°rÖ»oâ€šqb*[[#11]]Ö»aÂ¿[[#31]]Â?/â€“%×¤qâ‚ª[[#1]]Â»× ÃŸ[[#14]]â€˜
Â?[[#7]]Â?lmÃ¼×©[[#18]]eeÂ¨×?

Block 1

46.19.85.138 Israel 147.237.0.121 Untraceable SSL Sessions: sigalgs DoS Attack None 1

5.102.254.247 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

87.69.35.32 Israel 147.237.0.121
Illegal Byte Code Character in Header Name iÃ•Ã£(Ã™
Â¹Â±FÃ¤jÃ¨Â¿~[[#5]][[#23]]TÂ½Q[[#30]]Ã´Â°Ã*Ã©ÃšÂ¶Ã£[[#26]]Ã©Ã‰
ÃºÃµ'Ã½Ãª[[#6]]9Ã²ÃƒgÂ„'

Block 1

2.54.23.65 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1

213.8.204.19 Israel 147.237.0.121 SSL Untraceable Connection - sigalgs DoS Attack None 1
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