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192. 198. 151. 45, Europe
212.179.21.194, Israel
5.22.131. 116, Israel
109. 65. 202. 230, |srael
46. 19. 86. 125, |srael
2.52.4.218, Israel

5.102. 247.68, |srael
176.13.23. 232, |srael
62. 219. 235. 90, |srael
149. 78. 62. 113, |srael
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149. 78. 62. 113 | srael 147.237.0.121 Invalid TGP A ags drop BBL- | srael 2
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12-09-2015 to 12-10-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste |Sgnature | count
192.198. 151. 45 Eur ope 147.237.0. 121 ET SCAN NVAP -sA (2) 8
5.22.131. 116 | srael 147.237.0. 121 | NDI CATOR- SCAN nyscan 2
5.22.131. 116 | srael 147.237.0. 121 GPL SCAN nyscan 2
92.43.70. 181 Uni ted Ki ngdom 147.237.0. 121 ET SCAN NVAP -sS w ndow 1024 1
177.185. 208. 71 Brazil 147.237.0.121 ET SCAN Potential SSH Scan 1
222.186. 56. 32 Chi na 147.237.0.121 ET SCAN Potential VNC Scan 5900- 5920 1
87.66. 80. 152 Bel gi um 147.237.0.121 ET SCAN Potential SSH Scan 1
177.74.89. 101 Brazil 147.237.0. 121 ET SCAN Potential SSH Scan 1
187.111.59. 158 Brazil 147.237.0. 121 ET SCAN Potential SSH Scan 1
197. 157. 244. 243 Sonal i a 147.237.0. 121 ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Geo ‘Tar get Address |9 t% Nanme dgnature
66. 249. 93. 153 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2569
66. 249. 93. 149 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2402
66.249.93.145 |lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 1985
149.78.62. 113 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1204
149. 78. 76. 61 | srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 691
2 54 131 111 | st ael 147. 237 0. 121 Strearmng Et'1g| ne. TGP Invalid Invalid segnent retransnission. Packet drop 450
Ret r ansni ssi on dr opped.
149. 78. 134. 165 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 277
66.249. 93. 149 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 255
66. 249. 93. 145 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 241
77 125. 155. 150 |1 srael 147. 237 0. 121 Strearmng Et'1g| ne. TGP Invalid Invalid segnent retransnission. Packet drop 295
Ret r ansni ssi on dr opped.
66. 249. 93. 153 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 212
66.102. 9. 74 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 194
37.54. 66. 100 Lkr ai ne 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 192
66. 102. 9. 87 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 188
112.185. 130. 163 g)r ea, Republic 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 183
2 54.43. 220 I sragl 147 237.0. 121 Srearmng qul ne: TP Invalid Inval id segnent retransmssion. Packet drop 180
Ret ransni ssi on dr opped.
192.114. 23. 211 | srael 147. 237 0. 121 Sreannng 31g| ne: TP Invalid Inval id segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.
149. 88. 5. 166 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 141
213.57.118. 110 |lsrael 147.237.0.121 Bad TCP sequence I nval i d ACK nunber noni t or 92
66. 102. 9. 97 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 80
149. 88. 206. 3 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 76
149. 88. 188. 166 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 61
167.220. 196. 29 |United Kingdom |147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 56
85. 64. 27. 161 | srael 147.237.0.121 Bad TCP sequence SN retransnmit wth different w ndow scal e noni t or 53
66. 249. 74. 83 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 50
149. 88. 59. 58 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 45
149.88.8. 14 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 45
37.157.143. 2 Bul garia 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 44
66.249.81. 254 |lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 43
2.54. 20. 39 | srael 147.237.0.121 SYN At ack SYN -> SYN-ACK -> RST rej ect 39
149. 78. 32. 190 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 38
213.57.118. 110 |lsrael 147.237.0.121 Bad TCP sequence I nval i d ACK nunber alert 37
2.52.29. 66 | srael 147.237.0.121 SYN At ack SYN -> SYN-ACK -> RST rej ect 37
66. 249. 75. 36 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 37
77125 149. 122 |1 srael 147 237.0. 121 &rearmng Er_19| ne. TGP Invalid Inval i d segnent retransmssion. Packet drop 36
Ret ransni ssi on dr opped.
66. 249. 74. 81 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 34
87.69. 153. 198 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 32
149. 78. 204. 73 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 30
217.69.133. 251 RJF Sﬁ::ﬂ on 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 29
Russi an . . .
217.69. 133. 248 eration 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 29
Russi an . . .
217.69.133.191 Federat i on 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 27
Russi an . . .
217.69. 133. 249 eration 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 27
192. 115. 177. 203l srael 147.237.0.121 SYN Attack SYN -> SYN- ACK -> RST rej ect 25
84.228. 225. 204 |l srael 147.237.0.121 Bad TCP sequence I nval i d sequence nunier noni t or 25
217. 69, 133. 252 stls;;”i o 147.237.0.121|  |@o-1ocation enforcenent Geo-1 ocati on i nbound enf or cenent drop 23
Russi an . . .
217.69. 133. 253 ration 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 22
209. 135. 211. 151|lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 21
84.228.225.204 |lsrael 147.237.0. 121 Bad TCP sequence I nval i d ACK nunber noni t or 20
2.52.151. 142 | srael 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST rej ect 20
213.91.213.66 |Bulgaria 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 19




12-09-2015 to 12-10-2015

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Geo ‘Target Address |S t%s gnature Acti on ‘Count
212.179.21.194 |lsrael 147.237.0. 121 Suspi ci ous Response Code B ock 4
109. 65. 202. 230 |l srael 147.237.0. 121 Untraceabl e SS. Sessi ons: si gal gs DoS At ack None 3
62.219.235.90 |lsrael 147.237.0.121 Lhtraceabl e SS_ Sessi ons: si gal gs DS Attack None 2
46.19. 86. 215 | srael 147.237.0.121 Lhtraceabl e S3. Sessi ons: si gal gs DoS At ack None 2
185. 32.179. 78 | srael 147.237.0.121 Lhtraceabl e S3. Sessi ons: si gal gs DoS Atack None 2
46. 19. 85. 48 | srael 147.237.0. 121 Uhtraceabl e S3. Sessi ons: si gal gs DoS At ack None 2
77.126.101. 158 |lsrael 147.237.0. 121 Uhtraceabl e SS. Sessi ons: si gal gs DoS At ack None 2
2.54.168. 124 | srael 147.237.0. 121 Untraceabl e SS. Sessi ons: si gal gs DoS At ack None 2
2.52.4.218 | srael 147.237.0.121 Lhtraceabl e SS_ Sessi ons: si gal gs DS Attack None 2
46.19. 86. 125 | srael 147.237.0.121 Lhtraceabl e S3. Sessi ons: si gal gs DoS At ack None 2
80. 246. 136. 84 | srael 147.237.0.121 Lhtraceabl e S3. Sessi ons: si gal gs DoS At ack None 1
46.19. 85. 41 | srael 147. 237. 0. 121 Unknq\/\n. Pa'r anpt er f:tl QO_Can ent P acetbl der 1_f uAddPar t ner Appendi x| DDocs&Fi | esToSend i n B ock 1
v il ui mi shi.aka.idf.il/login
212.143.3. 44 | srael 147.237.0.121 Lhtraceabl e SS_ Sessi ons: si gal gs DS Attack None 1
176. 13. 10. 89 | srael 147.237.0.121 Lhtraceabl e S3. Sessi ons: si gal gs DoS At ack None 1
2.54.38. 220 | srael 147.237.0.121 Paraneter Type M ol ation ctl 00$Cont ent A acetbl der 1$t xt Pass i n wwv m | ui mi shi . aka.idf.il/login B ock 1
85. 64. 194. 223 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - (pen Mde None 1
D stributed Unauthori zed URL Access on
79.176.72.178 |Israel - [147.237.0.121| |\ vy i i shi aka. i df i |/ htt ps: /v nil ui mi shi . aka. i df.il/ Bock |1
217.132.50.203 |Israel 147.237.0.121 Lhaut hori zed URL Access to wwwu il ui mishi.aka. idf.il/https:/vww mluimishi.aka. idf.il/ B ock 1
5 102. 247, 68 I sragl 147. 237.0. 121 Par arTet gr '!'ypg \iol _ati qn ctl OO_Cbn_t ent A acetbl der 1_f uAddBoar dExansPer mi t Docs&H | esToSend i n B ock 1
v mil ui mi shi . aka.idf.il/upl oadregi ster. axd
2.52. 38. 208 | srael 147.237.0. 121 Untraceabl e SS. Sessi ons: si gal gs DoS At ack None 1
132.72.79. 155 | srael 147.237.0.121 Suspi ci ous Response Code B ock 1
80. 246. 136. 156 |l srael 147.237.0.121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS At ack None 1
77.126.7.56 | srael 147.237.0. 121 Lhaut hori zed URL Access to wwwu il ui mishi.aka. idf.il/https:/ww mluimishi.aka. idf.il/ B ock 1
176.13.16.170 |lsrael 147.237.0. 121 Uhknown Par anet er ct| 00$Cont ent P aceHbl der 1$t xt Capt cha i n wwv ni | ui mi shi. aka.idf.il/snsverify |B ock 1
2.54.164.224 | srael 147.237.0. 121 Uhtraceabl e SS. Sessi ons: si gal gs DoS At ack None 1
93.173.247. 163 |l srael 147.237.0. 121 SSL Lhtraceabl e Gonnection - Protocol violation (SSLCONN LI ENT HALLO None 1
O stributed Lhknown Paraneter on vwwu ml ui mishi.aka.idf.il/snsverify paraneter
79.178.57.220 I srael 147.237.0.121 ct | 00$Cont ent Pl aceHbl der 1$t xt Capt cha yP Bl ock !
46.116.244.80 |lsrael 147.237.0. 121 Lhtraceabl e SS. Sessi ons: si gal gs DoS Attack None 1

CGooki e Tanpering on cooki e . ASPXAUTH Expected , Cbserved
897012DB4266291E51A38560CD8CCOCL97EOF007DE9514814A05161DCIBOCEE3DO1F7ED6CL4
D2B2D63D181F4B00140008F61BDFO9IBB4ADL7 C50AA4ERI295797F14CB601CD41ED02B355827
185.32.179.212 |l srael 147.237.0. 1211|5507 CB381DOF2BADL CAOCAACEY 1 F8C77309D38 C27 EE7 1 E3E58EDCAD6322CAD2F859599805 |°"¢ |
CC426D9CAESBEB3668ACAD1651B3571610B4B805CELEDEB5609334A068853D54ECABA0LD62
83C08A87BELF7629733A97

Paraneter Type M ol ation ctl00_Cont ent A acetbl der 1_f uAddSt udyPer mi t Docsé&Fi | esToSend in

5.102. 247. 68 I srael 147.237.0. 121 ww i | Ui i shi . aka, i of . i | / upl oad egi st er . axd B ock 1
2.52.152. 112 | srael 147.237.0.121 Mil tiple Lhtraceabl e SS_ Sessi ons from2.52.152. 112 (sigal gs DoS At ack) None 1
176.13.1. 26 | srael 147.237.0.121 Lhtraceabl e S3. Sessi ons: si gal gs DoS At ack None 1
83.130. 115. 175 |l srael 147.237.0.121 Lhaut hori zed URL Access to ww nitl ui mi shi.aka.idf.il/https:/wwniluimishi.aka. idf.il/ B ock 1
46. 19. 85. 60 | srael 147.237.0. 121 Uhtraceabl e S3. Sessi ons: si gal gs DoS At ack None 1
213. 8. 204. 67 | srael 147.237.0. 121 Uhtraceabl e SS. Sessi ons: si gal gs DoS At ack None 1
176. 13. 23. 232 | srael 147.237.0. 121 Mil tiple Uhtraceabl e SSL Sessi ons from176. 13. 23. 232 (si gal gs DoS At ack) None 1
109. 64. 35. 136 |l srael 147.237.0.121 SSL Lhtraceabl e Gonnection - (pen Mde None 1
79.180. 229. 122 |Israel 147.237.0.121 Uhaut hori zed URL Access to www m | ui mishi.aka.idf.il/1384-he/ ml ui maspx B ock 1
62.219. 99. 154 | srael 147.237.0.121 Lhtraceabl e S3. Sessi ons: si gal gs DoS Atack None 1
45.55.176. 8 147.237.0. 121 Unaut hori zed URL Access to 147.237.0. 121/ B ock 1
D stributed Unaut hori zed URL Access on
192.116.146. 145]Israel - 147.237.0. 121 |\ iy (i mmi shi . aka i df i |/ htt ps: /vw nil ui i shi . aka. i df i1/ Bock |1
2.52.152.112 | srael 147.237.0.121 SS. Whtraceabl e Gonnection - sigal gs DoS Attack None 1
176. 13. 6. 249 | srael 147.237.0.121 Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
84.109.113. 192 |Israel 147.237.0. 121 Uhtraceabl e S3. Sessi ons: si gal gs DoS At ack None 1
77.126. 225. 207 |l srael 147.237.0. 121 SSL Lhtraceabl e Gonnection - (pen Mde None 1
213.57.54. 114 I srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
176. 13. 23. 232 | srael 147.237.0.121 S Lhtraceabl e Gnnection - sigal gs DoS Atack None 1
5.29.77.180 | srael 147.237.0.121 Ml tipl e Ful l width/Hal fwidth Uhi code Encoding on UR/ Paraneter(+) fromb5. 29. 77. 180 B ock 1
2.52.30. 254 | srael 147.237.0.121 Uhtraceabl e SSL Sessi ons: (pen Mbde None 1
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