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W 79.178.230. 177, |srael
109. 66. 199. 175, | srael

W 84.228.243. 41, |srael
81.218.48.37, Israel

Wl 37.46.39.84, |srael

W 45.32.246.5, null

W 192.198. 151. 45, Europe

W 37.142.68. 16, Israel
77.127.61. 77, |srael

W 46.19.86.71, |srael
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|Top Attackers | n DDoS- Def ence |
Attacker Address
79.178.230. 177

| Attacker Geo

| Target Address
| srael

|Ste |Sgnature

| Devi ce Action | oP 1 ocati on. Locat i on
147.237.0. 121 Bl ock Udp All _Nets drop BBL.- | srael 9
45. 32. 246.5 147.237.0. 121 Invalid TGP H ags drop BBL- Fr ankf urt 3
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|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action
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12-08-2015 to 12-09-2015

|Top Attackers In |D|

Attacker Address

| Attacker Geo | Target Address |Ste |Dgnature
192.198. 151. 45 Eur ope 147.237.0. 121 ET SCAN NVAP -sA (2)
59.45.79. 117 Chi na 147.237.0.121 ET SCAN Potential SSH Scan
200. 199. 196. 74 Brazil 147.237.0. 121 ET SCAN Potential SSH Scan
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|Top Attackers In FW |

Sgnature

Target Address |S t% Name

‘ Attacker Geo

66. 249. 93. 149 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2425
66. 249. 93. 145 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2198
66.249. 93. 153 |lhited Sates 147.237.0. 121 @eo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 1840
66.102. 9. 74 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 227
66. 249. 93. 145 |l srael 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 224
66. 249. 93. 149 |l srael 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 223
66. 249. 93. 153 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 216
149. 78. 240. 163 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 204
192 116. 48. 38 |1 srael 147. 2370, 121 Sream ng Ei_ﬁg| ne. TP Invalid Inval id segnent retransmssion. Packet drop 144
Ret ransnii ssi on dr opped.
2 52 140. 80 I srael 147 237.0. 121 S reanm ng Erjgl ne. TP Invalid Invalid segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.

66. 102. 9. 97 Lhited Sates 147.237.0. 121 @eo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 140
149. 88.179. 53 |lsrael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 137
149. 78. 215.20 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 108
149. 88. 207. 54 |l srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 88
66. 102. 9. 87 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 85
80. 246. 136. 76 |l srael 147.237.0. 121 Bad TCP sequence scal :O( retransmt wth different w ndow noni t or 81
149. 78.233.91 |lsrael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 70
79.177.123. 231 |l srael 147.237.0.121 drop SAMrul e drop 60
217.69. 133. 253 gj:;:ﬂ on 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 53
66. 249. 93. 254 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 52
217.69.133.21 gz::;r: on 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cerent drop 51
66.249. 81. 251 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 44
79.182.61. 154 |lsrael 147.237.0. 121 SYN At t ack SYN - > SYN ACK -> Ti neout rej ect 40
192. 146.6. 2 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 40
138. 134. 102. 15 |l srael 147.237.0.121 SYN At tack SYN -> SYN-ACK -> RST rej ect 36
58. 11. 36. 50 Thai | and 147.237.0.121 Geo- 1 ocati on enf or cenent (eo- | ocati on i nbound enf or cenent drop 36
66.249.81.129 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 35
66.249. 93. 241 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 34
217.69. 133. 252 :ZZ::: on 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 32
37.157.143. 2 Bul gari a 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 31
217.69.133.191 gj:;:ﬂ on 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 28
66.249.93.219 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 28
217.69. 133. 248 ?;Z:::Ir:on 147.237.0.121|  |Geo-location enf or cement Geo- 1 ocati on i nbound enf or cenent drop 27
46. 19. 86. 134 | srael 147.237.0.121 SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 25
66.249. 93. 215 |lhited Sates 147.237.0. 121 @eo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 25
217.69. 133. 250 gzz;:tnl on 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cerent drop 25
94. 230. 86. 135 |l srael 147.237.0.121 Bad TCP sequence Invalid ACK nunber noni t or 25
169. 253.194.1 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 20
66. 102. 9. 22 Lhited Sates 147.237.0. 121 @eo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent dr op 19
66. 249. 81. 251 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 19
66.249. 81. 254 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 18
66. 249. 74. 83 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent (eo- | ocati on i nbound enf or cenent drop 18
66.249.93. 129 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 17
217. 69. 133. 249 gz::aalnl on 147.237.0. 121 Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 17
2.54.32.48 | srael 147.237.0.121 SYN At t ack rej ect 16
66. 249. 81. 129 |l srael 147.237.0.121 Geo- 1 ocati on enf or cenent (eo- | ocati on i nbound enf or cenent drop 15
213.57.143.21 |lsrael 147.237.0.121 SYN At ack SYN -> SYN-ACK - > Ti neout rej ect 14
66. 102. 9. 50 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 13
2.54.128. 225 | srael 147.237.0. 121 SYN At t ack SYN -> SYN ACK -> RST rej ect 12
66. 249. 93. 241 |l srael 147.237.0.121 Geo- | ocati on enf or cenent (eo- | ocati on i nbound enf or cenent drop 11




12-08-2015 to 12-09-2015

|Top Attackers In V\AF|

Attacker Address A(;t:Cker Target Address |S t% Sgnature z\t”i f; ‘Count
Paraneter Type Mol ation ctl 00$Qont ent Pl aceHbl der 1$t xt F | esNanes i n

109.66.199. 175 |l srael 147.237.0.221| | ek 11/ rental heel thot 1 e cont act ng Bl ock 4

81.218. 48. 37 | srael 147.237.0. 121 Suspi ci ous Response Code B ock
Paraneter Type Mol ation ctl00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n

37.46.39.84 | srael 147.237. 0221 |y i i miysphi _aka.idf.il/nental heal thof fi cer cont acti ng Bl ock

46.121. 68. 148 |1 srael 147 237 0 121 Lhkno_\An_Pal_’ arr_et er gtl OQ$(bnt ent_PI acehbl der 1$t xt Capt cha in B ock 2
wWwv il ui mishi.aka.idf.il/snsverify

212.25.102.63 |lsrael 147.237.0. 121 Suspi ci ous Response Code B ock 2

84. 228. 243. 41 | srael 147.237.0. 121 Lhknown Paraneter returnurl in www il ui mishi.aka. idf.il/login B ock 2

46.19. 86. 71 | srael 147.237.0. 121 Untraceabl e SS. Sessi ons: sigal gs DoS At ack None 2

77.127.61. 77 | srael 147.237.0. 121 Mil tipl e Untraceabl e SSL Sessi ons from77.127.61. 77 (Qpen Mbde) None 1

37 142. 68. 16 — 147 237.0. 121 UnknO_V\n_ Pa_r an_et er (_:t | O_O_Cbnt_ ent P acetbl der 1_f uAddMar ri ageCer t Docs&Fi | esToSend i n B ock 1
vy il ui mi shi.aka. i df.il/login

213.57.90. 18 | srael 147.237.0. 121 Suspi ci ous Response Code B ock 1

79. 183. 65. 42 | srael 147.237.0. 121 Lhaut hori zed URL Access to waw mil ui mishi.aka. idf.il/https:/ww mluimishi.aka. idf.il/ B ock 1

46.117. 127, 3 lsrael 147 237 0 121 Param_et er Type_\A ol at‘ion.ctIOO$Cbnt(_entH acetbl der 1$txtH l esI Bs in B ock 1
wan nitl ui mi shi . aka. i df.il/changeuni t

31.168. 13. 78 | srael 147.237.0. 121 Lhaut hori zed URL Access to waw il ui mishi.aka. idf.il/https:/wwniluimishi.aka idf.il/ B ock 1

192.114. 23. 211 |lsrael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Protocol violation (SSL GONN CLI ENT_CERTI Fl CATE REQUEST) None 1

84. 228. 243. 41 | srael 147.237.0. 121 Miltiple Illegal Parangeter Encodi ng from 84.228. 243. 41 None 1

77.127.61. 77 | srael 147.237.0. 121 SSL Uhtraceabl e Connection - (pen Mde None 1

37.142.192. 46 |lsrael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Lhknown SSL Sessi on None 1

109. 226.51.5 | srael 147.237.0. 121 SSL Uhtraceabl e Connection - (pen Mde None 1

80. 246. 139. 33 |l srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1

79 181. 222. 156 |1 srael 147 237. 0. 121 Paran;t er Typg Vol qti on ctl OO$G)nt'entP| acetbl der 1$t xt Per ut Bakasha i n B ock 1
wWan il ui mi shi . aka. i df. i1/ changeuni t

46. 19. 85. 75 | srael 147.237.0. 121 SSL Lhtraceabl e Gonnecti on - (pen Mbde None 1

2.54.15. 247 | srael 147.237.0. 121 S Uhtraceabl e Gonnection - sigal gs DoS Attack None 1

176.12. 148. 108 |l srael 147.237.0. 121 Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1

77.125.15. 59 | srael 147.237.0. 121 SIS Uhtraceabl e Gnnection - sigal gs DoS Attack None 1

37,142 68. 16 | srael 147. 237 0. 121 kanQV\n_ Pa_r an_et er _ctI OIO_OJn‘t ent P aceHbl der 1_f uAddl DCar dDocsé&Fi | esToSend in B ock 1
vy m | ui mi shi.aka. idf.il/login

212. 143. 124. 206 |1 srael 147.237.0.121| |PXameter Type Mol ation ctl003Cont ent M acekol der 13t xt Per ut Bakasha in B ock 1
wav il ui mi shi . aka. i df.il/vol unt eeri ngbyage

87. 68. 76. 254 | srael 147.237.0. 121 Paraneter Type M ol ation ct| 00$Cont ent B acetbl der 1$t xt Pass i n vwwv il ui mi shi. aka.idf.il/l ogin|B ock 1

79.182. 165. 102 |l srael 147.237.0. 121 SS. Uhtraceabl e Gnnection - sigal gs DoS Attack None 1

5.102. 217. 45 | srael 147.237.0. 121 Lhaut hori zed URL Access to waw mil ui mishi.aka idf.il/https:/ v mluimishi.aka idf.il/ B ock 1

185. 32.179. 234 |l srael 147.237.0. 121 S Uhtraceabl e Gonnection - sigal gs DoS Attack None 1

84.228. 243. 41 | srael 147.237.0.121 I11egal Paraneter Encoding returnurl in vwww niluimishi.aka idf.il/login None 1
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