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W 46. 116. 65. 243, |srael
176.13.4.17, Israel
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W 37.142.104.101, |srael
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W 5.29.155. 170, |srael
46. 228. 207. 18, Cer many
H 208.67.1.40, Lhited Sates
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|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste |Sgnature | count |
46. 228. 207. 18 Cer many 147.237.0. 121 ET SCAN Potential VNC Scan 5900- 5920 1
98. 119. 105. 221 Lhited Sates 147.237.0. 121 ET SCAN NVAP -sS w ndow 4096 1
120. 26. 205. 111 Chi na 147.237.0.121 ET SCAN Potential SSH Scan 1
98. 119. 105. 221 Lhited Sates 147.237.0.121 ET SCAN NVAP -sS w ndow 3072 1
107. 150. 20. 53 Lhited Sates 147.237.0. 121 ET SCAN Potential SSH Scan 1
208.67. 1. 40 Lhited Sates 147.237.0. 121 ET SCAN Potential SSH Scan 1
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66. 249. 93. 145 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1438
66. 249. 93. 153 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1087
66.249. 93. 149 |Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 988
149. 88. 59. 58 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 552
115. 84. 97. 149 Iigu;eiogl e's Denocratic 147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocation inbound enf or cenent drop 376
2 52 178. 88 st ael 147. 237. 0. 121 Sreanhng Er_1gi ne: TGP Invalid Inval i d segnent retransnission. Packet drop 288
Ret r ansni ssi on dr opped.

149. 78. 41. 56 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 195
66. 249. 93. 149 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 181
149.78.42.1 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 180
66. 249. 93. 145 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 146
66. 102. 9. 87 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 140
66. 249. 93. 153 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 129
66. 102. 9. 97 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 122
66. 102. 9. 74 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 113
50.7.114.113 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 104
149. 88. 90. 189 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 99
194.12.254. 131 |Bul garia 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 94
149. 78. 254. 244 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 90
31.168. 246. 161 |l srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 68
149. 78. 238. 120 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 55
217.69. 133. 249 |Russi an Federation 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 55
217.69. 133. 251 |Russi an Federation 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 53
149. 88. 86. 121 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 41
149. 88. 89. 180 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 41
217.69. 133. 253 |Russi an Federation 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 39
217.69. 133. 252 |Russi an Federation 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 39
213. 8.204. 43 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 36
149. 78. 50. 201 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 36
149. 78.233.91 |Israel 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 32
66. 249. 66. 105 |lLhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 30
149. 78. 176. 158 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 27
149. 88. 176. 226 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 27
66. 249. 66. 107 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 27
31. 168. 246. 161 |l srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber aert 26
82.102. 169. 113 |l srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber alert 25
82.102.169. 113 |l srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 25
82.102. 169. 113 |l srael 147.237.0.121 Bad TCP sequence I nval i d sequence nuniber noni t or 25
109. 64. 179. 166 |l srael 147.237.0.121 Bad TCP sequence Inval id ACK nunber noni t or 25
217.69.133. 21 |Russian Federation 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 21
188. 93. 56. 124 |Russi an Federation 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 21
173. 245. 115. 77 |Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 19
217.69. 133. 248 |Russi an Federation 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 19
66.249. 93. 215 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 18
31.168. 246. 161 |l srael 147.237.0. 121 Bad TCP sequence I nval i d sequence nunber noni t or 18
66.249. 81. 129 |lLhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 17
66. 249. 81. 238 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 17
66.249. 93. 244 |Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 17
217.69. 133. 250 |Russi an Federation 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 17
37.46. 39. 155 | srael 147.237.0.121 Bad TCP sequence I nval id ACK nunber noni t or 17
66.249. 81. 163 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 17
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95. 86.89. 73 st ael 147. 237 0. 121 Parmt er Typg M ol qtl on ctl OO$GJnt_ent P acetbl der 1$t xt Per ut Bakasha i n B ock 3
v il ui mi shi . aka. i df.i|/changeuni t

46.116. 65. 243 |1 srael 147 237.0. 121 Par am?t er T)_/pe _\/1 ol at.| on _ctI 00$Cont ent A acetbl der 1$t xt NewPass1 in B ock 2
wawe m | ui mi shi . aka. i df.il/changepasswor d/ newpasswor d

37.142.104. 101 |l srael 147.237.0. 121 Suspi ci ous Response Code B ock 2

79.179. 4. 70 st ael 147. 237 0. 121 %ran_et er Typg Mol gtl on ct 1 00$Cont ent A acetbl der 1$t xt N muk in B ock 1
wwv mi | ui mi shi . aka.idf.il/val tanmequest

2.54.143. 209 | srael 147.237.0. 121 S Unhtraceabl e Gnnection - sigal gs DoS Attack None 1

176. 13.4.17 | srael 147.237.0. 121 SSL Uht raceabl e Gonnection - sigal gs DoS Attack None 1

46.19. 85. 210 | srael 147.237.0. 121 SS. Whtraceabl e Gnnection - sigal gs DoS Attack None 1

87. 68. 56. 24 | srael 147.237.0. 121 Lhaut hori zed URL Access to waw il ui mishi.aka. idf.il/https:/ww !l uimishi.aka idf.il/ B ock 1

Gooki e Tanpering on cooki e . ASPXAUTH Expected , Cbserved

83B5A6F6E6CI8FC85A69B81ED320051 D3AAAS509ACL04F2F651D67EDAOB2329686E0DF1ACET
753FB2A47D269970A467ACOADDSE6BD644393D458A8008BBOCA78752FEFABIF869EEA7DO06A
5.29.155.170 I srael 147.237.0. 121 |npo8B17F2243AC5467494541B9A5BEDFC32999B0D32302AACT C77E50C485FB3637E48E1A8CES [ O |

D707EC2B244F6714065B36BCABE8398DABACB2E2E568B6298FAEA67B7C6966A0A09B6AD16F47

D1760E2621FA151B50
79.177.142. 119 |l srael 147.237.0. 121 Lhaut hori zed URL Access to waw il ui mishi.aka. idf.il/https:/ww !l uimishi.aka idf.il/ B ock 1
176. 13. 4. 17 | srael 147.237.0. 121 Mil tipl e Lhtraceabl e SS. Sessions from176.13.4. 17 (si gal gs DoS At ack) None 1
46.19. 85. 210 | srael 147.237.0. 121 Mil ti pl e Lhtraceabl e SS. Sessi ons from46. 19. 85. 210 (si gal gs DoS A t ack) None 1
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