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2.54.28.79, |srael

185. 32. 179. 148, |Israel
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5.22.131. 136, Israel
31.168. 101. 163, |srael
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61. 50. 100. 130, Chi na
192. 198. 151. 36, Europe
188. 120. 148. 234, |srael




12-04-2015 to 12-05-2015

|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo | Target Address |Ste | gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
2.54.28.79 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 45
185. 32. 179. 148 | srael 147.237.0.121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 23
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|Top Attackers In IPS|

Attacker Address
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12-04-2015 to 12-05-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | count
192.198. 151. 45 Eur ope 147.237.0.121 ET SCAN NVAP -sA (2) 6
192. 198. 151. 36 Eur ope 147.237.0. 121 ET SCAN NVAP -sA (2) 2
36. 110. 44. 178 Chi na 147.237.0. 121 ET SCAN NVAP -f -sS 1
61. 50. 100. 130 Chi na 147.237.0. 121 ET SCAN NVAP -f -sS 1
61. 149. 252. 54 Chi na 147.237.0.121 ET SCAN NVAP -f -sS 1
61. 149. 252. 58 Chi na 147.237.0.121 ET SCAN NVAP -f -sS 1
61.182. 170. 38 Chi na 147.237.0.121 ET SCAN Potential SSH Scan 1
213. 168. 248. 217 Irel and 147.237.0.121 ET SCAN Potential SSH Scan 1
218. 205. 129. 146 Chi na 147.237.0. 121 ET SCAN NVAP -sS w ndow 2048 1
36. 110. 44. 178 Chi na 147.237.0. 121 ET SCAN NVAP -sS w ndow 2048 1
61. 50. 100. 130 Chi na 147.237.0.121 ET SCAN NVAP -sS wi ndow 2048 1
61. 149. 252. 54 Chi na 147.237.0.121 ET SCAN NVAP -sS wi ndow 2048 1
61. 149. 252. 58 Chi na 147.237.0.121 ET SCAN NVAP -sS wi ndow 2048 1
109. 105. 211. 204 Bosni a and Her zegovi na 147.237.0.121 ET SCAN Potential SSH Scan 1
218. 205. 129. 146 Chi na 147.237.0. 121 ET SCAN NVAP -f -sS 1




12-04-2015 to 12-05-2015

|Top Attackers In FW |

Attacker Address

Attacker Geo

dgnature

‘ Target Address

S‘t%Nama

66.249.93.153 |lLhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1609
66.249.93. 145 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1549
149.78.109.90 |lIsrael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 1278
66.249.93.149 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 1107
64. 79. 85. 205 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 548
66. 102. 9. 97 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 169
149. 88. 180. 188 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 157
66. 249. 93. 149 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 151
66. 102. 9. 87 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 149
66. 249. 93. 145 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 138
66. 249. 93. 153 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 138
149. 78. 254. 244 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 136
149. 78. 41. 56 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 121
66. 249. 93. 223 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 114
66. 102. 9. 74 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 100
149. 78.20. 236 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 98
2 52.15. 202 I sragl 147 237.0. 121 Sreannng Ejg| ne: TP Invalid Inval id segnent retransnission. Packet drop 90
Ret r ansn ssi on dr opped.

217. 69. 133. 250 g;z:;nl on 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 83
149. 88. 237. 77 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 79
90. 194. 115. 102 |Uhited Kingdom [147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 66
149. 78. 234. 91 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 65
217.69. 133. 253 g;z:;nl on 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 55
79.183. 183. 75 | srael 147.237.0.121 Bad TCP sequence I nval i d ACK nunber noni t or 54
149. 78. 22. 68 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 49
66. 102. 9. 22 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 39
138.134.192. 10 |lsrael 147.237.0.121 SYN At ack SYN -> SYN- ACK -> RST rej ect 36
37.142.64.54 | srael 147.237.0.121 Bad TCP sequence noni t or 36
217.69. 133. 249 RJSIS;;I} on 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 31
173.162.34.45 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 29
194.12.254.131 |Bulgaria 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 27
209. 135. 211. 206|lhited S ates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 27
66.249.81.251 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 27
66.249. 93. 247 |lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 26
149. 88. 226. 62 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 24
217.69. 133. 251 RJSIS:;ni on 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 22
66.249.81.254 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 21
217.69. 133. 191 stls;;”ion 147.237.0.121|  |Geo-1ocation enf or cenent Geo- | ocati on i nbound enf or cenent drop 20
66.249.93.215 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 18
46. 19. 86. 89 | srael 147.237.0.121 Bad TCP sequence I nval id ACK nunber noni t or 18
66.249.81.129 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 17
66.249.81. 167 |lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 17
188. 120. 148. 148|l srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 17
217.69. 133. 252 RJSIS:;ni on 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 17
66.249.93.241 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 17
66. 249. 80. 42 Australia 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 16
5. 102. 254. 205 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 16
217.69.133. 21 RJSIS:;ni on 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 14
149. 78. 176. 158 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 14
66.249. 93. 241 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 14
66. 102. 9. 39 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 13




12-04-2015 to 12-05-2015

|Top Attackers In V\AF|

Attacker Address g::(:ker Target Address |S t% Sgnature ?«;\tni f; ‘Count
84.110.108.80 |1srael 147 237.0. 121 I%ram_at er Type _\/1 ol at_i on .C“ 00$Cont ent P acetbl der 1$t xt NewPass1 in B ock 3
waw m | ui mi shi . aka. i df . i | / changepasswor d/ newpasswor d
31.168. 101. 163 |Israel 147.237.0. 121  |Unknown Parameter ctl00$Cont ent ™ acetbl der 1t xt Capt cha in B ock 3

viwn il ui mi shi. aka. i df.il/snsverify
5.22.131.136 | srael 147.237.0.121 Mil tipl e Uhtraceabl e SS_ Sessi ons fromb5. 22. 131. 136 (sigal gs DoS At ack) None 2
188. 120. 148. 234/ srael 147 237.0. 121 Param_et er Type _\/1 ol at_i on ptl 00$Cont ent P acetbl der 1$t xt NewPass1 in B ock 2
wawe i | ui mi shi . aka. i df. il /changepasswor d/ newpasswor d
5.22.131.136 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - sigal gs DoS Atack None 2
2.54.5.197 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 1
5.102. 254. 3 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - pen Mde None 1
109. 67. 190. 8 | srael 147.237.0.121 Uhaut hori zed URL Access to v nitl ui mishi.aka. idf.il/https:/wwy mluimishi.aka. idf.il/ B ock 1
37.142. 247. 252 |lsrael 147.237.0. 121 S Lhtraceabl e Gnnection - sigal gs DS Attack None 1
2.54.42. 4 | srael 147.237.0.121 Lhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
109. 65. 154. 113 [ srael 147.237.0. 121 |Prameter Type Molation _EVENTVALIDATION in B ock 1
wan mi | ui mi shi . aka. i df.il/nedi cal conmitteer equest
5. 102. 254. 163 | srael 147.237.0.121 Uhaut hori zed URL Access to www nitl ui mishi.aka. idf.il/https:/wwy mluimishi.aka. idf.il/ B ock 1
176.12.144. 220 |l srael 147.237.0. 121 S Lhtraceabl e Gnnection - sigal gs DS Attack None 1
46. 19. 86. 65 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS At ack None 1
Mil tiple Uhtraceabl e SS. Sessi ons from109. 65. 160. 25 (Protocol viol ation
109. 65. 160. 25 | srael 147.237.0. 121 (SSL?CO\IN_APPLI CATI ON_DATA_EXCHANGE) ) ( None 1
79.177. 63. 143 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
109. 65. 160. 25 |l srael 147.237.0. 121 SSL Wntraceabl e Connection - Protocol violation (SSL_OONN APPLI CATI ON DATA EXCHANGE) [None 1
37.142.247. 252 |lsrael 147.237.0.121 Mil tiple Untraceabl e SS. Sessi ons from 37. 142. 247. 252 (si gal gs DoS At ack) None 1
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