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84.228.101. 57, |srael
W 212.179.21. 194, |srael
79.178.30. 69, |srael
W 79.180. 185. 240, |srael
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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action | oP 1 ocati on. Locat i on
79.178. 30. 69 | srael 147.237.0.121 Bl ock Udp All _Nets drop BBL.- | srael 6
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12-03-2015 to 12-04-2015

|Top Attackers In ID|
Attacker Address

| Attacker Geo | Target Address |Ste |Sgnature | count |
204. 151. 29. 209 Lhited Sates 147.237.0. 121 ET SCAN NVAP -sS wi ndow 3072 1
204. 151. 29. 209 Lhited Sates 147.237.0. 121 ET SCAN NVAP -sS wi ndow 4096 1




12-03-2015 to 12-04-2015

|Top Attackers In FW |

Sgnature

Target Address |S t% Nane

‘ Attacker Geo

66. 249. 93. 153 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2621
66. 249. 93. 149 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2605
66.249. 93. 145 |lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2564
149.88.11.130 |lsrael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 832
66.102. 9. 74 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 356
66. 249. 93. 149 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 322
66. 249. 93. 145 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 291
66. 249. 93. 153 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 286
66. 102. 9. 87 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 219
66. 102. 9. 97 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 160
252 758 | srael 147 237. 0. 121 Sreamlng qui ne: TP Invalid Inval i d segnent retransmission. Packet drop 144
Ret r ansni ssi on dr opped.
66. 249. 81. 254 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 92
217.69. 133. 253 :Z:::tnl on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 70
149. 88. 111. 47 |lsrael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 68
176. 151.99. 29 |Fance 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 68
149. 78.234.91 |lsrael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 65
149. 88. 226. 62 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 65
149. 78. 35. 188 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 50
40. 115. 5. 243 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 48
66.249. 81. 251 |lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 43
149. 88. 66. 5 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 42
84.228.101.57 |lsrael 147.237.0. 121 Bad TCP sequence SN retransnit wth different w ndow scal e noni t or 40
149. 88. 38. 197 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 39
31.186.228.29 |United Kingdom |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 38
66. 102. 9. 50 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 38
66.249.81.129 |lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 33
31.186.228.95 |United Kingdom |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 32
217.69.133.21 gj;:lnl on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 28
66.249. 93. 215 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 27
2.54.138. 115 | srael 147.237.0.121 SYN At t ack SYN -> SYN-ACK -> RST rej ect 27
217.69.133.191 gj::lnl on 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 27
66. 102. 9. 33 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 26
69. 171. 231. 224 |Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 26
217.69. 133. 251 ij::;q on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 25
66.249. 81. 251 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 25
66. 249. 80. 42 Australia 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 25
149. 88. 132. 190 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 25
109. 186. 152. 2 |l srael 147.237.0. 121 Bad TCP sequence I nval i d ACK nunber noni t or 25
120. 19. 135. 181 |Australia 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 24
157.55.39. 115 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 23
143.127. 2. 4 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 22
66. 249. 93. 247 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 21
194. 90. 134. 227 |l srael 147.237.0.121 Bad TCP sequence Inval i d ACK nunber noni t or 21
66. 249. 81. 254 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 21
212.179. 28. 66 |l srael 147.237.0. 121 Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 20
66. 102. 9. 39 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 19
79.180. 185. 240 |I srael 147 237.0. 121 Sreanhng qui ne TP Invalid Inval i d segnent retransmssion. Packet drop 18
Ret ransni ssi on dr opped.

94.230. 84. 116 |l srael 147.237.0.121 Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 18
149. 78. 87. 204 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 18
66. 249. 93. 244 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 17




12-03-2015 to 12-04-2015

|Top Attackers In V\AF|

A tacker Devi ce

Action

‘Count

Attacker Address Geo ‘Target Addr ess S’t%Sgnature

212.179.21.194 |lsrael 147.237.0. 121 Suspi ci ous Response Code B ock 10

Paraneter Type Mol ati on ctl00_Cont ent P acetbl der 1_f uAddBoar dExansPer mi t Docsé&H | esToSend in

37.46. 44. 223 | srael 147.237.0.121 varw i i i shi . aka i o |/ upl oadk egi st er . axd B ock 6

37.46. 44. 223 I srael 147 237.0. 121 Paran_et er 'I_'ypt_e Mol gtl on ctl OO_Cbnt'ent P acetbl der 1_f uAddSt udyPer mi t Docs&F | esToSend i n B ock 6
v mi | ui mi shi . aka.idf.il/upl oadregi ster. axd

37. 46, 44. 223 | srael 147. 237. 0. 121 %fangt er T_ype_ Mol a_tl on ct | 00$Cont ent A acetbl der 1%t xt Permit H | esNanes i n B ock 6
wv mi | ui mi shi . aka.idf.il/val tanmequest

31.168.93.226 |lsrael 147.237.0.121 Lhaut hori zed URL Access to waw il ui mishi.aka.idf.il/ufi/reaction/ B ock 4

79.180. 185. 240 |l srael 147.237.0.121 Suspi ci ous Response Code B ock 3
Paraneter Type Mol ation _ EVENTVALI DATION i n

132.68.56. 191 |l srael 147.237.0. 121 vy il | ui mi shi . aka. i df.il/nental heal t hof fi cercontacting Bl ock 3

193. 34. 56. 101 | srael 147.237.0.121 Lhtraceabl e S3. Sessi ons: sigal gs DoS At ack None 2

37.46. 44. 223 I sragl 147 237.0. 121 Paran_et gr 'I_'ypt_a Mol _atl qn ctl OO_Cbnt'ent P acetbl der 1_f uAddTi net abl eDocs&F | esToSend in B ock 2
v mil ui mi shi . aka.idf.il/upl oadregi ster. axd

37. 46, 44. 223 | srael 147. 237. 0. 121 Lhknqvm_ %_r arr_et er f:tl 0.0_Cont. ent Pl acetbl der 1_f uAddTi net abl eDocs&Fi | esToSend i n B ock 1
wwv il ui mishi.aka.idf.il/login

213.8.129. 147 |israel 147 237.0. 121 Lhknqvxn_Par arr_et er _ctl Q0$Cbnt e_nt Pl'acel-bl der 1$f uAddDocsFil es in B ock
vy m | ui mi shi . aka.idf.il/ | eavei nunit

87.69.193. 112 | srael 147.237.0. 121 Lhaut hori zed URL Access to www il ui mishi.aka. idf.il/https:/ww mluimishi.aka. idf.il/ B ock

5.102. 254. 137 |l srael 147.237.0.121 SS. Lhtraceabl e Gnnection - sigal gs DoS Atack None

2.54.5.197 | srael 147.237.0.121 Mil tipl e Lhtraceabl e SS. Sessi ons from?2.54.5. 197 (sigal gs DoS At ack) None

84.228.101. 57 | srael 147.237.0.121 Mul ti pl e Unknown HTTP Request Met hod from 84. 228. 101. 57 B ock

84.228. 101. 57 | srael 147.237.0.121 I11egal HITP \ersion B ock

79.180. 185. 240 |l srael 147.237.0. 121 SSL Whtraceabl e Gnnection - Protocol violation (SS. GONN Gl ENT FIN SH None

192. 198. 151. 43 |Eur ope 147.237.0. 121 Uhknown Paraneter ch in waw nml uimishi.aka.idf.il/login B ock

84.228.101.57 |lsrael 147.237.0.121 Too Many Headers per Request - 69 Headers B ock

2.54,183. 37 | srael 147.237.0.121 S Whtraceabl e Gonnection - sigal gs DoS Attack None

84.228.101.57 |lsrael 147.237.0.121 Miltiple Illegal Byte Gode Character in Method from84. 228. 101. 57 B ock

84.228.101. 57 |lsrael 147.237.0.121 Abnormal | y Long Request net hod B ock

77.125.79. 28 | srael 147.237.0. 121 Lhaut hori zed URL Access to www mil ui mishi.aka. idf.il/https:/ww mlui mishi.aka. idf.il/ B ock

109. 67. 37. 221 | srael 147. 237. 0. 121 Dstributed Parameter Type Mol ati on on waw nil ui mishi.aka. idf.il/val tanmmequest paraneter B ock

ct | 00$Cont ent A acetbl der 1$t xt Per mit F | esNanes
121 SS. Uhtraceabl e Gonnection - sigal gs DoS Attack None
Mil tiple Lhtraceabl e SS. Sessions from84.228. 101. 57 (Protocol viol ation

2.54.5.197 | srael 147. 237.

IS 55 154 ol 5 o S el I £ I £ e N I B U K U 6 I o I I
===l l==] = [~ = [~ = [~[=Fl=lFl==e== -

84.228.101.57 |Israel 147.237.0.121 (SSL CONN APPLI CATI ON DATA EXCHANGE)) None
84.228.101.57 |lsrael 147.237.0.121 Mal f orned HTTP Header Line 24 B ock
Unknown HTTP Request Met hod oAT[#12]]r AYASACA«l $A—
84.228.101. 57 Israel 147.237.0. 1211 | popsdappl i cat or?s. aspx?_=14491687[3[4612] |] n URL e mi | ui mi shi.aka.idf.ilhttp/1. 1 Bl ock
2.54.183. 37 | srael 147.237.0. 121 Untraceabl e SS. Sessi ons: sigal gs DoS At ack None
84.228. 101. 57 | srael 147.237.0. 121 Miltiple Illegal HITP Version from84.228. 101. 57 B ock
84.228.101.57 |lsrael 147.237.0.121 Il1egal Byte Gode Character in Header Val ue B ock
77.127.3. 45 | srael 147.237.0.121 Unaut hori zed HTTP Met hod B ock
37.26. 147. 252 | srael 147.237.0.121 SS. Uhtraceabl e Gonnection - sigal gs DoS Attack None
2.54.45.1 | srael 147.237.0. 121 Uhtraceabl e S3. Sessi ons: sigal gs DoS At ack None

NLLL Character in Header Nare at [[#18]]4A€GV

A A A-AAT [ #30] ] ATA?; A AQ[ [ #31] 1 At[ [ #19] ] AMgA” - AcUAz A Aoy TASAFA™BAXAC A- X[ [ #0] ] AZ
84.228.101.57 |lsrael 147.237.0.121 Ac1EAte/ A—AfR~YA¥A A Re SAEAE[ [ #23] ] [ [ #26]] AYvA?AceAv4 [ [ #3]] SAt Y[ [ #22] ] gAAE6A-|B ock 1
A AAcdA A¥AvL A?BpA) AA° At? AhA'A2 FzPAa2(Q] [ #0] ] sSA—bZXAte GACEAA" AGE
AsA€] [ #26]] At MATtA A...A?A p

84.228.101. 57 | srael 147.237.0.121 Mal formed URL http/1.1 B ock 1

82.102.169. 113 |Israel 147.237.0.121 SSL Unhtraceabl e Connection - (pen Mde None 1

87.69.109. 149  |lsrael 147.237.0.121 SSL Lhtraceabl e Gonnection - Lhknown SSL Sessi on None 1

5. 102. 254. 137 | srael 147.237.0. 121 Mil tiple Uhtraceabl e SSL Sessi ons fromb5. 102. 254. 137 (si gal gs DoS A t ack) None 1

84. 228. 101. 57 | srael 147.237.0. 121 Mil tiple Mal formed URL from 84.228. 101. 57 B ock 1
Illegal Byte Code Character in Method oA{[#12]]r AYASACA $A—

84.228.101.57 |Israel 147.237.0.121) )  poacdappl i cati ons. aspx? =1449168734612 Bock |1
Mil tiple Unhtraceabl e SS. Sessions from79.180. 185. 240 (Protocol viol ation

79. 180. 185. 240 |l srael 147.237.0.121 (SSL. CONN CLI ENT FIN SH) None 1

188. 120. 148. 169 |1 srael 147 237.0. 121 Lhknc_)V\n_ Pa_r arTet er _ctI 0.0_Can ent P acetbl der 1_f uAddPar t ner Appendi x| DDocs&Fi | esToSend i n B ock 1
vy il ui mi shi . aka.idf.il/login

2.54.172.162 | srael 147.237.0.121 Lht raceabl e SS. Sessi ons: si gal gs DoS At ack None 1

84.228. 101. 57 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Protocol violation (SSL_OCONN APPLI CATI ON DATA EXCHANGE) None 1

84.228. 101. 57 | srael 147.237.0. 121 Mil tiple Abnornal |y Long Request from 84.228. 101. 57 B ock 1

84.228.101.57 |lsrael 147.237.0.121 Abnornal | y Long Header Line request header nane B ock 1
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