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W 46.121.154.90, |srael
132. 66.223. 86, |srael

W 82.80.217.70, Israel
2.54.33.181, Israel

W 5 22 134.13, Israel

W 2.52.182 16, Israel
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91. 231. 193. 150, | srael

H 84.94.182. 36, Israel
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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action | oP 1 ocati on. Locat i on
82.80.217.70 | srael 147.237.0.121 Bl ock Udp All _Nets drop BBL.- | srael 3
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|Top Attackers In |D|

Attacker Address

| Attacker Geo

| Target Address

|Ste

|9 gnature

|Oount |
5.22.134.13 | srael 147.237.0. 121 GPL SCAN nyscan 2
5.22.134. 13 | srael 147.237.0. 121 | NDI CATOR- SCAN nyscan 2
91.201. 236. 114 Lkrai ne 147.237.0.121 ET SCAN NVAP -sS wi ndow 1024 1
122.231. 3. 92 Chi na 147.237.0.121 ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

Attacker Geo

dgnature

‘ Target Address

S‘t%Nama

66.249.93.153 |lLhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2877
66.249.93. 145 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2705
66.249.93.149 |lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 2504
66. 249. 93. 153 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 349
149. 88. 149. 123 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 333
2.202.128. 95 CGer many 147.237.0.121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 328
66. 249. 93. 145 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 296
66. 249. 93. 149 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 281
192. 146. 6. 2 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 217
149. 78.221.136 |lsrael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 200
66. 102. 9. 87 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 193
194. 42. 67. 50 Uni ted Kingdom |147.237.0.121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 172
46.19. 85. 205 | srael 147. 237 0. 121 Sreannng 31g| ne: TP Invalid Inval id segnent retransnission. Packet drop 153
Ret r ansni ssi on dr opped.
66.102. 9. 74 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 145
66. 102. 9. 97 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 69
149. 78. 234. 91 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 65
149. 88. 132. 190 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 59
217. 69. 133. 249 g;z:;nl on 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 59
149. 88. 202. 196 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 59
149. 78. 34. 51 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 52
108.171. 128. 175|Uni ted Ki ngdom [147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 50
149. 88. 89. 180 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 49
40. 77. 167. 14 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 48
149. 88. 213. 210 |lsrael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 41
185. 27. 105. 169 |l srael 147.237.0.121 Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 36
66.249. 66.105 |Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 35
66.249.81.254 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 35
217.69.133.21 g;z:;nl on 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 31
149.88.101.24 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 27
149. 88. 73. 71 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 26
66.249.81.251 |lLhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 26
212.150. 125. 84 |lsrael 147.237.0.121 SYN At t ack SYN -> SYN ACK -> Ti neout rej ect 25
62. 90. 54. 54 | srael 147.237.0.121 Bad TCP sequence SWNretransmt wth different w ndow scal e noni t or 24
66. 102. 9. 50 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 22
217.69. 133. 191 gz:;;”ion 147.237.0.121|  |Geo-Iocation enfor cenent Geo- | ocati on i nbound enf or cenent drop 22
31.168.226.178 |lsrael 147.237.0. 121 Bad TCP sequence SN retransnit wth different w ndow scal e noni t or 20
217.69.133. 251 RJF Sﬁ::ﬂ on 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 18
81.218.97.6 | srael 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> RST rej ect 18
66.249. 66. 109 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 17
66.249.93.241 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 16
93.173. 229. 254 |l srael 147.237.0.121 Bad TCP sequence SWNretransmt wth different w ndow scal e noni t or 16
66. 249. 81. 254 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 15
66. 249. 66. 105 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 15
46.116. 245. 86 | srael 147.237.0. 121 Bad TCP sequence SN retransnit wth different w ndow scal e noni t or 14
108. 161. 241. 23 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 12
217.69. 133. 248 RJSIS:;ni on 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 11
Russi an . . .
217.69. 133. 252 eration 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 11
Russi an . . .
217.69. 133. 253 ration 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 11
Russi an . . .
217.69. 133. 250 eration 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 11
66. 249. 81. 251 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 11
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|Top Attackers In V\AF|

Devi ce

At acker

Geo ‘Target Address |9 t%s gnature Action ‘Count

2.54.33.181 | srael 147.237.0. 121 Uhtraceabl e SS. Sessi ons: si gal gs DoS At ack None 4

2.54.172.210 | srael 147.237.0. 121 Untraceabl e SS. Sessi ons: si gal gs DoS At ack None 2

77.126.93. 207 |1 srael 147 237.0. 121 Faran_et er Type \Vial a_tl on ct| 00$Cont ent A acetbl der 1t xt Permit H | esNanes in B ock 2
v il ui mi shi . aka.idf.il/val tanmequest

176. 12. 138. 52 |l srael 147.237.0. 121 Mil tiple Lhtraceabl e SSL Sessi ons from176. 12. 138. 52 (si gal gs DoS At ack) None 2

62.219.99.130 |[Israel 147.237.0. 121 Suspi ci ous Response Code B ock 2

62.219. 169. 218 |I srael 147. 237. 0. 121 Pafan_et er Type_ Mol aFl on ctl 00$Cbnt entEIacerI der 18t xt F | esNanes i n B ock 1
vy nitl ui mi shi . aka. i df. il /nedi cal conmitt eer equest

46.121. 154. 90 |l srael 147.237.0.121 Mal f orned HTTP Header Line 1 B ock 1

213.151. 59. 151 |l srael 147.237.0. 121 Ml ti pl e Ful |l wi dth/Hal fw dth Lhi code Encodi ng on UR/ Paraneter(+) from 213. 151. 59. 151 B ock 1

132.66. 223.86 |1 srael 147.237. 0. 121 LhanV\n‘ Pa_r arTet er ptl O_O_OJn_t ent Pl aceHol der 1_f uAddSt udyEnpl oynent Per mi t Docs&Fi | esToSend in B ock 1
vy il ui mishi . aka.idf.il/login

5 102. 255, 64 — 147 237.0. 121 LhanV\n_ Pa_r ar'_ret er f:tl O_O_Can ent Pl aceHol der 1_f uAddPar t ner Appendi x| DDocs&F | esToSend in B ock 1
viwv il ui mishi . aka.idf.il/login

2 540,32 lsrael 147 237.0. 121 Parmt er Typze_ Mol qtl on ctl OO$Q)nt_ ent Al acetbl der 1$Subnit1 in B ock 1
v i | ui mi shi . aka. i df . i | / changeuni t

87.69. 106. 146 |l srael 147.237.0.121 SS. Lhtraceabl e Gonnection - sigal gs DoS Attack None 1

82.80.217.70 | srael 147.237.0.121 Lhaut hori zed URL Access to waw mil ui mishi.aka.idf.il/rul es.abe B ock 1

Unknown HTTP Request Met hod Af5A«, qA-A2 GA»[ [ #1] ] ATA- [ [ #14]] AEA™G , A%o
: AYAGA! ESA?A2 Y[ [#3] ] AT [ #24]]1 A2 A [ [ #5]] AvA° 89A+LOA™6) A...AUAYAS) A° aA§- AE
46.121.154.90 |Israel  |147.237.0. 1211 lo7oho1 [ #12]] A2/ ) O AfAd 1- AfAPA A€AYAce} Ace5| SAASANA] [ #3] ] AVAEMEASES <cA. [ [ #18] ] Ace [T 0K [

[[#1]] A%ond [ #18] ] A-[[#25] ] A" AA»*] XA«] [ [ #21] ] A?<, AcBASH#A«} gsh2A2A° A

176.13.5. 82 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
46.121. 154.90 |l srael 147.237.0. 121 Abnornal | y Long Request met hod B ock 1
132, 66.223. 86 |1 srael 147 237.0. 121 mn:hvl\r;i I;air;’:ll‘rlra.taizjL |C(tjf| ??7?03 snt P acetHol der 1_f uAddl DCar dDocs&Fi | esToSend i n B ock 1
84.94.182.36 |lsrael 147.237.0.121 SS. Lhtraceabl e Gonnection - sigal gs DoS Attack None 1
2.52.182. 16 | srael 147.237.0. 121 Mil tiple Lhtraceabl e SS. Sessi ons from2.52.182. 16 (sigal gs DoS At ack) None 1
46.121. 154.90 |lIsrael 147.237.0.121 Mal forned URL B ock 1
132.73.195.66 |lsrael 147.237.0. 121 Uht raceabl e SSL Sessi ons: (pen Mde None 1
46. 19. 86. 23 | srael 147.237.0.121 Lhtraceabl e S3. Sessi ons: si gal gs DoS At ack None 1
2.54. 4. 90 | srael 147.237.0.121 Lhtraceabl e S3. Sessi ons: si gal gs DoS At ack None 1
91. 231. 193. 150 |l srael 147.237.0.121 Mil ti pl e Lhtraceabl e SS. Sessi ons from91. 231. 193. 150 (Uhknown SS. Sessi on) None 1
82.81.8.151 | srael 147.237.0. 121 Mil tiple Uhtraceabl e SSL Sessi ons from82.81.8.151 (lhknown SS. Sessi on) None 1
62. 90. 147. 209 |l srael 147.237.0. 121 Lhaut hori zed URL Access to wwwv il ui mishi.aka. idf.il/https:/wwy mluimishi.aka. idf.il/ B ock 1
46.121. 154. 90 |l srael 147.237.0. 121 Ill1egal Byte Gode Character in Header Nane B ock 1
Mil tiple Lhtraceabl e SS. Sessions from192. 115.67.2 (Protocol viol ation
192.115.67.2 |[lsrael 147.237.0.121 (SSL_pCD\N_CLI ENT HELLO)) ( None 1
132. 66. 223.86 |1 srael 147. 237. 0. 121 UnanV\n‘ Pa!’ arTet er gtl O_O_O)nt_ ent Pl acetbl der 1_f uAddMar ri ageGert Docs&Fi | esToSend i n B ock 1
vy il ui mishi . aka.idf.il/login
5 102. 255. 64 — 147 237.0. 121 LhanV\n_ Pa_r arTet er _ct | QO_Con_t ent Pl aceHol der 1_f uAddl DCar dDocs&Fi | esToSend i n B ock 1
viwv il ui mishi . aka.idf.il/login
84.228. 235. 204 |l srael 147.237.0. 121 Uhaut hori zed URL Access to www nill ui mishi.aka. idf.il/https:/ww mluimishi.aka.idf.il/ B ock 1
2.52.182. 16 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
79.176.21.12 | srael 147.237.0.121 SSL Untraceabl e Gonnection - Protocol violation (SSL_GONN ALl ENT_CERTI Fl CATE REQUEST) None 1
Mil tiple Whtraceabl e SS. Sessions from46.121. 154.90 (Protocol viol ation
46.121. 154.90 |lsrael 147.237.0.121 (SSLEOCNN_APPLI CATI ON_DATA EXCHANGE) ) ( None 1
46.19. 86. 111 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - (pen Mde None 1
91. 231. 193. 150 |l srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Lhknown SSL Sessi on None 1
82. 81. 8. 151 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Lhknown SSL Sessi on None 1
Illegal Byte Code Character in Method Af5A«, gA-A2 GAs[ [ #1]] ATA-[ [ #14] ] AEA™G , Ao
46.121. 154. 90 |1 srsel 147, 237.0. 121 ; AVA®A ESA?A2 Y[ [ #3] ] AT [ #24]1 A2 A [[ #5]] AvA° &9A+LOA™6) A... ALAYAS) A° aA§- AE B ock 1

6ToA?[ [#12] ] A?/) O AfAt 1- AfA?A° A€AYAce} Ace5I 3dASAUA-] [ #3] ] AYATMA'ASAS <cA. [ [ #18] ] Ace
[[#1]] A%ond [ #18] ] A-[ [ #25]] A Alw*] XA«] [ [ #21] ] A?<, A«BAS#A«} gsh2A?A0 A

192. 115. 67. 2 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - Protocol violation (SSL GONN OLIENT HALLO None 1
Unknown Paraneter ctl00_Cont ent Pl acetol der 1_f uAddPar t ner Appendi x| DDocs&H | esToSend i n

132. 66. 223. 86 [l srael 147.237.0.121 S S ) B ock 1
v | ui mi shi.aka.idf.il/login
5 102. 255, 64 sragl 147 237.0. 121 LhanV\n_ Pa_r arTet er gtl O_O_Cont_ ent P acetbl der 1_f uAddMar ri ageCer t Docs&Fi | esToSend i n B ock 1
vy il ui mishi . aka.idf.il/login
87.69. 103. 137 |[Israel 147.237.0. 121 Uhtraceabl e S3. Sessi ons: si gal gs DoS At ack None 1
2.52.182. 16 | srael 147.237.0. 121 Uhtraceabl e SS. Sessi ons: si gal gs DoS At ack None 1
79.181.55. 225 |Israel 147.237.0. 121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
46.121.154.90 |lsrael 147.237.0.121 SSL Untraceabl e Connection - Protocol violation (SSL_OONN APPLI CATI ON DATA EXCHANCE) None 1
176.12.138. 52 |lsrael 147.237.0.121 SS. Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
46.121. 154. 90 |l srael 147.237.0.121 Abnornal | y Long Header Line request header nane B ock 1
2.54.129.79 | srael 147.237.0.121 Lhtraceabl e SS. Sessi ons: si gal gs DoS Attack None 1
93.172.49. 103 |l srael 147.237.0. 121 Uhknown Paraneter gfe rd in ww mluimishi.aka. idf.il/ B ock 1
84.94. 182. 36 | srael 147.237.0. 121 Mil tipl e Uhtraceabl e SS. Sessi ons from84. 94. 182. 36 (sigal gs DoS At ack) None 1
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