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185. 27. 105. 138, | srael

192. 115. 248. 2, |srael

62. 0. 105. 133, |srael
213.57.89.98, Israel

109. 65. 130. 239, |srael

98.119. 105. 221, lhited Sates
212.25.121. 195, |srael

62. 219. 243. 74, |srael

176. 12. 148. 114, Israel
213.57.153. 141, |srael




12-01-2015 to 12-02-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste | gnature | Devi ce Action | P 1 ocati on. Locat i on

185. 27. 105. 138 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 33
212.25.121. 195 | srael 147.237.0.121 B ock_Udp Al _Nets drop BBL- | srael 3
62. 219. 243. 74 | srael 147.237.0.121 B ock Wp Al _Nets drop BBL- | srael 3
110. 188. 1. 30 Chi na 147.237.0.121 Invalid TGP H ags drop BBL- Fr ankf urt 2
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12-01-2015 to 12-02-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Count |
192.198. 151. 45 Eur ope 147.237.0. 121 ET SCAN NVAP -sA (2) 2
98. 119. 105. 221 Lhited Sates 147.237.0. 121 ET SCAN NVAP -f -sS 1
98. 119. 105. 221 Lhited Sates 147.237.0. 121 ET SCAN NVAP -sS w ndow 2048 1
61. 240. 144. 64 Chi na 147.237.0. 121 ET SCAN Potential SSH Scan 1
98. 119. 105. 221 Lhited Sates 147.237.0.121 ET SCAN NVAP -sS wi ndow 1024 1
192.198. 151. 37 Eur ope 147.237.0.121 ET SCAN NVAP -sA (2) 1
209. 126. 116. 147 Lhited Sates 147.237.0.121 ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

Attacker Geo

dgnature

‘ Target Address

S‘t%Nama

66.249.93. 145 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 3396
66.249.93. 153 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 3167
66.249.93.149 |lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 2931
140.101.20.1 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 1314
66. 249. 93. 153 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 294
66. 249. 93. 149 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 293
66. 249. 93. 145 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 276
66. 102. 9. 97 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 242
66. 102. 9. 74 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 216
66. 102. 9. 87 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 183
190.172.1.216 |Argentina 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 173
149. 78. 41. 56 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 140
185. 27 105. 138 | srael 147. 237 0. 121 Sreanimg Er_]gi ne: TP Invalid Inval id segnent retransnission. Packet drop 126
Ret r ansni ssi on dr opped.
13.21.125.9 Uni ted Kingdom |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 117
149. 78. 30. 195 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 85
149. 88. 89. 180 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 84
138. 134. 102. 15 |l srael 147.237.0.121 SYN At tack SYN - > SYN-ACK -> RST rej ect 65
138. 134. 192. 10 |l srael 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> RST rej ect 62
66. 249. 80. 51 Australia 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 61
192. 115. 177. 203|l srael 147.237.0.121 SYN At ack SYN -> SYN-ACK -> RST rej ect 61
149. 78. 231. 185 |lsrael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 50
194.90. 119. 123 |l srael 147.237.0.121 SYN At t ack SYN - > SYN-ACK -> RST rej ect 49
217.69. 133. 248 :ZZ::FI on 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 47
149. 78. 98. 21 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 45
149. 78. 35. 188 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 45
66.249.81. 251 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 42
5. 102. 254. 104 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 40
79.153. 149. 215 |Spain 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 38
66.249.81. 254 |lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 38
149. 88. 246. 26 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 36
77.125.149. 122 |israel 147.237.0.121| |3 reamng Engine: TP Invalid Invalid segnent retransmssion. Packet drop 36
Ret r ansn ssi on dr opped.

80. 246. 130. 34 | srael 147.237.0. 121 Bad TCP sequence SN retransnit wth different w ndow scal e noni t or 33
149. 78. 157. 246 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 33
199. 203. 93. 50 | srael 147.237.0.121 SYN At ack SYN -> SYN-ACK -> RST rej ect 32
149. 78. 253. 32 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 29
217.69. 133. 21 :Z:::Inl on 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 28
194.50. 175. 183 |l srael 147.237.0.121 SYN Attack SYN -> SYN- ACK -> RST rej ect 28
66. 102. 9. 50 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 28
70. 32. 45. 67 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 27
66.249.81.129 |lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 26
82.81.81.218 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber alert 25
149. 78. 92. 198 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 25
89.139.11. 205 |lsrael 147.237.0.121 Bad TCP sequence SWNretransmt wth different w ndow scal e noni t or 25
46. 19. 86. 56 | srael 147.237.0.121 Bad TCP sequence SN retransnmit wth different w ndow scal e noni t or 24
66.249. 93.215 |lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 24
66. 102. 9. 39 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 22
66. 249. 81. 251 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 21
149. 88. 226. 62 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 20
217.69. 133. 250 :32::1”' on 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 20
82.81.81.218 | srael 147.237.0.121 Bad TCP sequence I nval i d ACK nunber noni t or 20




12-01-2015 to 12-02-2015

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Geo Target Address |9 t% Sgnature Action ‘Count
192. 115. 248. 2 | srael 147.237.0.121 Unaut hori zed HTTP Met hod B ock 5
62. 0. 105. 133 | srael 147.237.0.121 Suspi ci ous Response Code B ock 4

Gooki e Tanpering on cooki e . ASPXAUTH Expect ed
BSEA31B867824E5490810416ACOE2D1836ABDSAES4AFD739698517054CECA51591DE6300951
29A7CD588AD235A5B29FF8B5B70A042950ED51C8C18A51883B93668B2F035261EF8033FIEAS
D438FACCE200306F3984E3146F0C2F374F3936BEF21B5310A5F6E5A5800066E99B1F592E6C975
109.65. 130. 239 |l st ael 147.237.0. 1211 | 560BOF45B04DC2C71EOE67AAEOLC, Obser ved None |4
FE4FCF2B09B5 EE58C8B543656CD5 CEFE70678BFIA63806AF37CI35B3EF81 CAF5F43E0B23232F29
AA6D37BIAF18C2A0556 CAF920BA906B756399B58341F92EDER790E3BIC58830B16E7412B062
A549C73AEA69DD01EB0912E74A2A872362C57F3084DE4

Paraneter Type M ol ati on ct| 00$Cont ent P acetbl der 1$t xt NewPass1 i n

213.57.89.98 | srael 147.237.0. 121 o . . B ock 4
wany mi | ui mi shi . aka. i df . i |/ changepasswor d/ newpasswor d
176.12.148. 114 |l srael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: sigal gs DoS At tack None 3
213.57.153. 141 |Israel 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS Attack None 2
46.19. 86. 17 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: sigal gs DoS Attack None 2
84.109.153.92 |lsrael 147.237.0. 121 Lht raceabl e SS. Sessi ons: si gal gs DoS At ack None 2
198. 20. 69. 74 g;g: 147.237.0. 121 Unaut hori zed URL Access to 147.237.0. 121/ B ock 2
132. 64. 26. 228 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS At ack None 2
Dstributed Paraneter Type Mol ation on ww il ui mishi.aka.idf.il/changepasswor d/ newpassword
212.179.44.34 I srael 147.237.0. 121 par anet er ct | 00$Cont enty; acehbl der 1$t xt NewPass1 P " Bl ock 2
185. 32. 179. 42 | srael 147.237.0.121 Untraceabl e SS. Sessi ons: si gal gs DoS At ack None 2
37.26.148.147 |lsrael 147.237.0. 121 Uht raceabl e SSL Sessi ons: (pen Mbde None 2
79.180.203.10 |lsrael 147.237.0.121 Parangter Type M ol ation ctl 00$Cont ent A acetbl der 15t xt I d in www nl ui mishi.aka.idf.il/login B ock 2
46.19. 85. 126 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 1
192.114. 23. 210 |lsrael 147.237.0. 121 Lht raceabl e SSL Sessi ons: pen Mde None 1
D stributed Paraneter Type Mol ati on on waw m| ui mi shi. aka. i df.il/changepasswor d/ newpasswor d
138.134.192.10 |l srael 147.237.0. 121 par anet er ct | 00$Cont entyg aceHpl der 1$t xt NewPass1 P " Bl ock !
109. 64. 63. 232 |l srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Lhknown SSL Sessi on None 1
81.218.101.66 |lsrael 147.237.0. 121 Lhaut hori zed URL Access to ww il ui mishi.aka.idf.il/ufi/reaction/ B ock 1
77.126. 196. 171 |1 srael 147. 237. 0. 121 wgcfm$c§aﬁ_%5%| ?s;glr_:ligéom 77. ;26. 196. 171 (Protocol violation None 1
195. 110. 40. 7 | srael 147.237.0. 121 Lhaut hori zed URL Access to ww nitl ui mi shi.aka.idf.il/https:/vww nilui mishi.aka. idf.il/ B ock 1
176. 13. 16. 209 | srael 147.237.0.121 S Lhtraceabl e Gonnection - sigal gs DoS Atack None 1
31.168.123. 130 |lsrael 147.237.0. 121 LUhknown Par anet er ct | 00$Cont ent A acetol der 1$t xt Capt cha i n waw ni |l ui mi shi. aka.idf.il/snsverify |B ock 1
109. 160. 160. 242|l srael 147.237.0.121 Lhaut hori zed URL Access to www nitl ui mi shi.aka.idf.il/https: /v mluimishi.aka.idf.il/ B ock 1
85. 65. 16. 122 | srael 147.237.0.121 SSL Whtraceabl e Gonnection - Protocol violation (SSL_CONN Gl ENT_CERTI FI CATE REQUEST) None 1
80. 246. 138. 226 |l srael 147.237.0.121 Mil tiple Untraceabl e SS. Sessi ons from 80. 246. 138. 226 (si gal gs DoS At t ack) None 1
192.114. 91. 249 |l srael 147.237.0. 121 SSL Lhtraceabl e Gonnection - (pen Mbde None 1
2.52.141. 255 | srael 147.237.0.121 S Lhtraceabl e Gonnection - sigal gs DoS Atack None 1
109. 65. 35. 7 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 1
77.126.196. 171 |lsrael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Protocol violation (SSL_CONN Ol ENT_CERTI Fl CATE REQUEST) None 1
Dstributed Paraneter Type Mol ati on on waw nil ui mishi.aka.idf.il/changeunit paraneter
176.13.20. 31 I srael 147.237.0. 121 ct | 00$Cont ent A aceHol d)gr)1$t xt Per ut Bakasha ° P Bl ock !
37.26. 146. 157 | srael 147.237.0.121 S Lhtraceabl e Gonnection - sigal gs DoS A tack None 1
1. 195, 163. 17 I sragl 147. 237.0. 121 Unknc_JV\n' Pa_r arTet er f:tl QO_Cbn_t ent Pl aceHol der 1_f uAddl DCar dDocsé&Fi | esToSend i n B ock 1
wwv | ui mi shi.aka.idf.il/login
80. 246. 138. 226 |l srael 147.237.0.121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
176.13.11. 136 |lsrael 147.237.0. 121 Mil tiple Lhtraceabl e SS. Sessions from176.13. 11. 136 (sigal gs DoS At t ack) None 1
2.54. 29. 65 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS At ack None 1
84.111.1.128 | srael 147.237.0.121 SSL Untraceabl e Gonnection - Protocol violation (SSLGONN QLI ENT_CERTI Fl CATE REQUEST) None 1
79.178. 134. 245 |l srael 147.237.0. 121 SSL Whtraceabl e Gonnection - Protocol violation (SSL_CONN Ol ENT_CERTI Fl CATE REQUEST) None 1
132, 66.50. 14 lsrael 147 237.0. 121 I%ram_at er Type _\/1 ol at_i on ptl 00$Cont ent P acetbl der 1$t xt NewPass1 in B ock 1
waw m | ui mi shi . aka. i df . i | / changepasswor d/ newpasswor d
91. 195, 163. 17 I sragl 147. 237.0. 121 LhanV\n' Pa_r arTet er f:tl O_O_Cont_ ent Pl acetbl der 1_f uAddMar ri ageCert Docs&Fi | esToSend i n B ock 1
vwn il ui mi shi . aka.idf.il/login
81 218.55.253 |israel 147 237.0. 121 Paranpt er Type_ Mol a_ti on ctIOO$Q)nt‘ent P acetbl der 1$t xt Per ut Bakasha i n B ock 1
viwv m | ui mi shi . aka. i df . i | / changeuni t
62.90.117. 133 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS At ack None 1
192. 118. 10. 10 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 1
176.13.11. 136 | srael 147.237.0.121 SSL Lhtraceabl e Gonnection - sigal gs DoS Attack None 1
31.154.91. 53 | srael 147.237.0.121 Uhknown Paraneter returnurl in ww nilui mishi.aka.idf.il/login B ock 1
109, 66.196. 73 |1 srael 147 237.0. 121 Param_et er T)_/pe _\/1 ol at_i on ptl 00$Cont ent P acetbl der 1$t xt NewPass1 in B ock 1
wawe i | ui mi shi . aka. i df . il /changepasswor d/ newpasswor d
84. 228. 60. 193 | srael 147.237.0.121 SSL Untraceabl e Gonnection - pen Mde None 1
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