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11-30-2015 to 12-01-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste | gnature | Devi ce Action | P | ocati on. Locat i on

46.19. 85. 17 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL.- | srael 24
2.54.21.40 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 11
31.168. 133. 226 | srael 147.237.0. 121 Bl ock_Ulp All _Nets drop BBL- | srael 3
192.118. 132. 185 | srael 147.237.0. 121 Bl ock_Ulp Al _Nets drop BBL- | srael 3
115. 239. 228. 8 Chi na 147.237.0. 121 Frk Purple Gon Limt Htp dr op BBL- Fr ankf urt 1
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|Top Attackers In |D|

Attacker Address
192.198. 151. 45

| Attacker Geo
Eur ope
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147.237.0. 121

|gte

|9 gnature
ET SCAN NVAP -sA (2)
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115.194.42. 134

Chi na

147.237.0.121

ET SCAN Potential SSH Scan

62. 245. 45. 132

Russi an Federati on
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ET SCAN Potential SSH Scan
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147.237.0.121

ET SCAN Potential SSH Scan

= =YY ES




11-30-2015 to 12-01-2015

|Top Attackers In FW |

‘At tacker Geo Target Address |S t% Nane Sgnature
66. 249. 93. 149 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 3604
66. 249. 93. 145 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 3321
66.249. 93. 153 |lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2976
140.101.20.1 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 1806
155. 94. 185. 161 |Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 980
208. 87.233. 201 |Lhited S ates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 705
149. 78.27.128 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 468
149. 88. 224. 121 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 432
66. 249. 93. 149 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 340
66. 249. 93. 145 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 317
66. 249. 93. 153 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 309
149. 78. 30. 195 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 296
94.16. 11. 27 Ger many 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 280
66.102. 9. 74 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 277
149. 88. 20. 28 | srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 253
109. 66. 54. 3 | srael 147 237.0. 121 Srearmng Erjgl ne: TP Invalid Inval i d segnent retransmssion. Packet drop 295
Ret r ansm ssi on dr opped.

66. 102. 9. 87 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 224
2 5441103 | srael 147. 237 0. 121 Srearmng @gl ne: TP Invalid Inval i d segnent retransnission. Packet drop 162
Ret r ansni ssi on dr opped.

2.54.131. 3 | srael 147.237.0.121 SYN At tack SYN -> SYN-ACK -> RST rej ect 146
79.178. 121. 8 | srael 147. 237 0. 121 Streamng qul ne: TP Invalid Inval id segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.

80. 246. 139. 237 | srael 147 237.0. 121 Srearmng qul ne TP Invalid Inval i d segnent retransmssion. Packet drop 144
Ret r ansni ssi on dr opped.

16. 16. 16. 3 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 125
66. 102. 9. 97 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 119
66. 249. 81. 254 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 113
149. 78. 41. 56 | srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 100
193. 186. 163. 3 |G eece 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 97
149. 88. 89. 180 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 93
66.249.81.129 |lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 85
2.54.21. 4 | srael 147.237.0. 121 SYN Att ack SYN -> SYN-ACK -> RST rej ect 81
208. 54. 70. 224 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 78
66.249.82. 149 |lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 76
25193 | srael 147 237.0. 121 Srearmng Erjgl ne: TP Invalid Inval i d segnent retransmssion. Packet drop 72
Ret r ansm ssi on dr opped.

217.69. 133. 250 gj::lnl on 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 64
149. 78. 221. 136 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 61
66.249. 81.251 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 57
2.54.131.3 | srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 49
2.54.131.3 | srael 147.237.0. 121 Bad TCP sequence Inval i d sequence nunber noni t or 49
207.232. 36. 181 |l srael 147.237.0.121 SYN At t ack SYN -> SYN-ACK -> RST rej ect 49
2.54.131. 3 | srael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber alert 49
217.69. 133. 252 gzz;;nl on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo-1 ocation inbound enf or cenent drop 45
149. 88. 29. 150 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 41
66. 249. 81. 254 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 38
82.166. 53. 161 |l srael 147.237.0. 121 Bad TCP sequence I nval i d sequence nunier noni t or 38
149. 78. 27. 42 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 37
66. 102. 9. 39 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 37
2 54.182. 223 | srael 147. 237 0. 121 Streamng qul ne: TP Invalid Inval i d segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.

84.110. 108. 37 |israel 147 237.0. 121 Srearmng qul ne TP Invalid Inval i d segnent retransmssion. Packet drop 36
Ret ransni ssi on dr opped.

2 54.177. 255 | srael 147. 237 0. 121 Streamng qul ne: TP Invalid Inval i d segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.
217.69.133.191 :Z:::tnl on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 33
66.249. 81. 129 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 32




11-30-2015 to 12-01-2015

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Target Address |9 t% Sgnature : ‘Count
Ceo Action

80.178.114. 18 | srael 147.237.0. 121 Uhaut hori zed URL Access to waw mil ui mi shi. aka. i df. il /$$$828?$$$ B ock 12

95. 35. 16. 15 | srael 147.237.0.121 Unaut hori zed HTTP Met hod B ock

79 182. 3. 44 — 147 237.0. 121 Par an_et er '!'yp_e \iol _at i on ctl OO_CDn_t ent Pl acetbl der 1_f uAddBoar dExansPer mi t Docs&F | esToSend i n B ock 5
wwv il ui mi shi . aka.idf.il/upl oadregi ster. axd

79182, 3. 44 | srael 147. 237. 0. 121 Par angt er Typg M ol gti on ctl 00_C0nt_entP| acetbl der 1_f uAddSt udyPer it Docs&H | esToSend in B ock 5
wwv il ui mi shi . aka.idf.il/upl oadregi ster. axd

212.179.21.194 |lsrael 147.237.0. 121 Suspi ci ous Response Code B ock 4

176. 13. 0. 219 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS Atack None 3

212.179. 40. 173 |lsrael 147.237.0. 121 Lhaut hori zed URL Access to waw mil ui mishi.aka.idf.il/ufi/reaction/ B ock 3

87.69.174.78 | srael 147.237.0.121 Uht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 3

79.182. 3. 44 lsrael 147 237.0. 121 I%rarr_et er Typg Mol gti on ct1 00$Cont ent Pl acetbl der 1$t xt N muk in B ock 3
vy i | ui mi shi . aka. i df . i |/ val t anmequest

109. 64. 115. 186 |l srael 147.237.0.121 Suspi ci ous Response Code B ock 3

212.25.123.18 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS Attack None 2

192. 118. 10. 10 | srael 147.237.0.121 Uht raceabl e SS_ Sessi ons: si gal gs DoS At ack None 2

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
21EE229826C05728571A497FB63163C6F9D7E991C785941D48DD184E29839977F7F658DF682A
049C09D70837D8CA869F2879F31E77780A50DFO0F7E528A2754035239507428F60C3BDE97A780
99019322102A347E86BA6B304B35557CB03462BCFB4941C451CDDD97A95E8CA49533F225CB
93.172.178.0 fIsreel 147.237.0.121) 11 A333A2A8DB385F24978CC89C15268, Obser ved None (2
8F1D2ACB485360187CCBDA052B8F855E60E564650456BBD6 D5BA7D1EBC5049C43CF690E371B
763DE316E23FD36C7F81FFA39B16FB6C53534220C564F959592B99E9E7C4A3CF94520242BCC1L
C47CDE7C94A79B572B7B2E6B5F053B0B554972A36447C01

Unknown Paraneter ctl00_Cont ent Pl aceHol der 1_f uAddl DCar dDocs&Fi | esToSend i n

194.90. 128. 185 |l srael 147.237.0.121 S e ) B ock 1
vwn il ui mi shi . aka.idf.il/login
79.180. 186. 211 |lsrael 147.237.0. 121 Mil ti pl e Lhtraceabl e SSL Sessi ons from 79. 180. 186. 211 (Uhknown SS Sessi on) None 1
93.173.132. 10 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
84.108.209.80 |lsrael 147.237.0. 121 Mil ti pl e Uhaut hori zed URL Access from 84. 108. 209. 80 B ock 1
46. 116. 234. 65 | srael 147.237.0.121 Lhknown Parangeter zi in ww nluimishi.aka. idf.il/login B ock 1
192. 114. 105. 254 |l srael 147.237.0.121 SSL Untraceabl e Gonnection - (pen Mde None 1
109. 64. 169. 164 || srael 147.237,0,121|  |Fraeter Type Molation ctl00SCont ent A acetdl der 1t xtTitle in Bock |1
wwv | ui mi shi. aka.idf.il/general petition
87. 69. 34. 98 | srael 147.237.0. 121 S Lhtraceabl e Gnnection - sigal gs DoS Attack None 1
80. 246. 136. 10 | srael 147.237.0.121 Uhaut hori zed URL Access to waw m | ui mi shi. aka.idf.il/newpassword/ B ock 1
194. 90. 128. 185 |1 srael 147. 237.0. 121 U1knc_>v\n. Pa_r arTet er f:tl QO_Can ent Pl acetbl der 1_f uAddPar t ner Appendi x| DDocs&Fi | esToSend i n B ock 1
v nl ui mi shi.aka.idf.il/login
79.180. 186. 211 |l srael 147.237.0.121 SSL Uhtraceabl e Gonnection - Lhknown SSL Sessi on None 1
176.13. 8. 181 | srael 147.237.0. 121 Lhtraceabl e SS_ Sessi ons: si gal gs DoS Attack None 1
85. 250. 71. 113 | srael 147.237.0.121 Mil tipl e Untraceabl e SSL Sessi ons from85. 250. 71. 113 (lhknown SS. Sessi on) None 1
213.8.111.131 |lsrael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Lhknown SSL Sessi on None 1
79.179. 17. 144 | srael 147.237.0.121 Lhaut hori zed URL Access to www nitl ui mi shi.aka.idf.il/https:/ww il uimishi.akaidf.il/ B ock 1
192. 115. 190. 190|l srael 147.237.0.121 SSL Uhtraceabl e Gonnection - pen Mde None 1
109. 65. 56. 199 | srael 147.237.0.121 SSL Uhtraceabl e Connection - (pen Mde None 1
81.218. 140. 248 |l srael 147.237.0. 121 Uhknown Paraneter nma in ww il ui mishi.aka.idf.il/login B ock 1
79.180. 186. 211 |l srael 147.237.0. 121 Lhtraceabl e SSL Sessi ons: hknown SSL Sessi on None 1
5. 102.217. 252 | srael 147.237.0.121 Lhtraceabl e S3_ Sessi ons: si gal gs DoS At ack None 1
176.106. 226. 31 |l srael 147.237.0.121 Lhaut hori zed URL Access to www nitl ui mi shi.aka.idf.il/https:/ww il uimishi.aka. idf.il/ B ock 1

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
EBBD32F45D9CF492D06F3826745BD733C5B77F7292D28CD43EEA714E05B3BESAC672B2D2DBC
D5A06EEF1111CEB3DC553E17ABCD7F10A0C73696EC046AF1753EEED36FB22B9BC57096682526
C7718F97668226DF30614D84C344A3216107150D0ACD055405FFAB84AEB1B53A75D38F60F64
109.64.113.216 |Israel 147.237.0.121)  17B468BA3829991C4721D56632C68EA, Chser ved None (1
98A054587B4B0BA478A82E30DBD4D383937EC43829B3CC67BE28D902AE818A98B95A0D6F31E
250EB4A7AS57E87267551CEOD61BE1A4905B03A29E6681B3E37404B3FACB08EECB8FI9C71C2C6D
7FC13795502D49C34665168E73CEFFE6D1DDE344A90C68B

85. 250. 71. 113 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Lhknown SSL Sessi on None 1
Unknown Paranet er ctl 00_Cont ent Pl aceHol der 1_f uAddTi net abl eDocs&Fi | esToSend i n

v | ui mi shi.aka.idf.il/login

Paraneter Type M ol ation ctl00$Cont ent Pl acetbl der 1$ct | 00$t xt NewPass1 in

wwv il ui mi shi . aka. i df.il/personal settings

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed

79BFD6606 FEEFC015249DEO91FCE19D71BA1EFF01DB01C610771DOE6E19765BFF3FD29EC2F9B13
3793FD5448D95E95E348EA599FA8900CBES825B3E2DFC0887770BA1789216562A436A31BC21
AD131055E8BCD28F14DC7615E50F59970F112DC50839BD99D45C3D02EB54E54D8D4CE47A2D
109. 186. 20. 183 |l srael 147.237.0. 121 2B50B38A2D40BF850AAL8692986CA, Obser ved None 1
143D5424898F2A442E3A49199D5D746BD2FFA23B22A31436 A5F8ACD350E15D7CB8D5E82FCT7E
456E7266F90677C15D95F09D074BB591A23D51BE084B139D6DDD2B0537C6938896CAD616CC
B772C13C6F2FEB2334A1C788BF5EA7EASB309EA90ACE3189A

79.182.3. 44 | srael 147.237.0.121 B ock 1

79. 180. 168. 12 | srael 147.237.0.121 B ock 1

81.218. 144. 209 |lsrael 147.237.0.121 Unknown Paraneter prmin waw mlui mishi.aka.idf.il/login B ock 1

46. 19. 86. 149 | srael 147.237.0. 121 S Lhtraceabl e Gnnection - sigal gs DS Attack None 1

192. 114.87.9 I sragl 147. 2370, 121 Paran_et er T_ype_ Mol a_tl on ctl 00$Cbnt_ent P acetbl der 1%t xt Per ut Bakasha i n B ock 1
viwv m | ui mi shi . aka. i df . i |/ changeuni t

85. 250. 71. 113 | srael 147.237.0.121 Untraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 1
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