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W 192. 198. 151. 45, Europe
85.250.197. 7, Israel
W 46.19.86.83, |srael
24.37.76. 186, Canada
H 183. 60. 48. 25, Chi na
W 84.228.9.76, |srael
W 162.222.185. 165, Whited Sates
W 79.179.204. 16, |srael
119. 254. 103. 15, Chi na
W 46.120.5. 156, |srael
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11-28-2015 to 11-29-2015

|Top Attackers In |D|

Attacker Address |Attacker Geo |Target Address |SteSgnature | count |
192.198. 151. 45 Eur ope 147.237.0.121 ET SCAN NVAP -sA (2) 6
183. 60. 48. 25 Chi na 147.237.0.121 ET SCAN Behavi oral Uhusual |y fast Ternminal Server Traffic, Potential Scan or Infection 1
95. 54. 216. 245 Russi an Federation |147.237.0.121 ET SCAN Potential SSH Scan 1
162.222.185.165 |Lhited Sates 147.237.0.121 ET SCAN Potential SSH Scan 1
24.37.76.186 Canada 147.237.0.121 ET SCAN NVAP -sS wi ndow 3072 1
119. 254. 103. 15 Chi na 147.237.0.121 ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Sgnature

Target Address |S t% Nane

‘ Attacker Geo

66. 249. 93. 145 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1867
66. 249. 93. 153 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1863
66.249. 93. 149 |lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1495
66. 249. 93. 153 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 228
149. 88. 13. 170 |lsrael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 216
68.132.202.91 |lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 202
66. 249. 93. 145 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 185
66. 249. 93. 149 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 170
66. 102. 9. 74 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 168
2 52.54.149 | srael 147 237.0. 121 Srearmng Erjgl ne: TP Invalid Inval i d segnent retransmssion. Packet drop 144
Ret r ansm ssi on dr opped.
66. 102. 9. 97 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 111
66. 102. 9. 87 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 108
66.249. 81. 254 |lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 104
80. 246. 137. 132 | srael 147 237.0. 121 Srearmng Erjgl ne: TP Invalid Inval i d segnent retransmssion. Packet drop 90
Ret r ansm ssi on dr opped.
208. 87.233. 201 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 79
66. 249. 93. 223 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 78
66.249.81.129 |lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 73
66.249. 81.251 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 65
149. 78. 39. 38 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 45
70. 32. 40. 218 Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 44
217.69. 133. 248 gj::lnl on 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 42
66. 102. 9. 22 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 41
66. 249. 81. 254 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 39
149. 78. 200. 202 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 38
85. 255.235. 76 |Uhited Kingdom |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 37
66. 102. 9. 33 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 37
89. 139. 38. 64 | srael 147.237.0. 121 Bad TCP sequence SWNretransmt wth different w ndow scal e noni t or 37
87.250. 241. 78 gzz;;nl on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 32
66. 249. 81. 129 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 31
217.69.133.21 gj;:lnl on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 28
66. 249. 75. 36 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 27
217.69. 133. 250 ij::;q on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 27
149. 78. 136. 136 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 26
40. 77.167. 14 Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 25
66. 249. 93. 247 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 25
66.249. 93.241 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 25
93.172. 147. 109 |l srael 147.237.0. 121 SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 25
66. 249. 81. 251 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 24
217.69.133. 251 :Z:::tnl on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 22
Russi an . . .

217.69. 133. 253 Feder ati on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 20
46.120.162. 70 |l srael 147.237.0. 121 Bad TCP sequence SWNretransmt wth different w ndow scal e noni t or 18
217.69. 133. 252 gzz;;nl on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 18
79.176. 143. 253 |l srael 147.237.0. 121 Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 17
66. 249. 81. 167 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 17
213.57.229.26 |lsrael 147.237.0. 121 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 16
66. 249. 66. 107 |lLhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 16
46. 19. 85. 186 | srael 147.237.0. 121 SYN At t ack SYN - > SYN-ACK -> RST rej ect 16
2.54.17. 96 | srael 147.237.0. 121 SYN Attack SYN -> SYN- ACK -> RST rej ect 13
66. 249. 81. 238 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 13
66. 249. 75. 36 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 12
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85. 250 197, 7 st ael 147. 237 0. 121 Par mt er Type ‘\/1 ol atll on _ctl 00$Cont ent Pl acetbl der 1$t xt NewPass1 in B ock 2
wan m | ui mi shi . aka. i df . i | / changepasswor d/ newpasswor d

46.120. 5. 156 | srael 147.237.0. 121 Lhaut hori zed URL Access to wwy mil ui mishi.aka. idf.il/https:/ww nluimishi.aka idf.il/ B ock 1

212.150. 112. 56 |l srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - (pen Mde None 1

79.179.204.16 |lsrael 147.237.0. 121 Lhaut hori zed URL Access to waw il ui mishi.aka. idf.il/https:/wwniluimishi.aka. idf.il/ B ock 1

84.228.9. 76 st ael 147. 237 0. 121 Par mt er Type ‘\/1 ol atll on _ctl 00$Cont ent Pl acetbl der 1$t xt NewPass1 in B ock 1
wan m | ui mi shi . aka. i df . i | / changepasswor d/ newpasswor d
Qooki e Tanpering on cooki e . ASPXAUTH Expected , Cbserved
000797BA2DB1F1119FFE86176D11FC09F8789B4936A5BDB5382E8C2726B92EBO57B826 E6FDEB7
AB8084EF50BEE4DEC309DA0C6D96F3040255BADB76C208C2B87F104C172C24C28173D946F3EL16

46.19.86.83  |lsrael 147.237.0. 1211 1pg0A65FAA3FA3ADAOAL44EF21D3B16EBDI3AEDS22890B90D552FE6A982AE33ADACA22703AED [0 [
427BCB238C63463824D7AAE1105CASD8ES544E31CCCB8AF843459ED7E7B6AECB2856A33F826
F8631DEOBA9A20FE3
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