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W 79.177.189. 187, |srael
87.68. 45. 109, |srael

W 115.239.228.8, (hina
222.186.190. 45, China

H 222.186.34.70, China

l 222.186. 15. 200, China

[ 85.65.47.44, |srael

W 77.125. 156. 155, |srael
84.228. 45. 145, | srael

H 61. 216. 2. 15, Taiwan




11-27-2015 to 11-28-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | Devi ce Action | P 1 ocati on. Locat i on |count |
222.186. 15. 200 Chi na 147.237.0. 121 Frk_Under Attack Con Tcp drop BBL- Fr ankf urt 2
222.186.34. 70 Chi na 147.237.0.121 Frk_Under Attack Con_Tcp drop BBL- Fr ankf urt 2
222.186. 190. 45 Chi na 147.237.0. 121 Frk_Under Attack Con_Tcp drop BBL- Fr ankf urt 2
115. 239. 228. 8 Chi na 147.237.0. 121 Frk_Under Attack Con Htp drop BBL- Fr ankf urt 2
115. 239. 228. 8 Chi na 147.237.0.121 Frk Purple Gon Limt Htp dr op BBL- Fr ankf urt 1
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|Top Attackers In IPS|

Attacker Address
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| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



11-27-2015 to 11-28-2015

|Top Attackers In ID|

Attacker Address

| Attacker Geo | Target Address |ste |Sgnature | count |
61.216. 2. 15 Tai wan 147.237.0.121 ET SCAN NVAP -sS w ndow 1024 1
93. 174. 93. 153 Net her | ands 147.237.0. 121 ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address

Attacker Geo

dgnature

‘ Target Address

S‘t%Nama

66.249.93.150 |Whited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1494
66.249.93.154 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1335
66.249.93.146 |lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 1000
149. 78. 139. 52 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 498
149. 88. 41. 147 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 451
66.249.93.149 |lLhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 360
79. 177. 56. 136 | srael 147. 237 0. 121 Sreannng 31g| ne: TP Invalid Inval i d segnent retransnission. Packet drop 295
Ret r ansni ssi on dr opped.
66.249.93. 145 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 211
66.102. 9. 74 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 194
201. 163. 222. 179|Mexi co 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 192
149. 78.221. 136 |lsrael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 180
66.249.81.251 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 162
66.249. 93. 146 |l srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 150
66. 102. 9. 97 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent dr op 147
46. 19. 85. 109 I sragl 147 237.0. 121 Sreannng Ejg| ne: TP Invalid Inval id segnent retransnission. Packet drop 144
Ret r ansn ssi on dr opped.
2 52 169. 129 | srael 147. 237 0. 121 Sreannng Er_1g| ne: TGP Invalid Inval id segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.
66.249. 93. 153  |lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 126
66. 249. 93. 150 | srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 112
66. 249. 93. 154 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 110
212. 156. 132. 218|Tur key 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 108
66. 102. 9. 87 Lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 103
112.185. 130. 163 E?r ea, Republic 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 101
Russi an . . .
188. 93. 56. 127 Feder ati on 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 65
66.249.81.130 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 62
66.249.81.254 |lLhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 58
149. 88. 216. 49 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 55
46.19. 85. 73 | srael 147. 237 0. 121 Sreannng 31g| ne: TP Invalid Inval i d segnent retransnission. Packet drop 54
Ret r ansni ssi on dr opped.
149. 78. 233. 202 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 48
217. 69. 133. 249 stls;;”i o 147.237.0.121|  |Geo-1ocation enf or cenent Geo-1 ocat i on i nbound enf or cerent drop 48
149. 88. 238. 57 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 48
188. 93. 56. 121 RJF Sﬁ::ﬂ on 147.237.0.121 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 48
Russi an . . .
188. 93. 56. 129 eration 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 46
66. 249. 81. 251 | srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 43
217.69. 133. 253 RJF Sﬁ::} on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 42
177.32.211. 92 Brazil 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 41
212.183.128. 169|Uni ted Ki ngdom |147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 39
66. 249. 93. 153 | srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 38
217.69. 133. 248 RJSIS;;I} on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 37
149. 78. 151. 245 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 36
77.127. 150, 98 | srael 147. 237. 0. 121 Sreannng Er_1g| ne: TGP Invalid Inval id segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.
188. 93. 56. 125 RJF Sﬁ;;ni on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 36
2.54.18. 195 | srael 147.237.0.121 SYN At ack SYN -> SYN- ACK -> RST rej ect 36
217.69.133.191 RJF Sﬁ::ﬂ on 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 35
66. 249. 75. 44 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 34
66. 102. 6. 153 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 32
217.69.133. 251 RJSIS:;ni on 147.237.0.121 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 29
Russi an . . .
217.69.133. 21 eration 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 29
66. 249. 93. 145 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 28
66. 249. 81. 254 | srael 147.237.0.121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 27
66.249. 93.247 |lhited Sates 147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 27
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|Top Attackers In V\AF|

A tacker

Devi ce

‘ Target Address

S’t%s gnature

‘Oount

Geo Action

Paranet er Type Mol ation ctl00$Cont ent A acetbl der 1$t xt Per ut Bakasha i n

87.68.45.109  [Israel 147.237.0. 1211 |0 il i i shi . aka. i o . i |/ nent al heal t hof fi cer cont act i ng Bl ock 6

79.177. 189. 187 |1 srael 147 237.0. 121 LhanV\n_ Pa_r arTet er (_:tl O_O_Cont_ ent Pl acetbl der 1_f uAddTi net abl eDocs&Fi | esToSend i n B ock 3
v il ui mishi . akaidf.il/login

79.177. 189. 187 |1 srael 147. 237. 0. 121 UnanV\n‘ Pa_r arTet er .Ctl O_O_O)n_t ent Pl aceHbl der 1_f uAddBoar dExansPer nm t Docs&Fi | esToSend i n B ock 3
vy il ui mishi . aka.idf.il/login

79.177. 189. 187 |1 srael 147 237.0. 121 Lhknqvxn_ Fh_r arT_et er (_:tl O_O_Cont_ ent Pl acetbl der 1_f uAddSt udyPer m t Docs&F | esToSend i n B ock 3
v il ui mishi . aka.idf.il/login

85. 65. 47. 44 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - (pen Mde None 1

77.125. 156. 155 |l srael 147.237.0. 121 Uhknown Paraneter prmin waw mlui mishi.aka.idf.il/login B ock 1

79 181. 155.59 | srael 147 237.0. 121 Farar'@t er T)_/pe _\/1 ol at_l on _ctI 00$Cont ent A acetbl der 1$t xt NewPass1 in B ock 1
wawe i | ui mi shi . aka. i df . il /changepasswor d/ newpasswor d

81.218.101.66 |lsrael 147.237.0.121 Lhaut hori zed URL Access to waw il ui mishi.aka.idf.il/ufi/reaction/ B ock 1

84.228. 45. 145 |l srael 147.237.0. 121 Lhaut hori zed URL Access to waw mil ui mishi.aka. idf.il/llogin B ock 1
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