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Top Attackers 

79.177.189.187, Israel

87.68.45.109, Israel

115.239.228.8, China

222.186.190.45, China

222.186.34.70, China

222.186.15.200, China

85.65.47.44, Israel

77.125.156.155, Israel

84.228.45.145, Israel

61.216.2.15, Taiwan

Top Attackers

Number
Of

Attacks

0

9

1

2

3

4

5

6

7

8

79
.1
77
.1
89
.1
87
, 
Is
ra
el

87
.6
8.
45
.1
09
, 
Is
ra
el

11
5.
23
9.
22
8.
8,
 C
hi
na

22
2.
18
6.
19
0.
45
, 
Ch
in
a

22
2.
18
6.
34
.7
0,
 C
hi
na

22
2.
18
6.
15
.2
00
, 
Ch
in
a

85
.6
5.
47
.4
4,
 I
sr
ae
l

77
.1
25
.1
56
.1
55
, 
Is
ra
el

84
.2
28
.4
5.
14
5,
 I
sr
ae
l

61
.2
16
.2
.1
5,
 T
ai
wa
n

 11-27-2015 to 11-28-2015 



Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

222.186.15.200 China 147.237.0.121 Frk_Under_Attack_Con_Tcp drop BBL-Frankfurt 2

222.186.34.70 China 147.237.0.121 Frk_Under_Attack_Con_Tcp drop BBL-Frankfurt 2

222.186.190.45 China 147.237.0.121 Frk_Under_Attack_Con_Tcp drop BBL-Frankfurt 2

115.239.228.8 China 147.237.0.121 Frk_Under_Attack_Con_Http drop BBL-Frankfurt 2

115.239.228.8 China 147.237.0.121 Frk_Purple_Con_Limit_Http drop BBL-Frankfurt 1

 11-27-2015 to 11-28-2015 



Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

61.216.2.15 Taiwan 147.237.0.121 ET SCAN NMAP -sS window 1024 1

93.174.93.153 Netherlands 147.237.0.121 ET SCAN Potential VNC Scan 5900-5920 1
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Top Attackers In FW

Attacker Address Attacker Geo Target Address SiteName Signature
Device
Action

Count

66.249.93.150 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1494

66.249.93.154 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1335

66.249.93.146 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 1000

149.78.139.52 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 498

149.88.41.147 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 451

66.249.93.149 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 360

79.177.56.136 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 225

66.249.93.145 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 211

66.102.9.74 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 194

201.163.222.179 Mexico 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 192

149.78.221.136 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 180

66.249.81.251 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 162

66.249.93.146 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 150

66.102.9.97 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 147

46.19.85.109 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

2.52.169.129 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 144

66.249.93.153 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 126

66.249.93.150 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 112

66.249.93.154 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 110

212.156.132.218 Turkey 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 108

66.102.9.87 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 103

112.185.130.163
Korea, Republic
of

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 101

188.93.56.127
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 65

66.249.81.130 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 62

66.249.81.254 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 58

149.88.216.49 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 55

46.19.85.73 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 54

149.78.233.202 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 48

217.69.133.249
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 48

149.88.238.57 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 48

188.93.56.121
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 48

188.93.56.129
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 46

66.249.81.251 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 43

217.69.133.253
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 42

177.32.211.92 Brazil 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 41

212.183.128.169 United Kingdom 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 39

66.249.93.153 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 38

217.69.133.248
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 37

149.78.151.245 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 36

77.127.150.98 Israel 147.237.0.121
Streaming Engine: TCP Invalid
Retransmission

Invalid segment retransmission. Packet
dropped.

drop 36

188.93.56.125
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 36

2.54.18.195 Israel 147.237.0.121 SYN Attack SYN -> SYN-ACK -> RST reject 36

217.69.133.191
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 35

66.249.75.44 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 34

66.102.6.153 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 32

217.69.133.251
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 29

217.69.133.21
Russian
Federation

147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 29

66.249.93.145 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 28

66.249.81.254 Israel 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 27

66.249.93.247 United States 147.237.0.121 Geo-location enforcement Geo-location inbound enforcement drop 27
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target Address SiteSignature
Device
Action

Count

87.68.45.109 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtPerutBakasha in
www.miluim-ishi.aka.idf.il/mentalhealthofficercontacting

Block 6

79.177.189.187 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddTimetableDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 3

79.177.189.187 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddBoardExamsPermitDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 3

79.177.189.187 Israel 147.237.0.121
Unknown Parameter ctl00_ContentPlaceHolder1_fuAddStudyPermitDocs&FilesToSend in
www.miluim-ishi.aka.idf.il/login

Block 3

85.65.47.44 Israel 147.237.0.121 SSL Untraceable Connection - Open Mode None 1

77.125.156.155 Israel 147.237.0.121 Unknown Parameter prm in www.miluim-ishi.aka.idf.il/login Block 1

79.181.155.59 Israel 147.237.0.121
Parameter Type Violation ctl00$ContentPlaceHolder1$txtNewPass1 in
www.miluim-ishi.aka.idf.il/changepassword/newpassword

Block 1

81.218.101.66 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/ufi/reaction/ Block 1

84.228.45.145 Israel 147.237.0.121 Unauthorized URL Access to www.miluim-ishi.aka.idf.il/llogin Block 1
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