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|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo | Target Address |Ste | gnature | Devi ce Action | CP 1 ocati on. Locat i on |count |
207.232. 36. 181 | srael 147.237.0.121 Anonal y-TLS-renegoti ati on-d i dest - reset BBL.- | srael 95
84.111. 65. 41 | srael 147.237.0.121 Bl ock Udp All _Nets drop BBL.- | srael 3
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11-26-2015 to 11-27-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | count
192. 198. 151. 45 Eur ope 147.237.0. 121 ET SCAN NVAP -sA (2) 3
222.73.119. 253 Chi na 147.237.0.121 ET SCAN Potential SSH Scan 1
59.45.79. 117 Chi na 147.237.0. 121 ET SCAN Potential SSH Scan 1
116. 228. 38. 138 Chi na 147.237.0.121 ET SCAN Potential SSH Scan 1
43.229. 53. 89 Japan 147.237.0. 121 ET SCAN Potential SSH Scan 1
61.182.170. 38 Chi na 147.237.0.121 ET SCAN Potential SSH Scan 1
185. 56. 80. 31 Net her | ands 147.237.0. 121 ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address

Attacker Geo

Target Address

Sgnature

St%Name

66.249.93.154 |lLhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 3362
66.249.93.146 |Whited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 2725
66.249.93. 150 |lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 2092
149. 88. 12. 144 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 468
66. 102. 9. 87 Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 298
66. 249. 93. 154 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 290
66. 249. 93. 150 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 286
66. 249. 93. 146 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 284
112.185.130. 163 OK?r ea, Republic 147.237.0.121 Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 262
66. 102. 9. 97 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 213
149. 78.221. 136 |lsrael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 200
201. 163. 222. 179|Mexi co 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 187
149.78.186.71 |lsrael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 158
66.102. 9. 74 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 152
38.127.167.44 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 122
69. 158. 26. 196  |Canada 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 115
46.19. 85. 139 | srael 147.237. 0. 121 Sreani\ng Elgi ne: TP Invalid Inval i d segnent retransnission. Packet drop 108
Ret r ansni ssi on dr opped.
66.249.81.251 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 101
149. 78. 246. 87 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 86
72.37.140.41 Italy 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 79
66.249.81.130 |Whited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 74
149. 78. 240. 58 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 73
84.253.149. 130 |ltay 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 72
66.249.81.254 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 69
66.102. 6. 147 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 63
149. 88. 21. 125 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 59
66.249.93.244 |lLhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 55
217.69. 133. 252 g;z:;nl on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 53
207.232.36.181 |lsrael 147.237.0.121 SYN At tack SYN - > SYN-ACK -> RST rej ect 53
149. 88. 38. 203 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 50
217.69. 133. 249 :ZZ::FI on 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 45
66.102. 6. 153 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 45
54.243.190.43 |lLhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 38
217.69. 133. 21 :Z:::Inl on 147.237.0.121 Geo-1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 38
77125 149. 122 |1 srael 147.237.0. 121 SIreani\ng El_ﬂgi ne TP Invaid Inval i d segnent retransmssion. Packet drop 36
Ret r ansni ssi on dr opped.

66. 249. 81. 130 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 35
66. 249. 81. 251 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 35
66. 102. 9. 50 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 35
85.115.52.201 |Uhited Kingdom |147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 35
79.180. 153. 131 |Israel 147.237.0.121 Bad TCP sequence SN retransmt wth different wndow scal e noni t or 32
212.199.71.30 |lIsrael 147.237.0.121 SYN At tack SYN - > SYN-ACK -> RST rej ect 32
185. 120. 125. 19 147.237.0.121 SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 31
185. 120. 125. 19 147.237.0.121| |Bad TCP sequence 32”? retransmt wth different wndow | oo 31
66. 249. 81. 254 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 29
2.223.58. 216 Uni ted Kingdom [147.237.0.121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 28
209. 135. 211. 151 |Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 28
149. 88. 185. 151 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 27
149. 78. 200. 202 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 27
66.249.73.171 |lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 26
149. 78. 27. 42 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 26




11-26-2015 to 11-27-2015

|Top Attackers In V\AF|

At acker Devi ce
Geo Action
62.90.131. 78 | srael 147.237.0.121 Lhaut hori zed URL Access to waw nil ui mishi.aka.idf.il/ufi/reaction/ B ock 3
Paraneter Type M ol ation ctl 00$Cont ent Pl acetbl der 1$t xt NewPass1 i n 2
wawe m | ui mi shi . aka. i df. il /changepasswor d/ newpasswor d
62.219.21.30 |lsrael 147.237.0. 121 Paranet er Type M ol ati on ct| 00$Cont ent A acetbl der 1$t xt Pass in ww ml ui mi shi.aka.idf.il/l ogin B ock 2
Paraneter Type Mol ation ctl00$CGont ent A acetbl der 1$txt Title in
wwv m | ui mishi.aka.idf.il/general petition
Paraneter Type Mol ation ctl00$Qont ent A aceHol der 1$t xt F | esNan@s i n

‘Count

Target Address St%Sgnature

87.68.243. 241 |lsrael 147.237.0.121 B ock

192. 198. 151. 45 |Eur ope 147.237.0.121 B ock

109.67.14.120 [Israel  [147.237.0. 1211 |\ 4| i i shi . aka.i o . i 1/ nent al heal thoffi cer cont acting Bock 1

80. 246. 136. 35 || srael 147.237.0.121| |P¥amter Type Molation ctl 00SCont ent A acerbl der 15Subm t1 in Bock |1
wan mi | ui mi shi . aka. i df.il/nedi cal conmitteerequest

31. 168. 101. 163 |1 srael 147.237.0. 121 Paran_et er T_ype_ \ial a_t|on_ ctIOO$Cbnt‘entPI acehbl der 1$t xt Per ut Bakasha i n B ock 1
W il ui mi shi . aka. i df. il /changeuni t

185. 6. 64. 114 |l srael 147.237.0. 121 SSL Untraceabl e Gonnection - Qpen Mde None 1

192. 198. 151. 45 |Eur ope 147. 237. 0. 121 Lhknqvm_ Par arTet er _ctl QO_ConF ent Pl aceHbl der 1_f uAddl DCar dDocsé&Fi | esToSend in B ock 1
viwy mill ui mi shi.aka.idf.il/login

109. 186. 37. 18 |l srael 147.237.0.121 Mil tipl e Uhtraceabl e SSL Sessi ons from 109. 186. 37. 18 (Uhknown SS. Sessi on) None 1

81.218.101. 2 | srael 147.237.0.121 SSL Untraceabl e Gonnecti on - (pen Mde None 1

37.142.64.59 |lsrael 147.237.0. 121 Lhtraceabl e SSL Sessi ons: Qpen Mbde None 1

192.117.12. 65 |1 srael 147. 237. 0. 121 Paran_et er Typg Mol qtloq ctI00$0)nt‘entP| acehbl der 1$t xt Per ut Bakasha i n B ock 1
vwwv mi | ui mi shi . aka. i df . i|/changeuni t

94. 230. 86. 218 |1 srael 147.237.0. 121 UnanV\n_ Pa_r arT_et er (_:tl O_O_Cbnt_ ent Pl acetol der 1_f uAddMar ri ageCer t Docsé&F | esToSend i n B ock 1
viwy il ui mi shi . aka. i df.il/1ogin

79.178. 208. 102 |l srael 147.237.0.121 Lhaut hori zed URL Access to waw nil ui mishi.aka. idf.il/https:/wwn mlui mishi.aka idf.il/ B ock 1

192. 198. 151. 45 |Eur ope 147.237. 0. 121 U"nknqvm_Par an_et er _ctl ()_O_Cbnt_ ent Pl acetol der 1_f uAddMar ri ageCer t Docsé&Fi | esToSend i n B ock 1
wwv | ui mi shi.aka.idf.il/login

109. 186. 37. 18 |l srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Lhknown SSL Sessi on None 1

84.111. 36. 187 |lsrael 147.237.0. 121 Paraneter Type M ol ation ctl 00$Cnt ent P acetbl der 1$t xt Pass in vwwv il ui mi shi. aka.idf.il/l ogi n B ock 1

37.142.134. 130 |l srael 147.237.0.121 Lhaut hori zed URL Access to waw nil ui mishi.aka. idf.il/https:/wwn mlui mishi.aka idf.il/ B ock 1

CGooki e Tanpering on cooki e . ASPXAUTH Expect ed

DEE6576508F6D4BC42078C28A9C48E152508EAB3737371E6GEDF61CES55CB956B50C7E2A7757751
C29355B47FEESEEES565E89F6C5B4C8 AB39E89D37326D3BI9BA378F031C788B4DB94756071A2269
1E42C16C943CF438C8199B0E115894A2713016CAES5E10CD66A34E4E18C11D5CF112CA6A2ECF9
192. 198. 151. 45 |Eur ope 147.237.0.121 9C86372057D5D57529A82DATES, Obser ved None 1
765CF640FC31BF473DAA51128CF23F20D8A6F7BFAFDDBIFFIDA6264FFFCAL13228FE34816123DD
4FAEB2EFDD7B12BD9CBEDO8E2214565872E8F17D9DBA79FFC8616D0F751472A8A49E573B5EBGE

BF2E6259CAE3ABC5953573061B60F08ES56E3C1D77214

95. 86. 92. 59 | srael 147.237.0. 121 Lhaut hori zed URL Access to ww nitl ui mi shi.aka.idf.il/ufi/reaction/ B ock 1

79. 183. 113. 157 |1 srael 147 237.0. 121 Para@t gr Typg Mol gtlorj ct| 00$Cont ent A gcel—bl der1$t.xt Per ut Bakasha i n B ock 1
ww mil ui mi shi.aka.idf.il/nental heal t hof fi cercontacting

31.168.10.91 |lsrael 147.237.0. 121 Uhaut hori zed URL Access to ww il ui mishi.aka. idf.il/ufi/reaction/ B ock 1

192. 198. 151. 45 |Eur ope 147.237.0. 121 UnanV\n_ Pa_r an_et er f:tl QO_ConF ent Pl aceHol der 1_f uAddPar t ner Appendi x| DDocs&F | esToSend i n B ock 1
viwy il ui mi shi . aka. i df.il/1ogin

109. 226. 60. 144 || srael 147.237.0.121 Uhknown Par anet er ct | 00$Cont ent Pl aceHbl der 1$t xt Capt cha i n v il ui mi shi . aka.idf.il/snsverify |B ock 1

84. 228. 161. 200 |1 srael 147.237. 0. 121 Paraneter Type Mol ati on ctl00$Cont ent A acetbl der 1%t xt Per ut Bakasha in B ock 1

wwv | ui mi shi.aka.idf.il/general petition
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