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11-25-2015 to 11-26-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste | gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
2.54.157. 249 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 8
81.218. 160. 114 | srael 147.237.0.121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 8
2.54.141.108 | srael 147.237.0.121 Anonal y-SSL-renegotiation-A i dest - r eset BBL- | srael 8
91. 208. 129. 129 | srael 147.237.0.121 B ock_Wp Al _Nets drop BBL- | srael 3




11-25-2015 to 11-26-2015

|Top Attackers In IPS|
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11-25-2015 to 11-26-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |Sgnature | count |
183. 60. 48. 25 Chi na 147.237.0. 121 ET SCAN Potential SSH Scan 1
189. 254. 90. 133 Mexi co 147.237.0. 121 ET SCAN NVAP -sS w ndow 2048 1
192. 198. 151. 44 Eur ope 147.237.0. 121 ET SCAN NVAP -sA (2) 1
216. 251. 24. 119 Lhited Sates 147.237.0. 121 ET SCAN NVAP -sS w ndow 2048 1
61.216.2. 14 Tai wan 147.237.0.121 ET SCAN NVAP -sS w ndow 1024 1
89. 248. 174. 55 Net her | ands 147.237.0.121 ET SCAN Potential WNC Scan 5900- 5920 1
120. 55. 125. 210 Chi na 147.237.0. 121 ET SCAN Potential SSH Scan 1
189. 254. 90. 133 Mexi co 147.237.0. 121 ET SCAN NVAP -f -sS 1
189. 254. 90. 133 Mexi co 147.237.0. 121 ET SCAN NVAP -sS w ndow 3072 1
216. 251. 24. 119 Lhited Sates 147.237.0. 121 ET SCAN NVAP -f -sS 1
59. 45.79. 117 Chi na 147.237.0.121 ET SCAN Potential SSH Scan 1
89. 248. 168. 43 Net her | ands 147.237.0.121 ET SCAN Potential SSH Scan 1
109. 74. 226. 90 Iran, |slamc Republic of 147.237.0. 121 ET SCAN Potential SSH Scan 1




11-25-2015 to 11-26-2015

|Top Attackers In FW |

‘At tacker Geo Target Address |S t% Nane Sgnature
66. 249. 93. 146 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2199
66.249. 93. 154 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 2033
66.249. 93. 150 |lLhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1874
149.78.22.6 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 724
149. 78. 232. 189 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 409
66. 249. 93. 154 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 230
66. 249. 93. 150 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 218
149.78.229. 75 |lsrael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 216
66. 249. 93. 146 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 199
149. 78.38. 110 |lsrael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 192
84.253. 149. 130 [lItaly 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 184
149. 78. 136. 183 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 183
66.102. 9. 74 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 175
66. 102. 9. 97 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 160
54.243.190.43 |lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 142
66. 102. 9. 87 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 140
149. 78.22.135 |lsrael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 130
194. 42. 67. 50 Uni ted Kingdom |147.237.0.121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 116
66.249.81.130 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 109
66. 249. 81. 254 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 94
188.119. 192. 14 |Spain 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 93
149. 88. 52. 42 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 83
192.114. 91. 248 |l srael 147.237.0. 121 Bad TCP sequence Inval i d ACK nunber noni t or 64
2.54.157. 249 | srael 147.237.0.121 SYN At t ack SYN -> SYN-ACK -> RST rej ect 58
149. 88. 88. 139 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 49
149.88.21.1 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 49
149. 78. 251. 98 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 45
66. 249. 66. 107 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 45
149. 78. 221. 136 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 45
66.249. 93. 254 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 42
149. 78. 27. 42 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 41
66. 249. 93. 247 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 40
66.249.81. 251 |lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 39
66. 102. 9. 50 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 39
149. 88. 89. 180 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 39
217.69. 133. 250 ij::;q on 147.237.0. 121 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 38
217.69. 133. 253 :Z:::tnl on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 37
149. 88. 81. 41 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 36
81. 218. 160. 114 |1 srael 147. 237 0. 121 Sreanhng ﬁlgi ne: TP Invalid Inval i d segnent retransnission. Packet drop 36
Ret r ansni ssi on dr opped.
2 54.141. 108 | srael 147 237.0. 121 Sreanhng Erjgi ne: TP Invalid Inval i d segnent retransmssion. Packet drop 36
Ret r ansm ssi on dr opped.
176.13.12. 110 |lsrael 147.237.0. 121 Bad TCP sequence Inval id ACK nunber noni t or 36
66. 249. 81. 130 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 35
37.142.111. 221 |l srael 147.237.0. 121 Bad TCP sequence SWNretransmt wth different w ndow scal e noni t or 34
66.249. 93. 251 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 34
217.69.133. 249 |10 &0 147.237.0.121| |Geo-location enfor cenent Geo- | ocati on i nbound enf or cenent drop 33
217.69.133. 191 gj;:lnl on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 33
66. 249. 81. 254 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 33
84.253. 149. 138 [lItaly 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 32
66. 102. 9. 39 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 32
37.142.111. 221 |l srael 147.237.0. 121 Bad TCP sequence SN retransnit wth different w ndow scal e alert 31




11-25-2015 to 11-26-2015

|Top Attackers In V\AF|

At acker ) Devi ce

Attacker Address Geo Target Address |9 t% Sgnature Action

79.178. 27. 237 | srael 147.237.0.121 Lhaut hori zed URL Access to www il ui mishi.aka. idf.il/ufi/reaction/ B ock 6

176. 106. 227. 2201 srael 147 237.0. 121 Param_et er Type _\/1 ol at_l on ptl 00$Cont ent P acetbl der 1$t xt NewPass1 in B ock 6
wawe i | ui mi shi . aka. i df . i |/ changepasswor d/ newpasswor d

85. 64. 90. 68 | srael 147.237.0. 121 Mil tipl e Uhaut hori zed URL Access from 85. 64. 90. 68 B ock 4

81.218. 162. 195 |israel 147.237,0,121|  |Uhknown Paraneter ctl00$Cont ent P acetbl der 1$txt Gaptcha in Bock |3
wwv m | ui mi shi . aka.idf.il/snsverify
Gooki e Tanpering on cooki e . ASPXAUTH Expect ed
97BE7DD38373F710D008619B78CA8D51A5AA56B34EDF24BCC8C5154D022D6B1B4F8A354E2
A41F1C4983F4B53C72F58217B81A46E19E354DBC36F4ADF82F5A5CF3CE349B1687D455C21BA
4A951AF160CD666F48988A1B84ACC3D12C1D7ABA64F2FF5259A32603D5D88A1586C97406E

2.54.24.93 | srael 147.237.0.121) 17500 CA577E6322A79446390649027167D3E, Chser ved None |2
452B3C7EBODF8727EF2C446C0685B82F7514777A7A959607A67519DEA35DE996DE29030A8A9
F230F9633F16F38E5FFE10DD4C5D4AE7DEBOC3F7FF71BA73F082FB1D746128E8B88E6897 D1 CAF
4424 AA65E4B8DA6487B58BDCA87DD2BE329480BF58D4AF

132. 70. 66. 13 | srael 147. 237. 0. 121 Paramgter Type_\ﬂ ol ay on'ctl 00$nt gntFl acetbl der 1$txtF lesIDs in B ock 2
wwv ni | ui mi shi . aka. i df.i|/changeuni t

176.13.20. 106 |l srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Lhknown SSL Sessi on None 1

82. 80. 203. 20 I sragl 147. 237.0. 121 Para@t er Type_ Mol aF ion ctl 00$Cbnt entEl acetbl der 16t xt H | esNangs in B ock 1
wan il ui mi shi . aka. i df.il/nedi cal committ eer equest

212.117.143. 27 |lsrael 147.237.0.121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 1

109. 64. 217. 212 |l srael 147.237.0.121 Lhaut hori zed URL Access to www il ui mishi.aka. idf.il/ufi/reaction/ B ock 1

81 218. 101. 2 srael 147 237.0. 121 Farangt er T)_/pe_\/i ol at_| on _ctI 00$Cont ent A aceHol der 1$t xt Capt cha i n B ock 1
wane mi | ui mi shi . aka. i df . i |/ newpasswor d/ f or got passwor d

31.154. 92 154 |1 srael 147. 237. 0. 121 mknqv\n. Pa_r arfet er .C“ QO_Can ent P acetbl der 1_f uAddl DCar dDocs&Fi | esToSend i n B ock 1
v | ui mi shi. aka.idf.il/login

84.108. 224. 237 |l srael 147.237.0. 121 Mil tipl e Untraceabl e SS. Sessi ons from 84. 108. 224. 237 (hknown SSL Sessi on) None 1

79.180. 31. 246 |l srael 147.237.0. 121 Lhaut hori zed URL Access to www nitl ui mi shi.aka.idf.il/https:/www niluimishi.aka. idf.il/ B ock 1

5 22 134,133 I sragl 147. 237.0. 121 U1knc_)vxn. Pa_r arTet er ptl QO_Cbn_t ent Pl acetbl der 1_f uAddl DCar dDocs&Fi | esToSend i n B ock 1
v | ui mi shi.aka.idf.il/login

37.26. 146. 203 | srael 147. 237, 0. 121 Paraqet er T_ype_ Mol a_tl on ctl 00$(bnt_ent A acetbl der 1$t xt Per ut Bakasha i n B ock 1
wwv mi | ui mi shi . aka.idf.il/changeunit

185. 46.212. 69 |Swtzerland |147.237.0. 121 Uhknown Paraneter prmin ww il ui mishi.aka.idf.il/login B ock 1

84.108. 224. 237 |l srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - Lhknown SSL Sessi on None 1

80 246.138.96 |israel 147 237.0. 121 Paranfete‘r Type_\ﬂ ol at_l on_ctl 00$Cont gntH acetbl der 1$txtF lesIBs in B ock 1
viwv m | ui mi shi . aka. i df . i | / changeuni t

5 22 134,133 I sragl 147. 2370, 121 Lhknc?\/\n. Pa_r arTet er f:tl O_O_Cont_ ent Pl acetbl der 1_f uAddMar ri ageCert Docs&Fi | esToSend i n B ock 1
viwn il ui mi shi . aka.idf.il/login

132. 70. 66. 13 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - (pen Mde None 1
Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
098AEB6024584318E828FA2E50121B85EFD112812D17B17F9001A9ADF954EC9237551E6C017B
76461A580FB0549962BBA23A14BB7FB1F84F33E7ECE71C8640FDE640999435476742623290C1
4E8A35209427BD02AD161013AE285CF48E3F9424BE9318C53C76384026814C07FFF8A12A9B2

82.80.19.204 flsrael 147.237.0.121) | op456EE5BED2BO16FABEEA5B57036, Chser ved None (1
5662110547A529504CF01D910B1ESOEBB8 CC1E3FCAAC68AEF2DD5543283C9B48B07ABFO6F92
41BBOF49202E91745D4403D329A1F45B74DEDCAC193042676B3D5A8C306C8BE22148FEFC12B
2B2210A58CCF8DFFD41E919B98EO03AF26A088100B04E7133

46.19. 86. 123 | srael 147.237.0.121 Doubl e URL Encoding - paraneter: ReturnUl in ww mluimishi.aka idf.il/login B ock 1

2.52.16.192 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - (pen Mde None 1

212.25.107. 145 |lsrael 147.237.0. 121 SSL Uhtraceabl e Gonnection - (pen Mde None 1

81.218.101. 2 | srael 147.237.0. 121 D stributed Gooki e Tanpering on token: . ASPXAUTH None 1

31 154. 5. 181 | sragl 147 237.0. 121 Paraneter Type Mol ation ctl 00$Qont ent A aceHbl der 1$t xt F | esNanes in B ock 1

wan il ui mi shi . aka. i df.il/nedi cal committeer equest
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