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11-24-2015 to 11-25-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste | gnature | Devi ce Action | P 1 ocati on. Locat i on |count |
185. 32.179. 139 | srael 147.237.0. 121 Anonal y- SSL-renegoti ation-d i dest - r eset BBL- | srael 5
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|Top Attackers In IPS|
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11-24-2015 to 11-25-2015

|Top Attackers In ID|

Attacker Address

| Attacker Geo | Target Address |ste |Sgnature | count |
169. 54. 233. 119 Net her | ands 147.237.0. 121 ET SCAN Potential VWNC Scan 5800- 5820 1
74. 208. 43. 251 Lhited Sates 147.237.0. 121 ET SCAN Potential SSH Scan 1




11-24-2015 to 11-25-2015

|Top Attackers In FW |

‘At tacker Geo Target Address |S t% Nane Sgnature
149. 78. 47. 62 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 6796
66.249. 93. 146 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 3263
66.249. 93. 150 |lLhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 3203
66.249. 93. 154 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 2803
149.78.22.6 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 1451
149. 78. 27. 42 | srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 449
90. 181. 168. 124 |Czech Republic 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 432
66. 249. 93. 154 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 331
37.153.211. 94 |Netherl ands 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 330
66. 249. 93. 146 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 298
66. 249. 93. 150 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 263
2 52 16.26 | srael 147. 237 0. 121 Streanhng qui ne. TGP Invalid Invalid segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.

149. 88. 38. 203 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 144
185. 32. 179. 241 |1 srael 147 237.0. 121 Sreanhng Erjgi ne: TP Invalid Inval i d segnent retransmssion. Packet drop 144
Ret r ansm ssi on dr opped.

149. 78. 253. 156 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 139
149. 78. 125. 159 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 117
149. 78. 63. 20 | srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 115
66.249. 81.251 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 115
66.249. 81. 254 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 112
66.249.81.130 |lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 94
217.69. 133. 169 gj::lnl on 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 63
66. 249. 66. 109 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 58
66. 249. 66. 105 |Lhited Sates 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 56
31. 168. 23. 60 | srael 147.237.0.121 SYN At t ack SYN -> SYN-ACK -> RST rej ect 50
66. 249. 81. 130 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 50
217.69. 133. 252 gj;:lnl on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 50
66. 249. 81. 251 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 48
66. 249. 81. 254 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 46
217.69. 133. 249 gj::lnl on 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 44
149. 88. 81. 41 | srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 40
78.192. 73. 64 France 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 40
149. 78. 41. 248 |l srael 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 38
192. 116. 232. 69 |l srael 147.237.0.121 SYN At t ack SYN -> SYN- ACK -> RST rej ect 37
149. 78. 166. 31 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 36
138.134. 102. 16 |l srael 147.237.0. 121 SYN Attack SYN -> SYN-ACK -> RST rej ect 36
66. 249. 66. 107 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 35
201.85.85.123 |Razil 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 35
31.13.112.117 |lreland 147.237.0. 121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 34
134.191. 232. 71 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 34
66. 249. 93. 220 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 34
201. 31. 215. 129 |Brazil 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 31
66. 249. 66. 105 |l srael 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 31
217.69.133. 248 |10 &0 147.237.0.121| |Geo-location enfor cenent Geo- | ocati on i nbound enf or cenent drop 28
66. 249. 81.235 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 27
66.249.81. 160 |lLhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent drop 25
66.249.93.216 |Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 24
185. 32.179.66 |lsrael 147.237.0.121 SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 20
157. 55. 39. 55 Lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 20
66. 249. 93. 247 |lhited Sates 147.237.0. 121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 18
185.32. 179 139 |1 srael 147. 237 0. 121 Sreanimg @gi ne: TGP Invalid Inval i d segnent retransnission. Packet drop 18
Ret r ansni ssi on dr opped.




11-24-2015 to 11-25-2015

|Top Attackers In V\AF|

At acker Devi ce
Ceo Action

93.173. 21. 85 | srael 147.237.0.121 Mil tiple Unhauthorized URL Access from 93. 173. 21. 85 B ock 5
Paraneter Type M ol ation ctl00_Cont ent A acetbl der 1_f uAddSt udyPer mit Docs&H | esToSend in

‘Count

Target Address St%ﬁgnature

2.54.154. 244 |lsrael 147.237.0.121 varw ik i i shi . aka i oF . i |/ upl oadr eqi ster . axd B ock 5

2 54.154. 244 |1srael 147.237.0. 121 Par anpt er Typg Mol gtl on ctl OO_Cbnt.entPI acetbl der 1_f uAddTi net abl eDocsé&Fi | esToSend i n B ock 4
ww nitl ui mi shi . aka.idf.il/upl oadregi ster. axd

213.57. 148. 114 |1 srael 147.237. 0. 121 Paraneter Type Mol ation ctl00$Cont ent A aceHbl der 1$t xt F | esNanes i n B ock 2

wan Ml ui mi shi . aka. i df.il/nedi cal conmitt eer equest
31.154. 22. 14 | srael 147.237.0.121 D stributed Cooki e Tanpering on token: .ASPXAUTH None 2
Cooki e Tanpering on cooki e . ASPXAUTH Expected , Cbserved
3834B564979ED2F4B96127CLOEL36D360184676170E92BB8257F62728492F5B04BA0EOB088D320
030BEEF8B0977C8DDA8CE4B8926881CEDEL123762F9D30AD6557F12E3591A21AE343ABD80E094
80. 250. 159. 250 I sr ael 147.237.0.1211 |09 FgF78 AAEDSAC2440D2 FA365E8B704C0CT 60E7EDI0123A48765CB1 28949894 C5E3A708F322 |ONe |2
A8B0412CAFF02BCOFA3FA7051058AF2A5FDBF9 1 DD5ECED73E5F21B9C32D6545B39C2 ECEACOF2
435CE21E41B55

Cooki e Tanpering on cooki e . ASPXAUTH Expect ed
19991342F5FD604E82224A02A33D9546A9529CC560879881BC3E4BFCEL3255034 EE850BA48ERS
A57406B1EA3ADCE739BDE76FF9735E39E0F5D77C1DD58F386575CE8C77DDF0913320DB4 DEDBY
22B7BD19DED3FEF18C321DOECL32D7EB7A4FAGA52246C108897 1F6A9490AB13C33371E7625D4
84.108. 147. 164 |I srael 147.237.0.121  |C3 e e e L BOLDOOD,  Chser ved None |2
F56A72A0B83C53EE304896 E4EASACS0ES463CA3162EF30CA3B4F182C10A9932625C207571827E
62D167C256F319A3CC66F9F2A454DER7 E59ES80FFBDCABA4 846743 BDDABAEF32F106A67BA21ESE
F09664E441COCBEC2E17CAC1243096B7392EC38A0BCR

212.179. 21. 194 |l srael 147.237.0. 121 Uhaut hori zed URL Access to ww il ui mishi.aka.idf.il/ufi/reaction/ B ock 2
84.95.211.33 |lsrael 147.237.0. 121 Lhtraceabl e SSL Sessi ons: (pen Mbde None 1
2.52.61.203 | srael 147.237.0.121 SSL Untraceabl e Gonnection - (pen Mde None 1
5.22.129. 205 | srael 147.237.0.121 Uhknown Paraneter ch in waw nmluimishi.aka idf.il/login B ock 1
213.57.162. 165 |l srael 147.237.0.121 Paraneter Type M ol ation ctl 00$Cont ent P acetbl der 1$t xt Pass in vwwv il ui mi shi. aka.idf.il/l ogin B ock 1
37.26.148. 244 |l srael 147.237.0.121 Mil tipl e Untraceabl e SS. Sessi ons from 37. 26. 148. 244 (Qpen Mde) None 1
2.54.154. 244 |israel 147.237.0.121| |PAameter Type Molation ctl005Cont ent A acetbl der 15t xtN mik in Bock |1
ww il ui mi shi. aka.idf.il/val tanmequest
109. 65. 167.56 |l srael 147.237.0.121 Lhaut hori zed URL Access to waw nill ui mishi.aka.idf.il/https:/vwww il uimishi.aka.idf.il/ B ock 1
82.81.8.151 | srael 147.237.0.121 Mil tiple Uhtraceabl e SSL Sessi ons from82.81. 8. 151 (lhknown SSL Sessi on) None 1
5.22.129. 205 | srael 147.237.0.121 Uhknown Paraneter prmin wwy mlui mishi.aka.idf.il/login B ock 1
93.173.12.180 |lsrael 147.237.0.121 Lhknown Paraneter ch in ww mluimishi.aka.idf.il/login B ock 1
37.26. 148. 244 |l srael 147.237.0. 121 SSL Untraceabl e Gonnection - Qpen Mbde None 1
82.81.8.151 | srael 147.237.0.121 SSL Untraceabl e Gonnection - Lhknown SSL Session None 1
5.102. 205. 151 |l srael 147.237.0.121 Uhknown Paraneter ch in waw nmluimishi.aka idf.il/login B ock 1
2.52.40.75 | srael 147.237.0.121 SSL Untraceabl e Gonnecti on - (pen Mde None 1
93.173.12.180 |lsrael 147.237.0.121 Lhknown Paraneter prmin wwy mlui mishi.aka.idf.il/login B ock 1
80. 246. 138. 5 | srael 147.237.0.121 Uhknown Paraneter prmin wwy mlui mishi.aka.idf.il/login B ock 1
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