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11-23-2015 to 11-24-2015

|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo | Target Address |Ste | gnature | Devi ce Action | CP 1 ocati on. Locat i on |count |
37.26.149. 179 | srael 147.237.0.121 Anonal y-TLS-renegoti ati on-d i dest - reset BBL.- | srael 140
91.208. 129. 129 | st ael 147.237.0. 121 Block Udp All Nets drop BAL- | srael 3
178. 62. 126. 13 Lhited Sates 147.237.0. 121 Frk_Under Attack _Con_Tcp drop BBL- Fr ankf urt 2
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|Top Attackers In IPS|
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11-23-2015 to 11-24-2015

|Top Attackers In ID|
Attacker Address

| Attacker Geo | Target Address |Ste |Sgnature | count |
59.45.79. 117 Chi na 147.237.0. 121 ET SCAN Potential SSH Scan 1
74.117.209. 135 Lhited Sates 147.237.0.121 ET SCAN NVAP -sS w ndow 1024 1




11-23-2015 to 11-24-2015

|Top Attackers In FW |

Attacker Address

Attacker Geo

Target Address

Sgnature

St%Name

Feder at i on

66.249.93.146 |Lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 4180
66.249.93.150 |Whited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 3558
66.249. 93. 154 |lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 3331
64. 79. 85. 205 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 536
46.19. 85. 48 I srael 147.237.0.121|  [Bad TCP sequence ig”(fa( retransmt with different wndow o, oo 363
66. 249. 93. 150 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 306
46. 19. 85. 48 | srael 147.237.0. 121 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 298
66. 249. 93. 146 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 286
66. 249. 93. 154 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 279
92. 69. 247. 242  |Net her| ands 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 270
149. 88. 189. 227 |l srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 260
149. 78. 228. 38 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 201
40.129.98.162 |lLhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 146
2 54.159. 165 I sragl 147.237.0. 121 Sreanhng Eljgi ne: TP Invalid Inval i d segnent retransmssion. Packet drop 144
Ret r ansn ssi on dr opped.
2 54.135. 111 | srael 147.237. 0. 121 Sreani\ng Elgi ne: TP Invalid Inval i d segnent retransnission. Packet drop 144
Ret r ansni ssi on dr opped.

149. 88. 219. 42 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 108
149. 78. 235. 159 |l srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 103
46. 19. 86. 62 | srael 147.237.0.121 Bad TCP sequence noni t or 100
149. 88. 202. 196 |l srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 100
46. 164. 156. 174 |krai ne 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 90
149. 88. 186.52 |l srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 90
66.249. 66.109 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 82
46. 19. 85. 48 | srael 147.237.0.121 SYN At tack SYN -> SYN-ACK -> Ti neout alert 81
15.203.233.78 |lhited Sates 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 79
201.85.85.123 |Razil 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 74
149. 88. 109. 230 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 64
201. 31.215. 129 |Brazil 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 62
66.249.81.130 |Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 62
149.78.22.6 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 62
85. 250. 81. 228 |l srael 147.237.0. 121 Bad TCP sequence SYNretransmt wth different w ndow scal e noni t or 58
66.249.81.254 |lLhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 56
149. 78. 248. 164 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 51
149. 78. 27. 42 | srael 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 50
66. 102. 9. 61 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 49
66.249. 66. 107 |lLhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 48
149. 78. 231. 61 | srael 147.237.0.121 Geo- 1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 45
149.78.42.7 | srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 45
66.102. 7. 179 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 44
94.223. 148. 170 |Ger many 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 41
88. 3. 78. 146 Sai n 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 40
217.69.133. 191 g{sj:;;nl on 147.237.0. 121 Geo- | ocati on enf or cenent Geo-1 ocation inbound enf or cenent drop 40
66.249.93.224 |lLhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 40
173. 234. 233. 203|Lhited Sates 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent dr op 39
149. 78. 157. 242 |l srael 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 39
2.52.3.235 | srael 147.237.0.121 SYN At tack SYN - > SYN-ACK -> RST rej ect 37
46. 19. 86. 42 | srael 147.237.0.121 SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 37
66.249.81.251 |lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 37
217. 69. 133. 250 g;z:;nl on 147.237.0. 121 Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent drop 37
66.102. 9. 74 Lhited Sates 147.237.0.121 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 35
217.69. 133. 252 Russi an 147.237.0.121 Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 33
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|pr Attackers In VWF|

Devi ce

A tacker

Attacker Address Geo ‘Target Address |S t%s gnature Acti on ‘Count

62.219. 41. 125 | srael 147.237.0. 121 Mil tipl e Uhaut hori zed URL Access from 62.219. 41. 125 Bl ock 9

109. 66. 105. 117 |l srael 147.237.0. 121 Lhaut hori zed URL Access to www mil ui mishi.aka. idf.il/ufi/reaction/ Bl ock 4

2 54.130. 235 srael 147 237.0. 121 Farar'@t er T)_/pe _\/1 ol at_l on _ctI 00$Cont ent A acetbl der 1$t xt NewPass1 in B ock 4
wawe i | ui mi shi . aka. i df . il /changepasswor d/ newpasswor d

176. 228.6.214 |1 srael 147 237 0. 121 Paraqet er ‘I_'ypg Mol gtl on ct | 00$Cont ent. P acetbl der 1$ct | 00$t xt NewPass1 i n B ock 3
wwv m | ui mi shi . aka.idf.il/personal settings

82 81.194. 66 — 147 237.0. 121 Paraneter Type Mol ation ctl 00$Qont ent A acetbl der 1$t xt F | esNanes in 8 ock 3

v il ui mi shi . aka. i df.il/nedi cal committeer equest
37.26.149. 179 | srael 147.237.0.121 D stributed Gooki e Tanpering on token: . ASPXAUTH None 3
Paraneter Type M ol ation ctl 00$Cont ent A acetbl der 1$t xt N muk i n

46. 120. 236. 193 |l srael 147.237.0. 121 ww i | Ui mi shi . aka. i df . i |/ val t anmequest Bl ock 2
132 64.217. 110 |israel 147 237.0. 121 Paramate_r Type Mol gtl on ctl 00$Content_P| acetbl der 1$ct | 00t xt Q dPass in B ock 1
wwv mi | ui mi shi . aka. i df.i1/personal settings
Dstributed Paraneter Type Mol ation on waw nil ui mishi.aka.idf.il/medi cal coomtteerequest
81.154.5. 181 I srael 147.237.0. 121 par anet er ct| 00$Cont ent A aceHbl der 1$t xt F | esNanes Bl ock !
212.179. 62. 20 I sragl 147 237.0. 121 Parar@t er T_ype_ Mol aFl on ctl 00$Q)nt entHaceI—bl der 1%t xt F | esNanes i n B ock 1
wan il ui mi shi . aka. i df.il/nedi cal committ eer equest
85. 65. 80. 198 | srael 147.237.0. 121 SSL Uhtraceabl e Gonnection - (pen Mde None 1
212.199. 112. 144|l srael 147.237.0. 121 Unknown Paraneter prmin waw mlui mishi.aka.idf.il/login Bl ock 1
81.218.55. 253 |lsrael 147.237.0. 121 Lhaut hori zed URL Access to ww nitl ui mi shi.aka. idf.il/https:/www il uimishi.aka. idf.il/ B ock 1
31.168.13.78 | srael 147.237.0.121 Ml tipl e Uhtraceabl e SS. Sessi ons from31. 168. 13. 78 (lhknown SS. Sessi on) None 1
212.199. 34. 114 |Israel 147.237.0.121 D stributed Lhknown Paraneter on waw nil ui mishi.aka.idf.il/login paraneter ch Bl ock 1
93.172.171. 169 |Israel 147.237.0.121| |Fameter Type Molation ctl 00SContent A acetdl der 1StxtTitle in Bock |1
v | ui mi shi. aka.idf.il/general petition
46.121. 113. 242 |1 srael 147 237.0. 121 Paraneter Type Mol ation ctl 00$Qont ent A acetbl der 1$t xt F | esNanes in 8 ock 1

v il ui mi shi . aka. i df.il/nedi cal committeer equest

Cooki e Tanpering on cooki e . ASPXAUTH Expected , (bserved
9E9069DE1B2D1294D3B573151AB70845DF48540995B4C15C2AD078B8731D98B3196995C011
D1E056948FE9C359C44B93430A42BF2COE5F807989B594D4B4785DB693DFA829A98F3487EEBL
2.54.32.164 | srael 147.237.0. 1211 |5r1 80086581 3DE6884A363F56AA933B764F5B3FC1 267 DFE05132F0F11A08A261FCapasiFgcre |0 |1

0CAB600BE57E634DEDED3DCF8151480A182E01224534C23FB783F2A0843BB68D849AE90F51A

A3EB7B83862B3EASBFC
192. 118. 10. 10 | srael 147.237.0.121 Paraneter Type Mol ation Returnlt!l in ww nilui mishi.aka idf.il/login B ock 1
31.168. 13. 78 | srael 147.237.0.121 SSL Uhtraceabl e Gonnection - Lhknown SSL Sessi on None 1
212.199. 57. 205 |lsrael 147.237.0. 121 Uhknown Paraneter ch in waw niluimishi.aka.idf.il/login Bl ock 1
62. 128. 45. 222 | srael 147.237.0. 121 SSL Uhtraceabl e Connection - (pen Mde None 1
212.117.136.6 |lsrael 147.237.0. 121 D stributed Unknown Paraneter on vwwy mil uimishi.aka. idf.il/login paraneter prm B ock 1
83. 130. 100. 207 |Israel 147.237.0.121 Lhaut hori zed URL Access to wwwu nitl ui mishi.aka.idf.il/https:/vww mluimishi.aka. idf.il/ B ock 1
212.199. 112. 144|l srael 147.237.0.121 Lhknown Paraneter ch in vww nmluimishi.aka.idf.il/login B ock 1
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